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Abstract—Self-supervised pretraining has proved to be a com-
petitive tool to improve downstream task performance in the
field of remote sensing. Attempts to create geospatial foundation
models based on such pretraining techniques are increasing in
numbers, and are a promising solution to exploit the vast amount
of unannotated remote sensing imagery. Due to the widespread
availability of various self-supervised techniques, either generic
or specific to remote sensing, it becomes of importance for practi-
tioners to find a way to identify the best performing pretraining
method based on the downstream task being tackled. In this
paper, we present a systematic benchmark of commonly used
self-supervised pretraining methods and provide insights into the
most appropriate approach depending on the chosen downstream
tasks. Our results indicate that Masked Auto Encoders (MAE), a
reconstruction-based method, seems to be the overall winner on
most use-cases. We also show that ImageNet remains a powerful
pretraining dataset and can produce competitive baselines, while
building a tailored pretraining dataset using high-resolution satel-
lite images can effectively improve the downstream performance
compared to such baselines. Finally, we study the computational
efficiency of pretraining methods and provide recommendations
based on the available budget.

Index Terms—deep learning, computer vision, remote sensing,
optical imagery, foundation model, self-supervised learning, land
use classification, object detection, semantic segmentation, bench-
mark

I. INTRODUCTION

The emergence of foundation models, a family of general-
purpose models for solving a wide range of computer vision
tasks, has overturned the traditional methodology of using a
dedicated model for each task. This paradigm shift allows a
common backbone to be used for any downstream task, espe-
cially classification, segmentation and detection. The training
of a foundation model usually consists of two steps: pre-
training and finetuning. The pretraining is done with the self-
supervised learning (SSL) methodology, it makes it possible
to train an encoder on a large quantity of unlabeled data using
a pretext task, in order to learn how to extract meaningful
visual features. Once complete, the finetuning step is applied
to learn the downstream task, reusing the model’s encoder
while creating a new decoder.

If the pretraining is carried out correctly, the weights of the
encoder can be reused in a variety of downstream tasks. Thus,
selecting the most adapted SSL method is crucial as it highly
impacts the generalization capabilities of the resulting model.
Furthermore, the efficiency of the method is another important
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Fig. 1. Pretraining a ViT-Large with MAE on our internal datasets (PRL-2.5M
and PRL-363k) improves performance on most downstream tasks compared
to publicly available weights.

factor to be considered as pretraining is the main source of
computational costs, especially when using large datasets.

Faced with all these technological opportunities, the ques-
tion logically arises as to which is the optimal pretraining
solution to use within the context of remote sensing.

In this article, we provide details on the efficiency of some
SSL methods for vision tasks. Specifically, we study the effec-
tiveness of a chosen joint embedding and reconstruction-based
method on several downstream tasks commonly performed
in remote sensing: land use classification, object detection
and semantic segmentation. To do this, we study performance
variation by exploring two major criteria: the size of the
backbone and the pretraining dataset’s size and composition.

Our main contributions are as follows:

e We explore the effectiveness of SSL methods in the
context of remote sensing in several downstream tasks,
including dense tasks such as object detection and se-
mantic segmentation.

« We use several pretraining datasets of different size and
composition, including very high-resolution commercial
images and applications in both civilian and military



contexts. Furthermore, we study the benefits of such
datasets compared to publicly available ones.

« We conduct our experiments on several backbone sizes to
study the scaling capabilities of each method, including a
large backbone that isn’t commonly used in other works.

« We compare in-domain pretrainings with publicly avail-
able weights that serve as practical baselines for limited
budgets and question the necessity to perform dedicated
pretrainings to achieve high downstream performance.

As shown in Fig. 1, our internal datasets, combined with

MAE, are able to consistently outperform other approaches.
However, we note that publicly available weights are compet-
itive alternatives when custom pretraining is not an option.
We hope that our work proves useful to practitioners in
facilitating the selection of an SSL method for remote sensing
applications.

II. RELATED WORK
A. Self-supervised Learning

SSL methods can be classified into different families based
on how they interact with data. joint embedding methods learn
to map similar data points close to each other in a latent
space, while performing the opposite for dissimilar data points.
MoCo [1] is arguably one of the reference methods of this
family, building positive pairs using random data augmentation
on a given image, and negative pairs using other images.
Additionally, a contrastive loss that incentivizes similar em-
beddings for positive pairs and dissimilar embeddings for
negative pairs is computed. To store negative pairs, MoCo
uses a dictionary queue of fixed size (also called memory
bank), which is decorrelated from the batch size. SimCLR
[2] follows the same strategy, but uses the images contained
in the current batch to form negative pairs, which alleviates
the need of maintaining a queue, but requires a large batch
size to achieve good performance. Later on, MoCo-v2 [3]
and MoCo-v3 [4] improve the performance of the original
method by using components from SimCLR and by replacing
the original ResNet50 encoder with a ViT.

Another family of interest is reconstruction-based methods.
Specifically, MAE [5] is arguably one of the most commonly
used method of this type, which uses a ViT-based encoder-
decoder architecture. The input image is first divided into non-
overlapping patches of equal size. Then, most of the patches
(typically 75%) are masked and the remaining patches are
sent through the encoder as a sequence. Finally, the decoder
aims at reconstructing the masked parts of the input as a
reconstruction loss is used for learning. MAE significantly
improves the efficiency of pretraining by only processing the
visible patches.

B. Self-supervised Learning in Remote Sensing

The application of SSL methods in the field of remote
sensing has received much attention in recent years [6], which
can be explained by the large amount of available data and the
high cost of the annotation process. These methods proved
to be a competitive alternative to the traditional supervised

learning methods [7]. Additionally, remote sensing imagery
comes with its own set of characteristics that can be exploited
to further improve performance, e.g., varying Ground Sample
Distances (GSD), temporal dependencies between images,
or the availability of additional bands in the context of
multispectral imagery. Following this direction, adaptations
of existing SSL methods have been proposed to take into
account such specificities. SatMAE [8] leverages temporal and
multispectral information during the reconstruction task by
concatenating image timestamps to the positional encoding,
and by using a curated selection of additional multispectral
bands on top of the usual RGB ones for pretraining. Scale-
MAE [9] incorporates a form of multi-scale decoding using
Laplacian pyramids and proposes an update of the positional
encoding to take into account the GSD of satellite images.
SatMAE++ [10] extends Scale-MAE to work with multiple
image scales by downsampling the input image twice and
only sending the most downsized image through the encoder-
decoder before upsampling it back to its original resolution. In
this paper, we compare generic SSL methods with ones that
take advantage of these specificities, and measure the expected
gains associated with this additional complexity.

C. Self-supervised Learning Benchmarks in Remote Sensing

In the context of remote sensing, few works are dedicated
to benchmarking SSL methods. Wang et al. [11] proposes an
exhaustive review of SSL methods, including MoCo-v2, and
provides a benchmark of several methods on three datasets.
However, evaluation is only performed on a classification
task using linear probing. Corley et al. [12] studies the
impact of image sizing and normalization during pretraining
on downstream task performance, and argues that ImageNet
pretraining is a solid competitor. Nonetheless, this work only
studies classification as a downstream task and MoCo-v2 as a
pretraining method, and doesn’t perform any finetuning.

On another note, some works that aim at building geospatial
foundation models also provide extensive benchmarks of sev-
eral SSL methods and downstream tasks. Similar to our work,
Cha et al. [13] investigates the impact of increasing the number
of model parameters in the context of SSL pretraining applied
on object detection and semantic segmentation, primarily using
ViTs. However, this work only explores a single pretraining
method and a single pretraining dataset. More recently, Guo et
al. [14] compares their proposed SkySense foundation model
with a handful of SSL methods built for remote sensing, on
various downstream tasks including classification, segmenta-
tion and detection. However, no attention is given to generic
SSL methods nor ImageNet pretraining, as well as pretraining
efficiency.

In contrast, our work focuses on the impact of different
SSL methods on downstream task performance (classification,
detection and segmentation) using two backbone sizes. It
also investigates the impact of the pretraining dataset size
and composition, while providing a pragmatic look on the
necessity to perform a dedicated pretraining by comparing the



achievable performance with more frugal approaches based on
publicly available weights, e.g., ImageNet.

III. EXPERIMENTAL SETUP

In the following, we thoroughly compare the performance
of joint embedding methods and reconstruction-based methods
on various downstream tasks, in the context of remote sensing.
Specifically, we choose to compare the performance of MoCo-
v3 and MAE as two reference approaches, respectively, for
these two families, and also as commonly used methods in
remote sensing. The objective of these experiments is to
get a better understanding of how each family of methods
behaves with respect to the chosen downstream task, which
in turn is useful to decide which pretraining method to favor
when working on a downstream task. One might also wonder
if remote sensing specific data and designs are necessary
and significantly beneficial for downstream performance. For
this reason, we also compare our results with SatMAE and
SatMAE++ as the best performing remote sensing specific SSL
methods, and with several in-domain pretraining datasets of
various sizes. Finally, to measure the impact of backbone size,
we systematically use ViT-Base and ViT-Large as backbones
for all our experiments.

A. Pretraining

We study the impact of the pretraining data on downstream
performance by first performing a self-supervised pretraining
step on several remote sensing datasets. One of these is a
public reference in the field, while others are internal datasets
that we use to measure the expected gain when scaling the
pretraining dataset size; our largest dataset being around 2.5
million images, which is approximately seven times larger than
the public dataset we are using. In the following, we describe
each of these datasets and discuss implementation details for
the self-supervised methods we choose to focus on.

1) Datasets:

a) fMoW RGB: Functional Map of the World (fMoW)
[15] is a large-scale dataset for functional land use classifi-
cation. The dataset offers a wide range of ground resolutions
from 0.5m to 35m per pixel. Since the original image size of
fMoW varies, we pre-process the images identically to [15]
and resize the input images to 224 x 224 pixels.

b) PRL-363k and PRL-2.5M: We build two high-
resolution datasets by using mostly commercial data from the
Maxar/DigitalGlobe satellites WorldView 2, 3, 4 and Pléiades
Neo 3, 4. PRL-363k consists of the same number of images
as fMoW RGB, i.e. 363,571 images. PRL-2.5M is a larger
dataset consisting of 2,552,188 images. Both datasets consist
of a curated collection of optical images with native GSDs
ranging from 0.3m to 0.7m per pixel, all resampled to 0.3m.
The geographic location of the images is not specified. The
original image size is 512 x 512 but a 224 x 224 random crop
of the input image is taken for pretraining.

2) Implementation Details:

a) MAE: The model configuration, optimizer and learn-
ing rate scheduler are the same as in [5]. We use 32 NVIDIA
A100 to pretrain our model for 800 epochs with a base
learning rate of 2.4e—4 and an effective batch size of 16,384
for ViT-Base and 8192 for ViT-Large. We adopt the linear
learning rate scaling rule [16]: lr = base_lr x % We
apply data augmentation by performing a random flip with
probability 0.5, and images are normalized using the standard
ImageNet normalization. We use ImageNet MAE pretrained
weights as initialization before pretraining following [17]. For
all subsequent finetunings, we use the last epoch to initialize
the backbone weights.

b) MoCo-v3: The model configuration, optimizer and
learning rate scheduler are the same as in [4]. We use 32
NVIDIA A100 to pretrain our model for 300 epochs with a
base learning rate of 2.4—4 and an effective batch size of
4096 for both ViT-Base and ViT-Large. As for MAE, we
adopt the linear learning rate scaling rule [16]. We apply
the same data augmentation as described in [4]. We use
ImageNet MoCo-v3 pretrained weights as initialization before
pretraining following [17]. For all subsequent finetunings, we
use the last epoch to initialize the backbone weights.

B. Downstream Tasks

Our pretrained models are finetuned on various downstream
tasks, including classification (fMoW, RESISC45), segmenta-
tion (SpaceNetV1) and object detection (DIOR, PRL-Vehicle
and PRL-Aircraft). In the following, we describe the content
of each dataset as well as the implementation details for
finetunings. Finally, we present the evaluation metrics used to
measure downstream performance and the selected baselines.

1) Datasets:

a) fMoW RGB: We also use fMoW as a downstream
classification task. We follow the official train and validation
splits, which consist of 363,571 images and 50,041 images,
respectively, distributed across 62 fine-grained and diverse
categories.

b) RESISC45: Northwestern Polytechnical University
(NWPU) developed RESISC45 [18], including 31,500 images
distributed across 45 different scene categories from over 100
countries extracted from Google Earth. Each category contains
700 labeled images of size 256 x 256 pixels, resulting in a
well-balanced distribution of scenes. The spatial resolutions
of the images range from 0.2 to 30 meters per pixel. We use
the dataset splits defined in [19] and keep the original input
image size of 256 x 256.

c) SpaceNetVI: A dataset of 6,940 WorldView 2 satellite
images at 0.5m per pixel [20]. We convert the original building
footprint annotations (i.e. polygons) into segmentation masks
and use the same dataset split as [8]. We keep the original
image size of 400 x 400 pixels.

d) DIOR: A large-scale benchmark dataset for object
detection in optical remote sensing images, which consists
of 23,463 images of resolution varying from 0.5 to 30m per
pixel and 192,518 object instances annotated with non-oriented
bounding boxes. We follow the official train, validation and



TABLE I
STATISTICS FOR PRL-VEHICLE AND PRL-AIRCRAFT OBJECT DETECTION
DATASETS
Observable  Split Images Pos. tiles  Neg. tiles  Num. Objects
train 204 49,932 9,963 369,851
Vehicle val 63 20,297 43,409 170,864
test 88 4,712 46,269 32,550
train 3,239 19,110 3962 51,136
Aircraft val 202 2,067 5,348 5,386
test 83 496 17,393 1,235

test splits, which are composed of 5,862 images, 5,863 images,
and 11,738 images, respectively.

e) PRL-Vehicle and PRL-Aircraft: Our internal down-
stream datasets consist of Maxar WorldView-3 satellite images
at 0.3m resolution, divided into tiles of 224 x 224 pixels
and 512 x 512 pixels for vehicle and aircraft, respectively.
The statistics of our datasets are reported in Table I. The
vehicle dataset covers 8 military and civilian classes, while
the aircraft dataset covers 6 military and civilian classes. Note
that for PRL-Vehicle, we expect results to be on the lower end
compared to other datasets as objects are very small.

2) Implementation Details:

a) Classification: We use a linear classification head
on top of the ViT backbone. Augmentations, optimizer and
learning rate scheduler are the same as in [S]. We use an
effective batch size of 2048 for ViT-Base and 1024 for ViT-
Large. Regarding the training we use a base learning rate of
2e—3 and 4e—3 for ViT-Base and ViT-Large, respectively. For
the other configurations, we use a base learning rate of 1.5e—4.
We apply a layer-wise learning rate decay [21] of 0.75 for
ViT-Large and 0.65 for ViT-Base following [22]. We use 4
NVIDIA V100 and finetune for 50 epochs on fMoW-RGB
and 100 epochs on RESISC45, as in [9].

b) Segmentation: We use the UPerNet [23] head to
perform semantic segmentation, as well as the feature pyramid
implementation of ViTDet [24] to exploit multi-scale features.
Augmentations, optimizer and learning rate scheduler are the
same as in [8]. We use a base learning rate of 1.5e—4 and an
effective batch size of 64 for both ViT-Base and ViT-Large.
We use 4 NVIDIA V100 and finetune for 100 epochs on
SpaceNetV1, as in [8].

c) Detection: We use a RetinaNet [25] head to perform
the detection task as well as the feature pyramid implemen-
tation of ViTDet [24]. Augmentations, optimizer and learning
rate scheduler are the same as in [8]. The effective batch size
is 64 for each dataset. For PRL-Aircraft and PRL-Vehicle,
we use 4 NVIDIA V100 and finetune for 50 epochs. For
DIOR, we use 4 NVIDIA A100 and finetune for 100 epochs.
During finetuning we use LoRA [26] to get a better and
faster convergence. Note that we do not use LoRA for other
downstream tasks as it results in a performance drop.

C. Evaluation Metrics

We use the following metrics for our evaluations:

o Classification Top-1 accuracy. The evaluation epoch is
selected based on the highest top-1 accuracy achieved on
the validation set.

« Segmentation Mean Intersection over Union (IoU). The
evaluation epoch is selected based on the highest mean
IoU achieved on the validation set.

o Detection Mean average precision (mAP@0.5) of
the PASCAL VOC object challenge [27]. The evalua-
tion epoch is selected based on the highest mAP@0.5
achieved on the validation set.

D. Baselines

We compare our own pretrained backbones to several ref-
erence baselines that are identical for all downstream tasks.
The first group of selected baselines consists of ImageNet
pretrained weights. For that, we select supervised, MAE and
MoCo-v3 weights for both ViT-Base and ViT-Large back-
bones. The second group consists of in-domain baselines,
composed of SatMAE and SatMAE++ as they achieve state-
of-the-art performance in the field of remote sensing. For
compatibility reasons with the input data of our downstream
tasks, we only use the RGB weights (not the multi-temporal
or multi-spectral versions) of these methods. As weights are
only available for ViT-Large, SatMAE and SatMAE++ will
only be used as reference for this backbone.

IV. EXPERIMENTAL RESULTS

In this section, we discuss the results of our experiments
with the aim of drawing insights about the behavior or MAE
and MoCo-v3 when presented with various pretraining and
downstream datasets. In some cases, the performance achieved
by most methods are very close to each other. We argue that a
variance study would have been beneficial to consolidate our
conclusions, but we were not able to do so due to the high
amount of additional experiments to be run.

A. Classification

Table II shows the Top-1 accuracies for RESISC45 and
fMoW RGB. First, comparing the ImageNet baselines with our
own built pretrained weights, we can see that the ImageNet
baselines are strong. Specifically for RESISC45, the best
weights for ViT-Base are ImageNet supervised and MoCo-v3
pretraining on PRL-2.5M. For ViT-Large, the best performance
are obtained with ImageNet pretraining with MAE, closely fol-
lowed by PRL-2.5M pretrained with MAE. Regarding fMoW
RGB, our pretrainings outperform baseline approaches but
the gap is mainly noticeable on PRL-2.5M pretrained with
MAE, which ranks first for ViT-Base and ViT-Large. We argue
that the competitive performance of ImageNet baselines can
be explained by the fact that ImageNet is a dataset built
for classification with centered, well-sized observables. Thus,
features generated by supervised or SSL pretraining with
ImageNet should be adequate by design for any classification
task.

Regarding SatMAE and SatMAE++ with the ViT-Large
backbone, we can see that none of them outperform the Ima-
geNet MAE baseline, but, it should be noted that they support



TABLE 11 TABLE III
TOP-1 ACCURACY ON THE RESISC45 AND FMOW CLASSIFICATION MAP@0.5 oN THE DIOR, PRL-VEHICLE AND PRL-AIRCRAFT
DATASETS DETECTION DATASETS
Backbone Dataset Method RESISC45 fMoW Backbone Dataset Method DIOR  Vehicle Aircraft
ViT-Base - Random init. 76.7 66.0 ViT-Base - Random init. 29.2 12.6 29.9
ViT-Base IN MoCo-v3 97.4 78.2 ViT-Base IN MoCo-v3 51.8 19.9 59.5
ViT-Base IN MAE 97.5 78.6 ViT-Base IN MAE 55.7 22.2 60.6
ViT-Base IN Sup. 97.6 79.0 ViT-Base IN Sup. 56.2 20.6 65.4
ViT-Base fMoW MoCo-v3 97.5 79.2 ViT-Base fMoW MoCo-v3 52.2 20.2 57.0
ViT-Base fMoW MAE 97.5 79.5 ViT-Base fMoW MAE 55.2 23.4 55.6
ViT-Base PRL-363k MoCo-v3 97.5 78.9 ViT-Base PRL-363k MoCo-v3 51.7 21.9 59.6
ViT-Base PRL-363k MAE 97.5 80.1 ViT-Base PRL-363k MAE 55.6 229 58.3
ViT-Base =~ PRL-2.5M MoCo-v3 97.6 79.8 ViT-Base PRL-2.5M MoCo-v3 53.1 24.3 57.2
ViT-Base =~ PRL-2.5M MAE 97.4 80.1 ViT-Base =~ PRL-2.5M MAE 60.5 25.4 64.6
ViT-Large - Random init. 70.5 68.6 ViT-Large - Random init. 21.4 49 30.0
ViT-Large IN MoCo-v3 97.2 78.0 ViT-Large IN MoCo-v3 55.2 19.8 65.3
ViT-Large IN MAE 97.9 79.7 ViT-Large IN MAE 61.5 24.1 63.3
ViT-Large IN Sup. 97.4 79.0 ViT-Large IN Sup. 57.4 22.5 64.7
ViT-Large fMoW SatMAE 97.0 76.1 ViT-Large fMoW SatMAE 53.1 21.0 54.2
ViT-Large fMoW SatMAE++ 97.7 79.1 ViT-Large fMoW SatMAE++ 57.2 20.6 56.6
ViT-Large fMoW MoCo-v3 97.7 79.4 ViT-Large fMoW MoCo-v3 56.6 223 58.1
ViT-Large fMoW MAE 97.5 80.3 ViT-Large fMoW MAE 59.7 26.5 62.5
ViT-Large  PRL-363k MoCo-v3 97.1 78.9 ViT-Large = PRL-363k MoCo-v3 54.7 21.0 60.1
ViT-Large = PRL-363k MAE 97.8 81.5 ViT-Large  PRL-363k MAE 64.7 26.9 66.3
ViT-Large  PRL-2.5M MoCo-v3 97.4 79.5 ViT-Large = PRL-2.5M MoCo-v3 54.7 22.4 55.7
ViT-Large  PRL-2.5M MAE 97.8 82.2 ViT-Large  PRL-2.5M MAE 65.5 38.6 64.3

multi-spectral / multi-temporal inputs that our experimental
setup does not.

Looking at the benefit of our internal datasets against
the fMoW RGB dataset, we can see a positive performance
impact. Indeed, PRL-2.5M always ranks higher than fMoW
RGB, especially with the MAE paradigm, which highlights the
usefulness of scaling up the amount of pretraining data. PRL-
363k shows weaker results than PRL-2.5M, but still manages
to improve performance over fMoW RGB, especially with
the MAE paradigm, which could be explained by the higher
resolution of PRL-363k images compared to fMoW.

Finally, by focusing our attention on pretraining methods,
we can observe that the MAE paradigm shows better per-
formance than MoCo-v3. Indeed, except for the RESISC45
dataset with the ViT-Base backbone, MAE consistently out-
performs MoCo-v3. On top of that, we can see that the
use of PRL-363k or PRL-2.5M over fMoW has a negative
performance impact on MoCo-v3, which is not the case with
MAE.

B. Detection

Table III shows the mAP@0.5 for DIOR and both PRL-
Aircraft and PRL-Vehicle. The ImageNet baselines on all
datasets are competitive especially on the PRL-Aircraft dataset
where it ranks first for ViT-Base and among the top for ViT-
Large. For DIOR and PRL-Vehicle, the best performance is
achieved by pretraining with MAE on the biggest dataset
(PRL-2.5M). We argue that the particularly high performance
of ImageNet supervised pretraining on PRL-Aircraft might be
due to the fact that, compared to PRL-Vehicle and DIOR,
objects are closer to what can be found in ImageNet dataset,
i.e., covering a large portion of the image.

As for in-domain baselines, both SatMAE and SatMAE++
are among the worst performing methods except for DIOR
where SatMAE++ ranks in the middle near MoCo-v3 methods.

All other things being equal, using internal datasets such as
PRL-363k and PRL-2.5M instead of fMoW seems to be more
beneficial. However, the MAE pretraining on fMoW always
ranks higher that MoCo-v3 on PRL-363k, and sometimes
PRL-2.5M. In light of these results, we argue that the choice
of the pretraining method is essential in order to fully exploit
the benefits of large-scale pretraining datasets.

Finally, when comparing pretraining methods, we can ob-
serve that MAE always outperforms MoCo-v3 at comparable
settings. It has also better scaling properties, as going from
PRL-363k to PRL-2.5M, results in the highest gain in metrics
for MAE, whereas MoCo-v3 only achieves small or nonexis-
tent gains. This is also the case when going from ViT-Base to
ViT-Large. From that, we conclude that scaling the backbone
seems to have a greater impact than scaling the dataset.

C. Segmentation

Table IV shows the mean IoU for SpaceNetV1. First,
comparing the ImageNet baselines with our own pretrained
weights, we can see that the ImageNet baselines are com-
petitive, especially the ImageNet supervised one. Indeed, this
baseline is only outperformed by the MAE pretraining on
PRL-2.5M for the ViT-Base backbone and the MAE pre-
training for both PRL-363k and PRL-2.5M for the ViT-Large
backbone.

Regarding in-domain baselines, SatMAE is the worst per-
forming method, on the opposite of SatMAE++, which man-
ages to rank second among all models for the ViT-Large
backbone, making it a solid baseline.



TABLE IV
MEAN IOU ON THE SPACENETV 1 SEGMENTATION DATASET

Backbone Dataset Method SpaceNetV1
ViT-Base - Random init. 70.8
ViT-Base IN MoCo-v3 74.5
ViT-Base IN MAE 76.9
ViT-Base IN Sup. 78.4
ViT-Base fMoW MoCo-v3 77.0
ViT-Base fMoW MAE 76.0
ViT-Base =~ PRL-363k MoCo-v3 714
ViT-Base =~ PRL-363k MAE 759
ViT-Base = PRL-2.5M MoCo-v3 71.7
ViT-Base =~ PRL-2.5M MAE 79.8
ViT-Large - Random init. 72.2
ViT-Large IN MoCo-v3 74.4
ViT-Large IN MAE 76.9
ViT-Large IN Sup. 71.9
ViT-Large fMoW SatMAE 75.3
ViT-Large fMoW SatMAE++ 79.0
ViT-Large fMoW MoCo-v3 77.0
ViT-Large fMoW MAE 71.1
ViT-Large = PRL-363k MoCo-v3 76.2
ViT-Large = PRL-363k MAE 78.8
ViT-Large ~ PRL-2.5M MoCo-v3 75.7
ViT-Large  PRL-2.5M MAE 79.8

When comparing our internal datasets with fMoW, we see
that pretraining with PRL-363k or PRL-2.5M shows benefits
over fMoW but mainly with MAE as pretraining with MoCo-
v3 often results in a performance loss.

At last, when looking at pretraining methods, we observe
that MAE performs better overall than MoCo-v3. Indeed,
except for the ViT-Base backbone pretrained on PRL-363k,
the performance of MAE is higher than MoCo-v3 in any other
case.

V. DISCUSSION

In this section, we provide general insights with the aim
of facilitating the choice of a pretraining methods. First, we
question the benefits of a custom in-domain SSL pretraining
over existing ImageNet pretrained weights. Table V shows
the difference between several aggregations from our different
downstream results. If not mentioned otherwise and applicable,
all aggregations consider both backbones (ViT-Base and ViT-
Large), both paradigms (MAE and MoCo-v3) and exclude
results from SatMAE and SatMAE++, as they tend to achieve
sub-par performance in our RGB setting.

The first column shows the average performance gap of
using in-domain SSL pretraining over ImageNet baselines. It
shows that in-domain SSL pretrained weights provide benefits
in term of downstream performance for segmentation, but with
mitigated results for classification and detection. We argue that
the supervised pretraining on ImageNet, a classification task,
can yield better representations for a classification downstream
task. Considering these results, we recommend using already
available ImageNet weights when working on classification,
and potentially go for a dedicated pretraining with the MAE
paradigm to try to push the performance further.

The second column shows the potential benefit of using
PRL-363k over fMoW, knowing that they have the exact same
number of images but that PRL-363k is of higher native
resolution. We compare the difference of the average metrics
for PRL-363k against fMoW, and show that there are no strong
positive benefits for the classification task and close to no
benefits for the segmentation and detection tasks, except for
the aircraft outlier. We argue that the domain gap between
PRL-363k, which contains high resolution images, and down-
stream task datasets, which contain a mix of resolutions closer
to the ones in fMoW, can be responsible for this absence of
significant benefits. Finally, we hypothesize that pretraining on
fMoW should yield better downstream performance on fMoW
as the model has already seen the data during the pretraining
step.

The third column shows the average performance gap of
pretraining on PRL-2.5M over fMoW, e.g. with a bigger and
high resolution dataset. Results show that there are clear bene-
fits using the PRL-2.5M, confirming that pretraining on larger
datasets can be beneficial. Additional experiments could be
dedicated to studying the impact of pretraining resolution on
downstream performance by lowering the resolution of PRL-
2.5M . Based on the results of this column and the previous
one, we would recommend building an internal pretraining
dataset only if its expected size is higher that publicly available
datasets. Building an aggregate of various public datasets can
also be an interesting alternative, as in [28].

The last column shows the performance gap from using
MAE over MoCo-v3. Overall, MAE provides better perfor-
mance than MoCo-v3, and the gap between MAE and MoCo-
v3 grows larger using a ViT-Large backbone when using the
same pretraining dataset. Thus, we argue that MAE should
be favored as it scales positively on all downstream tasks and
backbone sizes.

On another note, pretraining requires a significant amount
of computing power to converge within few hours or days.
During our experiments we have observed a large difference
in terms of speed and memory usage, thus we choose to
report the efficiency as a major criteria of evaluation, to
compare the MoCo-v3 and MAE. Figure 2 shows that the
time required to pretrain using one image sample is much
higher with MoCo-v3. In addition, we note that the memory
consumption significantly increases with MoCo-v3, forcing us
to reduce the batch size (4 times smaller than MAE for ViT-
Base, as discussed in Experimental Setup) and thus increasing
the number of iterations for each epoch. We believe that MAE
is the best compromise in terms of efficiency, reaching the best
performance with a given compute budget.

In light of these results, we can draw the following conclu-
sions:

o Dedicated pretraining is beneficial for most down-

stream tasks As shown in the results, using weights from
a dedicated in-domain pretraining outperforms ImageNet
baselines except for two downstream tasks (RESISC45
and PRL-Aircraft) when pretraining is performed with
ViT-Base.



TABLE V
SUMMARY OF DOWNSTREAM TASK PERFORMANCE FOR ALL METHODS

Downstream task Dataset (fMoW, PRL-363k, PRL2.5M) PRL-363k vs fMoW*  PRL-2.5M vs fMoW*  MAE vs MoCo-v3
vs baselines

Segmentation SpaceNetV 1 +0.9 +0.3 +1.5 +1.4

Classification RESISC45 0 -0.1 0 +0.19
fMoW +1.2 +0.25 +0.8 +1.3

Detection DIOR +0.2 +0.8 +1.1 +6.8

Vehicle +2.9 +0.1 +3.9 +5.1
Aircraft -4.1 +3.9 +1.4 +2.7

*Comparing average metric considering ViT-Base and ViT-Large backbones. SatMAE and SatMAE++ always excluded.
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Fig. 2. Time required to process one image during the pretraining, depending
on the SSL Method and backbone type. The measured time includes forward
and backward passes.

o MAE outperforms MoCo-v3 overall MAE is able
to consistently outperform MoCo-v3 while being com-
putationally more efficient. Furthermore, it is able to
scale better when using a bigger backbone or pretraining
dataset.

« Publicly available weights are solid competitors With-
out any additional pretraining, using publicly available
weights is enough to achieve competitive performance.
When working with a limited budget, it seems fine to use
ImageNet, SatMAE, or SatMAE++ pretrained weights.
However, performing a dedicated pretraining remains
interesting when pushing for the best performance on
dense downstream tasks.

VI. CONCLUSION

In this paper, we study and compare the downstream
performance of commonly used pretraining methods in the
context of remote sensing imagery. We select a reference
method for two families of self-supervised approaches and

investigate their benefits on different downstream tasks. We
pretrain MoCo-v3 and MAE on several datasets of different
scale and composition and show that increasing the amount
of pretraining data significantly improves the performance
in downstream tasks. Experimental results also show that
MAE is a strong competitor that achieves the best overall
performance on the chosen downstream tasks while exhibiting
better backbone scaling capabilities, and that using publicly
available ImageNet weights is usually sufficient to achieve
satisfactory performance. Finally, we show that pretraining
methods that are specific to remote sensing are competitive
alternatives, but do not manage to outperform more generic
approaches by a large margin. Future directions of this work
include expanding the number of benchmarked SSL methods,
as well as studying the impact of GSD in the pretraining
data. Furthermore, the study of other backbones may prove
useful, as other architectures may yield different results. At
last, methods to build datasets that best benefit the pretraining
phase also constitute a promising direction of research.
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Abstract—The increasing sensitivity and widespread adoption
of machine learning models in various applications have led
to a growing need for ‘“machine unlearning” - the process of
removing the influence of specific data used to train a model
without retraining from scratch the model. As machine learning
models handle personal and sensitive data, it is crucial to develop
robust and adaptive unlearning approaches that can defend
against attacks. This paper provides a comprehensive overview
of the latest tools and approaches used in machine unlearn-
ing, focusing on short execution time and good performance.
We present a standardized comparison of different automatic
unlearning methods, highlighting their differences, advantages,
and limitations. Qur work aims to contribute to the development
of more efficient and effective machine unlearning techniques,
addressing the challenges of user privacy, bias removal, and
confusion resolution.

Index Terms—Deep neural networks, Image classification,
Machine Learning, Security, Privacy, Machine Unlearning

I. INTRODUCTION

Machine learning models emerged with the objective of
training a dataset to learn parameters and create relationships
in the data. This process involves feeding the model with a
substantial amount of data, allowing it to recognize patterns
and correlations. Once the algorithm is created, it can be used
to make predictions on some input data. The goal of machine
learning (ML) is to create accurate models that can generalize
well to new data [1]].

In recent years, machine learning models have evolved
significantly, becoming increasingly sensitive and specific in
their capabilities. These models are now commonly used in a
wide variety of applications that involve critical information
about users, tasks, and processes. For example, in sectors such
as biometrics [2] and security in Cyber Physical systems,
such as electric power grid [3], machine learning models
handle personal and/or sensitive data that require careful and
ethical management. With the increase in the sensitivity of
these models and the amount of personal data they process, a
new need has arisen: machine unlearning. Machine unlearning
refers to the process of selectively removing specific data
points from a machine learning model, to effectively “forget”
information.

Moreover, the development of automatic unlearning models
is constantly growing and a common challenge is their defense

against attacks, so many approaches have been proposed to
develop models that are as adaptive and robust as possible.
This has fueled a debate on the feasibility of approximate
unlearning, which would enable models to forget learned
patterns without requiring complete retraining from scratch,
thereby significantly reducing the computational costs. The
adoption of approximate machine unlearning techniques over
exact machine unlearning is justified by their superior effi-
ciency and scalability, as well as their adequacy for numerous
applications. Although exact machine unlearning, which en-
tails manual removal of the information to be forgotten and
retraining from scratch, achievies ideal results, its implemen-
tation is often hindered by high computational costs and time
requirements. In contrast, approximate machine unlearning
offers a more practical and effective solution for mitigating the
influence of unwanted data in a model, particularly in scenarios
where complete removal of the unwanted data’s influence is
not feasible or necessary [4].

In this paper, we will focus on explaining the development
of different automatic approximate unlearning approaches with
the aim of revealing the differences and possible advantages
depending on the tools used to perform the forgetting of the in-
formation used by the model to be forgotten. Our contribution
consists in showing in a standardized way an overview of the
latest tools used in information forgetting in machine learning
models, with a focus on short execution time while maintain-
ing a good performance. Additionally, we seek to evaluate the
robustness of the models through attacks that typically aim
to exploit vulnerabilities, with the goal of maintaining a good
performance. Our paper is structured in 7 sections. Following
this introduction, Section 2 provides insights on business
needs and motivations, Section 3 introduce the theoretical
background, Section 4 describes the methodology, Section 5
establishes the experimental datasettings, Section 6 provides
study results and Section 7 concludes.

II. BUSINESS NEED/MOTIVATIONS

Machine unlearning refers to the process of selectively
removing specific data points from a machine learning model,
effectively “forgetting” information. This ability is crucial in
the defense and security sector, where sensitive data may
need to be purged from models for various reasons such as:



the revocation of classified information [1]], compliance with
data protection regulation [5], mitigation of data poisoning
attacks [6], controlled information disclosure [7], updating
operational intelligence [8]], demilitarization of dual use tech-
nology [9] or compliance with export control regulation [10].
While the concept is promising, there are several gaps and
challenges in the current state of the art: limited efficiency
and scallability [11], insufficient accuracy and integrity [IL1],
confidentiality and security concerns [1], legal and compliance
issues [12], limited versatility and generalization [13]], lack
of theoretical foundations [1]]. Security concerns regarding
unlearned models, particularly the potential retrieval of “for-
gotten” data classes, revolve around the risk that sensitive or
protected information may still be inferred or reconstructed,
even after attempting to remove it [I1]. For these reasons,
a comparative assessment of diverse unlearning techniques
aiming to evaluate their robustness to membership inference
attacks is of paramount importance for applications in the
defense and security sector. Moreover, to justify the use of
unlearning techniques, rather than retraining techniques, the
run-time efficiency of these different approaches needs to be
assessed.

III. BACKGROUND

Machine Unlearning, introduced in 2015 by [14], is an
emerging topic of Machine Learning. The unlearning ap-
proaches can be approximate or exact. For the latter the
resources and time required can be dissuasive. In [7]] and [15]]
, the authors propose a framework for unlearning that relies
on data shading and slicing to reduce the computational
overhead of unlearning. Such approaches ask to create several
sub samples to limit the impact of forgetting an observation.
However, it can still be costly if the amount of information to
forget is high.

Most of the researches in the field tend to design a quick
and efficient way to perform unlearning that approximate as
well as possible a retraining from scratch. [16] propose the
SCRUB method, that see the unlearning problem as a teacher-
student problem. Moreover, they illustrate several tasks of
unlearning, in particular removing bias, resolving confusion
and user privacy. [17] propose a method called Amnesias
Unlearning, where during a training, the model owner keeps a
list of which examples appeared in which batches as well as
the parameter updates from each batch. To remove a sensitive
information, the model owner undoes the parameter updates
coming from the batch. [18] propose a linear filtration for
logit-based classifier.

Recent research on machine unlearning, such as [19] has
identified several key approaches for unlearning requests,
including data removal, feature removal, class removal, task
removal, and stream removal. Among the advanced techniques,
the data remover and class remover are particularly empha-
sized. The data remover technique unlearns specific data points
from the training dataset, crucial for privacy compliance and
error correction. The class remover technique eliminates entire
classes of data, useful for maintaining relevance and ethical

integrity when certain categories are no longer needed or pose
ethical concerns [1]]. Our paper focuses on data removal.
Verification of unlearning performance is a complex topic
(see [20]]). As machine learning models have advanced in com-
plexity, the attacks targeting these models have also evolved,
aiming to undermine both their security and privacy. Two of
the most notable types of attacks are Model Inversion Attacks
and Membership Inference Attacks [[L]. Model Inversion At-
tacks focus on reconstructing sensitive features of the training
data by exploiting correlations with the model’s output, ulti-
mately aiming to recreate the input data, particularly the most
private features [21]]. Membership Inference Attacks [22] are
a method used by adversaries to determine whether a specific
example was part of a model’s training dataset. These attacks
are particularly useful in verifying if a group of data has been
successfully forgotten by a model. If unlearning is effective,
the attacker should not be able to guess whether a data was
forgotten or never used (part of the test dataset). The attack
(e.g. [23])) involves identifying whether a particular datum was
included in the training dataset, often assessed using “average
case” scenarios, where the likelihood that a data point belongs
to the target dataset is compared against the test dataset. Key
metrics such as true positive rate and false positive rate are
crucial in evaluating the effectiveness of these attacks [24].

1V. METHODOLOGY
A. Unlearning task and type of model analyzed

1) Unlearning task: Based on the challenge proposed
by [20], we consider the challenge illustrated by Figure
First, a deep neural classifier, called original model, is trained
on a training dataset. From this original model, we train a
new model, called unlearned model, whose objective consist
in forgetting part of the information while preserving the
performance on the other part of the data. During this second
stage, the training dataset is divided in two datasets:

o The forget dataset, for which the aim is for the unlearned
model to output predictions that are indistinguishable
from the predictions made for the test dataset.

o The retain dataset, for which the aim is for the unlearned
model to obtained on it similar performance as the
original model.

In Figure [I] the test dataset correspond to data never seen
during the training of the original and the unlearned models.

Then, information are extracted from the outputs of the
unlearned model to evaluate if the outputs for data from forget
dataset is closed to the ones of the test dataset.

The evaluation process is explained in Section

2) Model analyzed: a ResNetl8: We consider the model
ResNet18 [25]. It is a deep convolutional neural network used
for image classification. It contains 18 main layers, including
convolutional 2D layers (called Conv2D below), pooling layers
and fully connected layers. 2D convolutions start with a
kernel, which is simply a small matrix of weights. This kernel
“slides” over the 2D input data, performing an elementwise
multiplication with the part of the input it is currently on, and
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FIG. 1: Unlearning challenge addressed in the paper.

then summing up the results into a single output pixel. Pooling
layers provide an approach to down sampling feature maps by
summarizing the presence of features in patches of the feature
map. Moreover, in ResNet18, there are several residual blocks,
each consisting of few convolutional layers. These blocks help
mitigate vanishing gradient problem [26].

B. Unlearning approaches studied

The models presented in this section were approaches
conceived by participants in the NeurIPS 2023 challenge [20],
which considers a realistic scenario in which an age predictor
has been trained on private face images, and, after training,
a certain subset of the training images must be forgotten to
protect the privacy or rights of the individuals concerned [20].
The datasets used in the kaggle competition have not been
disclosed, so we have studied, adapted and compared theses
approaches on another dataset, CIFAR10 [27].

1) Distillation approach [28|]: The distillation model is
based on the machine learning technique known as knowledge
distillation, which is used to transfer knowledge from a large
and complex deep neural network (referred to as the “teacher
model”) to a smaller and more efficient model (referred to as
the “student model”) [29], as illustrated in Figure |Zl

Teacher Model

Student Model

Knowledge Transfer

FIG. 2: The generic teacher-student framework for knowledge
distillation [29]].

In this approach (see Figure[3) after a partial re-initialisation
of the model weights, the main idea is to directly mimic the
final prediction of the teacher model on the retain dataset. The
aim is to maintain the high accuracy and performance of the
original model for the information we wish to retain, while
reducing the model’s capacity to correctly predict the group
of data that has been decided to be forgotten.

Fine-tuning process
AL
r Al

Training with
Retain dataset

FIG. 3: Steps for the distillation approach.

The initial phase involves resetting the first and last layers
of the original model. These two layers are chosen because
the first layer significantly influences the rest of the model
layers, and the last layer determines the model’s final output
distribution. With this reset step, we enable the model to
deviate from its original state.

The next step will be fine-tuning the model, starting with
a warm-up process where the knowledge distillation can be
evidenced by obtaining the predictions of the teacher model
with respect to the data of the validation dataset and proceed to
use the Kullback-Leibler (KL) divergence loss function, or rel-
ative entropy, normally used to compare two data distributions
corresponding to predicted data and true labels [30]. In this
case the teacher information is considered as true labels and is
compared with the student’s prediction, allowing the student
to get as close as possible to it. Continuing with the fine
tuning on the retain dataset, the same knowledge distillation
procedure performed previously is carried out, but in this case
soft predictions will be used and not hard predictions. The
predictions will be used to feed the loss in three different ways:
Soft Cross entropy Loss, Cross Entropy loss [31] and KL-loss.
This final procedure allows to maintain the performance of the
original model.

2) Rotate approach [32)]: The rotation approach involves
retraining the model using a modified version of the origi-
nal model, maintaining high accuracy and performance. The
process is divided into two important steps, as shown in the

Figure [4]

Fine-tuning process

——

Training with
Retain dataset

FIG. 4: Steps for the rotate approach.



Initially, the model will undergo unlearning with a modifi-
cation that involves transposing all weights in Conv2D layers.
This process helps in forgetting samples in the forget-set,
enabling the reuse of valuable features from the original
model. Finally, to refine the model, fine-tuning is performed
using Cross Entropy Loss [31].

3) Pseudolabeling approach [32)]: The pseudolabeling ap-
proach involves retraining the model using a modified version
of the retain dataset taking into account the performance of
the forget dataset with the original model. The process carried
out by this approach, which can be seen in the Figure [3] starts
with first, they store the inference result on the forget dataset
using the original model in three different ways:

« Store the inference of the original model on the forget
dataset;

e Perform a naive unlearning by fine tuning the original
model on the retain dataset alone and store the inference
of this model on the forget dataset;

« Re-initialize the original model and retrain it on the retain
dataset during a few epochs and store the inference of the
retrained model on the forget dataset.

Afterwards they define pseudo labels for the forget dataset,
such that data on which the classification is not quickly learned
from scratch are defined erroneously. Pseudo-labels are set to
the predictions of the fine tuned model except when the fine
tuned model is correct and the retrained from scratch is wrong
with a low logits entropy. In that case, pseudo labels are set
to the retrained from scratch model predictions.

Finally, they re-initialize the weight of the Linear layer of
the original model and train it on the forget dataset pseudo-
labeled using Cross Entropy Loss [31].

Fine-tuning process
|
Training with
Retain+Pseudo

dataset
Original model
« Re-training from
scratch model
« Fine tuned model

FIG. 5: Steps for the pseudolabeling approach.

Store inference
on the forgetting
dataset

This approach was combined with the Rotate approach,
describe above in [[V-B2|

4) Pruning approach [33]]: In this approach, the unlearning
is achieved by increasing the sparsity of the model, guided
by the data pruning process, which consists of identifying
and removing unnecessary weights and connections from the
model [34]. This approach is performed in two main steps, the
first one of weight re-initialization using weights pruning and
the second one fine tuning the model, as shown in the Figure
6

Re-initialization process

A
I )l

Weight
Pruning

FIG. 6: Steps for the pruning approach.
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Regarding the first step of re-initialization we will increase
the dispersion on Conv2D and Linear layers. For this, the
weights corresponding to these layers are collected, then the
pruning criterion L1 Unstructured is chosen, in which the
L1 norm of each weight is calculated. They are listed in
ascending order and the smallest values are eliminated. In the
approach 99% of the weights were chosen to be set to zero,
and only 1% of the most relevant weights for the model are
kept. A random reset of these zero weights is then performed.
Finally, following the same process as previous approaches,
we proceed with fine-tuning on the retain dataset, combining
Cross Entropy Loss and Custom Loss (Mean squared
Error (MSE) on logits entropy) [31].

5) Deviation approach [35)]: This approach consists of
preserving, on average, the global information present in the
original trained model, while introducing noise to the model
weights.

This approach is performed in two main steps, first by
deviating randomly the parameters of the convolutional layers
from their real state, then performing fine tuning on the retain
dataset.

Fine-tuning process

FIG. 7: Steps for the deviation approach.

In the first step, we replace each weight w; of the con-
volutional layers by an observation taken from the Gaussian
distribution with expectation w; and standard deviation o.
o, is chosen arbitrarily at 0.6. This approach aims to mimic
the inherent uncertainty in the weights of the neural network
from the outset, providing a statistical basis that can influence
the convergence and overall performance of the model during
training. For the second step, we continue the training process
on the retain dataset using an optimizer Stochastic gradient
descent (SGD) algorithm [36] and the Cross Entropy Loss.
Besides, before starting the final training epoch we introduce
a little noise in the weights, in this case using o = 0.005.
This additional perturbation helps prevent the optimizer from
getting stuck in local minima of the loss function by modifying
the values of the model’s weights.

6) Gradient approach [37]: This approach aims to use the
forget dataset to analyze how it influences the gradients in
comparison with the retain dataset similarly to the Single-shot
Network Pruning (SNIP) method [38]. The gradients collected



are used as input to perform the re-initialization of the model.
This approach is performed in three main steps.

Re-initialization process ! )
Flne-tunlng process

A
Gradient Training with
Collection Retain dataset

Retain and
Forget dataset

FIG. 8: Steps for the gradient approach.

The first step consists in analyzing the gradients obtained
from the predictions of both the forget dataset and the retain
dataset. They uses the cross-entropy loss and compare the
gradient descent on the retain dataset with the gradient ascent
on the forget dataset (see illustration on Figure [9).

Convolution filter gradients

O
(o

Retain

A

Forget

FIG. 9: First Step for the gradient approach [37].

Based on the gradient information collected in the first
step, for each convolution filter a mask is created to keep
only the 30% of its most similar gradients (see illustration on
Figure[I0). The weights corresponding to the most similar gra-
dients are re-initialized using HE Initialization [39]]. Besides,
the convolutions are replaced by MaskConv using these
masks, in order allow to focus the training on the selected
weights.

Convolution filter gradients Convolution filter weights

FIG. 10: Second Step for the gradient approach [37].

Finally, following the same process as previous approaches,
we proceed with fine-tuning on the retain dataset, using Cross
Entropy Loss with Linear Scheduler. The cosine annealing
scheduler was also used but did not provide better results for
the kaggle competition nor in our experiment

7) Divergence approach [41]]: This approach aims to use
the forget dataset, to do both the forgetting of it and to do
the fine tuning. It is composed of three fundamental steps
described in Figure [T1]

Fine-tuning process
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Training

Training with
. Retain dataset
learning loss

Contrastive

—r

Using of uniform dataset
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FIG. 11: Steps for the divergence approach.

In this case, the first step is a warm-up process that involves
training the model on the forget dataset to maximize the
divergence between the model’s predictions and the correct
labels. This will be achieved training the model using KL-
loss between output logits and uniform pseudo labels, which
are defined as ones.

Finally in the process to maximize prediction accuracy,
each epoch involves two key procedures. First, we apply the
forget and retain datasets to implement Contrastive Learning
Loss [42]. This method refines the model by adjusting the
relational distance between the samples in these datasets, either
by pushing them apart or pulling them closer together. The
second procedure is a fine tuning phase o the retain dataset
using Cross Entropy Loss. This dual-step ensures optimal
adjustments for improved prediction accuracy.

8) Comparison: All the approaches contain similarities and
differences. A synthesis of the different mechanisms used in
each approach are summarized in the Table [I}

V. EXPERIMENTAL SETTINGS
A. Dataset

In order to illustrate our approach in a standard and re-
productible context, we decide to use the dataset CIFAR-
10 [27] dedicated to image classification. This dataset contains
60000 32x32 color images divided in 10 classes : airplanes,
automobiles, birds, cats, deers, dogs, frogs, horses, ships and
trucks. We have an initial division where the training dataset
corresponds to 50,000 images, and the remaining 10,000
images correspond to the held-out dataset. From this initial
training dataset, 90% will correspond to the retain dataset, and
the other 10% corresponding to 5,000 images are the data to
be forgotten (forget dataset). As for the held-out dataset, it will
be divided into 80/20 distribution for the test and validation
datasets respectively.

B. Experiment Objective

The focus of this article is about comparing the performance
of different machine unlearning approaches. The comparison
consider the runtime, the final outcomes of the model on the
different datasets and its robustness. Our aim is to highlight
the approaches offering the best trade-off.

C. Evaluation Metrics

To evaluate the performance of our models, we use common
metrics typically employed in the training of neural networks,
such as accuracy and loss. However, in this case, we pay
attention not only to the training and validation datasets but



Approach Re-init. Re-init. Fine Tuning | Fine Tuning | Fine Tuning | Competition
Weights Gradients | on Valid on Forget on Retain Place
Distillation | v v v 6
Rotate v v 5
Pseudo v v 5
Pruning v v 4
Deviation v v 3
Gradient v v v 2
Divergence v v 1

TABLE I: Synthesis of the Different Mechanisms Used in Each Approach.

also to the test, retain, and forget datasets to observe their
behavior during each epoch. In addition to these metrics, we
analyze runtime efficiency and AUC (Area Under the Curve)
scores of ROC (Receiver Operating Characteristic) Curve in
the case of a membership inference attack (MIA), which will
be explained below.

1) Accuracy on retain, forget and validation datasets: The
accuracy measure the ability to the model to well predict. Our
objective is double:

« Preserve (or increase) the accuracy for the validation and
the retain datasets compare to the original model.

o Decrease the accuracy for the forget dataset compare to
the original model. Although it should not be significantly
lower or similar than the validation accuracy.

Denote that we consider the value on the different losses, but
for the sake of brevity and clarity, in this article we will only
display accuracies.

2) Run Time Efficiency: Run Time Efficiency is a measure
of the computational resources and time required to perform
a specific task, such as training, inference, or unlearning in
machine learning models.In machine unlearning, run time
efficiency is critical as it affects the practicality and scalability
of the unlearning processes [1]]. Efficient unlearning techniques
ensure that data can be removed quickly and with minimal
computational overhead, making it feasible to implement un-
learning in real-world applications where timely compliance
with data removal requests is essential. This also highlights
that we want the unlearning to take much less time than
retraining the model from scratch.

3) AUC Score of ROC Curve under MIA Attack: The Mem-
bership Inference Attack (MIA) process begins by grouping
data from the test and forget datasets, followed by their
comparison. It seeks to determine if a specific sample was part
of the model’s forget dataset, based on the loss assigned by
the model. Losses for each sample are computed, and binary
labels (1 for forget, O for test) are assigned. These losses
and labels are then used to train a logistic regression model
that learns to differentiate between the two datasets. Stratified
cross-validation is used to train and evaluate the attack model,
ensuring that each subset maintains the original proportion of
test and forget samples. Finally, the attack model’s accuracy is
calculated for each subset, reflecting how well it distinguishes
between forget and test samples.

By analysing the classification threshold of the attack model
with obtain the AUC of ROC Curve of a MIA attack. The ROC
Curve represents the true positive rate against the false positive
rate at each classifier threshold setting.

An AUC close to 0.5 means that the attack model is not
able to distinguish between the forget and the test datasets.
Thus it will be difficult for an attacker to infer information
on the unlearned dataset from the unlearned model.

VI. RESULTS

The variability of the results is assessed across different
splits between the Retain dataset and the Forget dataset, i.e.,
how each model behaves with different subsets of data. This
process was repeated over 10 iterations.

A. Model Performance

During the forgetting process performed by each approach,

an analysis of accuracy and loss was conducted at each
epoch, with the aim of observing particularly the decrease
in accuracy and the increase in loss during the early stages
of forgetting, due to the techniques that directly affect the
model’s head or layers. Subsequently, the increase in accuracy
and the decrease in loss were observed during the fine-tuning
process performed by each approach. The difference will be
especially noticeable in the final accuracy result.
At the top of Figure [I2] we provide the boxplots of the
accuracies of each approach on the retain and validation
datasets, both with a random and a target forget sets, to allow
comparison with the original model, i.e.,before the unlearning
process. In addition to the approaches already studied and
the original model, we will also provide the accuracies of a
model we have termed ‘“‘simple”, as its unlearning process
involves only fine-tuning on the retain dataset without any
additional processing, unlike the other approaches and of the
original model. There, we do not represent gradient method,
which is significantly worst than the other methods. Keeping
it on would greatly reduce the readability of the figure.
Useful unlearning is not supposed to degrade the model’s
performance, so the retain and validation accuracies should
remain close to those of the original model.

At the bottom of Figure [T2] we plot the ratio between
the accuracies on the forget and validation sets. An effective
unlearning approach should yield a ratio close to 1. As shown
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FIG. 12: (Top) Accuracies of Retain and Validation sets by approach and dataset. (Bottom) Ratio between accuracies on forget
and validation sets by approach and dataset. Both respectively with 9 (Left) and 20 (Right) epochs.

in the figure, the original model displays differing accuracies
between the validation and forget sets, which is expected, as
no unlearning method has been applied and the forget dataset
was randomly selected.

For the distillation, pseudo-labeling, simple, and deviation
approaches, the accuracies between the forget and validation
datasets are quite different, indicating incomplete unlearning.
For all these approaches, considering 9 or 20 epochs lead to
similar results. Gradient approach requires a greater number
of epochs than the others unlearning approaches to attain a
similar performance to that of the original model on the retain
dataset. A plausible hypothesis is that the utilization of gradi-
ents for unlearning may be an effective strategy, yet it poses
a challenge for the model to regain its original performance,
potentially due to the complexity of the unlearning process.
Rotate and pruning approaches allow to make accuracies of
validation and forget datasets close. However, it degrades the
performance on the validation datasets (pruning more than
rotate). Considering more epochs allow a smaller degradation
and reduce variability. Divergence is more dependent than the
others approaches to the number of epochs. With 9 epochs,
the accuracies on the validation datasets are a little stronger
than the accuracies of the original model. The accuracies on
the forget datasets are stronger but close to the accuracies on
the validation datasets. With 20 epochs, the accuracies on the

validation datasets are a little smaller than the accuracies of
the original model (and with more variability). The accuracies
on the forget datasets are smaller but close to the accuracies
on the validation datasets. This let us think that with a good
choice of the number of epoch, we should be able to have
similar accuracies on the forget and validation datasets and
accuracies on the validation dataset close to the accuracies of
the original model.

Furthermore, we computed the approaches with a reduced
number of epochs, specifically 5, and observed that the results
exhibited negligible variation compared to those achieved at
9 epochs for most of the approaches, suggesting that the
models had already converged to a stable performance at this
earlier stage. This suggests that the models are able to learn
and unlearn effectively within a relatively small number of
epochs, and that further increases in the number of epochs may
not yield significant improvements in performance. Among
the approaches evaluated, Rotate, Pruning, and Divergence
emerged as the best performing.

B. Run time efficiency

Figure T3] provides the run time of each approach for the ten
repetitions with 9 epochs. First, all approaches exhibit a sig-
nificant reduction in computational time, with none requiring
more than half the time needed to re-train the original model,



which takes around 41 minutes and 41 seconds. Furthermore,
the simple, deviation and divergence models demonstrate the
fastest unlearning times, a characteristic that underscores their
robustness in terms of run time efficiency. Pseudo labeling
takes more time and divergence is faster than the others
unlearning approaches.

Run Time by approach
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FIG. 13: Run Time by approach with 9 epochs, as a percentage
of the training time of the original model.

C. MIA

Consistent with the previous metrics, we evaluated the
robustness of the unlearning approaches against MIA Attacks
considering the 10 experiment repetition. The results, pre-
sented in the left part of Figure[T4] illustrates the variability in
AUC across each approach, as well as the original model. It is
noteworthy that an AUC closer to 0.5 indicates a more effec-
tive unlearning process, as the attack is unable to differentiate
between samples from the forget dataset and those from the
test dataset, suggesting that the forget data is indistinguishable
from unseen data to the model. This evaluation provides a
robust assessment of our approach’s ability to protect sensitive
information, and the results demonstrate its effectiveness in
mitigating MIA Attacks. Some results of Figure [T4] are co-
herent with Figure [[2] All models demonstrate a reduction of
MIA AUC Score compared to the original model. The MIA
AUC Score of simple, deviation, pseudo and distillation is
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FIG. 14: AUC scores in case of MIA Attack by approach
with 9 epochs with forget set randomly chosen and forget set
targeted on red images.

stronger than for the other unlearning approaches. Moreover,
the MIA AUC Score of rotate, pruning, gradient and diver-
gence is close to 0.5, the attack perform almost as well as a
random attack. The attack on the pruning seems the closer to
a random attack.

D. Realistic forget dataset

To push our benchmark further we have compared the
different approaches with a target forget dataset. We have
selected 525 pictures having a lot of red, to be part of the
forget dataset. To select these images, we have used the
process proposed by [43]. The accuracies on the retain and
the validation sets as well the ratio between the accuracies
on the forget and the validation sets are given in Figure [12]
In the majority of case, the range of the boxplots are larger
than when the forget set is chosen randomly. Despite this, the
overall behavior of the methods remains close to that observed
in the random choice context. Methods like rotate and pruning
whose forget and validation accuracies are close in the case
of random forget set selection keep them close in the case of
targeted forget set selection. For the sake of clarity, we have
not shown the results with 5 epochs in the Figure|12] However,
for the divergence method, with 5 epochs, the accuracies of
the forget and validation sets are the closest, while maintaining
a high level of performance on the retain set. On the right part
of Figure [T4] we see that the AUC with target forget dataset
has more variability than random forget dataset. Besides, the
MIA is almost random when rotate or pruning methods are
used.

VII. CONCLUSION

Our study highlights the importance of striking a balance
between performance, time, and defense against attacks in
machine unlearning models. While achieving high perfor-
mance is crucial, it must be accomplished within a reasonable
time frame to maintain efficiency. Moreover, defense against
attacks is vital to prevent malicious actors from manipulating
the model’s outputs or stealing sensitive data. Our results
identify that rotate, pruning, and divergence approaches offer
a promising balance between these three aspects, although
the variability of the divergence method’s results must be
considered. These findings provide a foundation for future
research and development in the field of data removal and
machine learning.

We consider both a randomly selected forget dataset and
a more realistic representation of real-world data privacy
scenarios where the forget dataset is based on specific image
characteristics, such as color. Identifying these features allows
for more accurate data removal, as demonstrated in [21] for
future researches.

Future research directions include exploring class removal
and the use of alternative datasets, as well as developing
metrics such as the Amnesis index [44] and MIA attack
based on LiRA [23] to determine the most robust method for
defending against attacks.
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Abstract—The increasing density of low-flying aircraft and
the development of new technologies for light aviation bring
new challenges for air controllers. However, an important part
of today’s air traffic control relies on the insecure Automatic
Dependent Surveillance-Broadcast (ADS-B) protocol. It cannot
be trusted because anyone can read, emit, or modify ADS-B
messages with a little equipment. This weakness can give rise to
various attacks and a new security system should be developed
for ADS-B to avoid a complete stop of the traffic.

This work will present two attack scenarios and provide
multiple methods based on machine learning to face those attacks
automatically. The two scenarios cover spoofing attacks and
ghost detection. This article also presents a few additional tools,
developed in the context of our research project, for anomaly
detection and ADS-B visualization. All those algorithms have the
objective of constituting a complete toolbox for low-altitude ADS-
B anomaly detection. Overall, all attacks can be detected with
an accuracy of over 96%.

Index Terms—Cybersecurity, Machine learning, ADS-B, low-
altitude air traffic

I. INTRODUCTION

With the regular arrival of new low-altitude technologies,
the density of low-altitude traffic increases. More and more
projects are attempting to develop new lightweight aerial
vehicles for transporting people or goods. In recent years a
lot has been written about parcel delivery by drones [ﬂ More
recently, during the Paris 2024 Olympics Games, the city
has expressed its ambition to equip itself with an electric
vertical take-off and landing aircraft (eVTOL) to provide
rapid transport between a few points of interest. All these
examples testify to the enthusiasm for the development of
light transport systems. It will not be long before air traffic
control systems are heavily impacted. These solutions are
lighter than conventional air traffic, and will probably rely on
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protocols such as ADS-B (Automatic Dependent Surveillance-
Broadcast) due to the very low altitude of these aircraft.

However, as those protocols are completely open, they are
highly likely to be attacked [1f]. These light transportation sys-
tems could be used to lead attacks with potentially dangerous
consequences for the population. For example, eVTOL could
be targeted by saturation attacks. As they act like taxis, they
always follow the same route, and saturation of an eVTOL
route by ghost aircraft would lead to the impossibility of
ensuring air traffic control in the area, which could result in
the suspension of eVTOL service.

That is why this study focuses on securing low-altitude air
traffic control. Numerous attacks are possible, such as injecting
phantom aircraft to flood the network, distorting trajectories,
emitting false alarm signals, making an aircraft disappear,
impersonating another aircraft, etc. The aim is therefore to
provide a complete architecture based on deep learning and
other technologies for detecting and fixing anomalies in low-
altitude ADS-B data. This work is part of a research project,
founded by the DGA (French defense procurement agency),
named DApIA. It is the culmination of earlier work carried
out as part of the GeLeaD (see Acknowledgements on the
bottom part) [2| |3|]. These three publications deal with ADS-
B anomaly detection, but their main limitation is that they
concentrate on commercial traffic, whereas the present study
focuses on low-level traffic.

This article begins by presenting some other works on
ADS-B anomaly detection. It then details the dataset’s format
used for training and evaluating our models. It continues
with an explanation of the methods developed to cope with
spoofing and flooding attacks. The next section presents the
results obtained by our models. It ends with a conclusion and
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prospects for improvement.

II. RELATED WORKS

In the literature, some other works have presented models
dealing with anomaly detection in ADS-B time series.

In [4], the authors present an unsupervised LSTM Encoder-
Decoder to detect abnormal ADS-B messages with less than
4.5% of false positive detection. The model works by encoding
windows of ADS-B messages in a vector and then reconstruct-
ing the trace with a decoder model. The reconstructed trace
is compared with the original trace to assess model errors.
Anomaly detection is based on the fact that an abnormal trace
would be incorrectly reconstructed and amplified, producing a
peak error. This reconstruction error is due to the fact that the
model has only been trained on normal trajectories and would
therefore not react correctly to modified trajectories, since it
has never seen any during training. The implementation of this
type of encoder-decoder model is part of an idea that we have
not yet experimented with. A similar model could be useful
for confirming our model’s prediction for saturation attacks.
This model also has similarities with [5]].

In [[6], the author presents another anomaly detection
method. In this situation, the next ADS-B message is predicted
based on a history of n messages. When the next message is
received, the algorithms compare it with the model’s predic-
tion. When the difference between the prediction and the actual
message does not exceed a certain threshold, the message is
normal. This study is relevant to our work because it is very
similar to our model for saturation attacks. The only difference
is that it predicts all ADS-B features, whereas our model only
predicts latitude and longitude for saturation detection. The
advantage of predicting all features is that their model will be
able to detect a wide variety of attacks. To achieve that, they
have defined different error thresholds for each ADS-B feature
to adapt to each anomaly. On the other hand, the advantage
of our model is that it specializes in fixing saturation attacks.

III. DATASET

The dataset used in this study was mainly built up from
the OpenSky network history database [7]. It contains several
years of ADS-B message history worldwide, making it an
inexhaustible source of ADS-B data for our algorithms. In
addition, other data sources were used, such as OpenStreetMap
tiles and an airport dataset to obtain airport coordinates. [8].

From this database, flight data was collected around
Toulouse (from 0.72561 latitudes and 43.11581 longitudes to
2.16344 latitudes and 44.07449 longitudes) at altitudes of less
than 10,000 feet, to retain only low-level traffic. Messages
were collected between 2022 and 2023. Finally, messages
are grouped by registry code and split between landing and
take-off to form flights. Each flight is saved in one CSV file
containing the following rows:

o timestamp: Date of the message
o icao24: Transponder identifier

« latitude: Coordinates

« longitude: Coordinates

o groundspeed: Horizontal speed
o track: Orientation (0° is north)
« vertical rate: Ascensional speed
« callsign: Registry code of the aircraft
o onground: True if on ground

« alert: True if in alarm state

e spi: Special position indicator

o squawk: A status code

« altitude: Barometric altitude

o geoaltitude: GNSS altitude

Low-quality flights were removed from the dataset based
on criteria such as duration, amount of missing values, total
flight length ... Each flight lasts a minimum of 15 minutes. As
the aircraft transmits ADS-B every second, flights generally
contain one message per second, but due to coverage problems,
some messages may be missing. The final data set contains
10,158 flights for training (12% of the training set is used for
testing) and 819 flights for evaluation.

IV. METHOD

Anomaly detection in low-level air traffic presents many
challenges compared with anomaly detection in commercial
aviation. The main difference lies in the great variety of aircraft
and their respective trajectories. Therefore, to address this
variety, multiple attack scenarios were established, and related
anomaly detection models were developed.

A. Scenario A: Spoofing attacks

Our first scenario takes place in the context of the 2023
Rugby World Cup in Toulouse or a similarly large event.
Toulouse has very dense low-altitude traffic, with a lot of
SAMU (French emergency) helicopters, two heliports, low-
altitude flight clubs, and military areas. In this traffic, an
attacker could use a drone to target the stadium. In flight,
the drone would emit false ADS-B messages, to impersonate
a SAMU helicopter and make air surveillance believe it to be
friendly. As a result, air traffic could be severely disrupted,
preventing aircraft from taking off for safety reasons.

To face spoofing attacks, a deep Convolutional Neural
Network (CNN) was developed. The model is a classifier that
determines the aircraft type based on its trajectory only. Then,
by comparing the prediction of the model and the registry
code of the aircraft, it is possible to check if the aircraft is not
spoofing the identity of another kind of aircraft. For example,
if a plane uses the identity of a helicopter, it will be unmasked
because the model will label its trajectory as a plane.

The model architecture is described in Figure [I] To make
predictions, it combines four different inputs: an ADS-B
window, a take-off context, a geographic context, and the
distance between the aircraft and near airports. As output, the
model gives three probabilities, one for each of the defined
classes:
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Fig. 1: CNN model architecture for Spoofing detection

o Commercial aircraft: at take-off and landing, when they
cross the low altitude traffic.

« Light aircraft: regroup small aircraft, used by aeronautic
clubs, tourism, transportation ...

o Helicopter: mainly SAMU helicopters, can also be police
helicopters.

The ADS-B window corresponds to the last 128 timestamps,
i.e. about 2 minutes of flight. The features used are timestamp,
latitude, longitude, altitude, geoaltitude, ground speed, track,
vertical speed, ground, alert, and spi. The trajectory latitude
and longitude are transformed to relative coordinates on (0°,
0°). This normalization greatly helps the model as it will get
all trajectories in the same format. The timestamp field is set
at 0 for the current message and with negative values for the
historical messages. Finally, all features are scaled between 0
and 1 using MinMaxScalers. Among the secondary data, the
takeoff context corresponds to the first 128 time steps of the
trajectory. This contextual data remains the same throughout
the flight. It helps the model to remember the shape of the
take-off so that it can continue to make good predictions in
monotonous areas such as high-altitude flights. The geographic
context is a small tile from the OpenStreetMap. It gives the
model information about the environment (city, river, forests,
...) around the aircraft. This information is very important be-
cause aircraft regularly follow some geographic structures. For
example, on take-off, SAMU helicopters follow the Garonne
River to reduce noise in the city center. Finally, the distance
from the airport helps the model to understand in which zone
the aircraft is flying. It gives a sort of absolute coordinate
location as the latitude and longitude of the aircraft are set to
relative coordinates.

B. Scenario B: Saturation attacks

Our second scenario is about detecting and fixing flooding
attacks. It involves the injection of ghost aircraft into the
system. As there are multiple ways to realize a flooding attack
this scenario is divided into two main categories: saturation
and replays.

Those two types of attacks could have a large impact on
dense air-lines. This is the case between Nice, Monaco, and
Cannes, where many private helicopters act as taxis between
these three destinations. The helicopters follow very similar
trajectories, making them easier to target. With the advent of
eVTOL technologies, these helicopters could be transformed
into eVTOLSs, for economic and noise reasons. In this case,
traffic would increase drastically, making a saturation attack
even more dangerous.

This first section discusses the methodology used to address
saturation attacks. Saturation attacks refer to any flooding
attack that injects false ADS-B messages around an aircraft’s
position to disrupt its tracking. These attacks can resemble
those shown in Figure 2] and the goal is to identify ghost
signals without filtering out real aircraft.

To achieve this, messages that are not coherent with the
rest of the trajectory must be identified. A residual LSTM
model was developed (Figure [3) to predict the next position
of the aircraft based on its trajectory. Trained on normal
trajectories, this model detects anomalies when the prediction
error increases significantly.

For example, in Figure 4] the model’s predictions were
compared for a ghost diverging 30° from the original aircraft,
another diverging 10°, and the real aircraft. The results show
that the more the trajectory is modified, the farther the predic-
tions are, leading to a higher model error.
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Based on this approach, it is possible to define an error
threshold that, once exceeded, triggers an anomaly. This
threshold must be fine-tuned to detect the maximum number
of anomalies possible, without too many false positives.

C. Scenario B: Replay attacks

The second type of flooding attack is replay. The main
difficulty in replaying trajectories lies in the fact that they are
real trajectories that have occurred in the past. Replay attacks
could disrupt the air traffic control of an entire airline, as an
attacker could regularly inject replays. In this case, air traffic
controllers would not be able to distinguish between real and
fake aircraft, preventing them from ensuring the safety of real
aircraft.

To detect if a flight is a replay from the past, the only
reliable possibility is to compare it with a historical database
and check if this precise flight already happened. Since a
historical database represents a vast amount of data, pair-wise
comparisons between flights would be too slow. Therefore,
research focused on developing a hash table system specif-
ically for storing trajectories. The approach was inspired by
the Shazam app, which addresses a similar task by recognizing
short extracts of time series in very large databases [9]]. How-
ever, the Shazam hash method differs significantly because it
deals with audio data, whereas our focus is on trajectories.

The hash algorithm must meet certain constraints. Firstly,
the algorithms must be able to detect within a short window
of a few minutes whether the trajectory is a trade-in or not.
Indeed, it would be too late to know whether a trajectory is
a trade-in once it has been completed. So, trajectories are
split into small sub-windows of 32 timesteps. Secondly, as
the attacker may use replays from a trajectory that happened
somewhere else, our hash function should be resilient to
basic transformations such as translation, rotation, scaling, and
symmetries. To follow this constraint, every trajectory window
is converted into a fingerprint before being hashed. The
fingerprint is a series of micro right and left turns. The benefit
of this transformation is that it makes trajectories invariant to
nearly every transformation except symmetries. Additionally,
it simplifies the trajectory significantly while maintaining its
uniqueness. Finally, even though fingerprints are affected by
symmetries, they can still be managed. Mirroring a trajectory
will have the effect of inverting every right and left turn in
its fingerprint. Hence, the hash function should be defined to
generate the same hash value for opposite fingerprints. This
can be achieved by associating right turns with the value 1
and left turns with 0, allowing the computation of a number
based on the binary value of the fingerprint. This number is
then reversed using the XOR operation if its value is greater
than the median. The XOR operation ensures that opposite
fingerprints produce the same hash value.

One weakness of the first version of this algorithm was
its sensitivity to straight flights. When three points were
almost aligned, the algorithm started to confuse right and left
turns due to floating-point precision issues. To address this, a
straight label was added to the fingerprint, acting as a wildcard.
The idea is that when it is unclear whether the current message
forms a right or left turn, it is ignored. The straight label
generates a match whether compared with a right or left turn.
This behavior is achieved by generating every sub-combination



of a fingerprint by replacing wildcards with right and left and
then comparing each sub-fingerprint with the hash table.

D. Additional tools

During the realization of the project, some secondary tools
were developed to ease the development of the project or to
fix some practical problems.

1) Trajectory Separator: has been developed to separate
messages for flights having the same registry code. This can
happen when ghost messages use the same registry code of a
plane while it flight. Without a system to separate duplicated
registry code, the flight could look like Figure 5a The screen
displays messages as if they were part of the same trajectory.

In such a situation, when several messages are received with
the same register code, the algorithm creates sub-trajectories
for each conflicting message. It aims to assign each of these
messages to a sub-trajectory, trying to keep the trajectory
as smooth and coherent as possible. To achieve this, the
algorithm predicts for each sub-trajectory the position where
the next message should be. Then it assigns the message to the
trajectory that has the nearest predicted position. As a result,
the algorithm will reconstruct trajectories as in Figure [5b}

O, %,

(a) Before (b) after

Fig. 5: Before and after duplicated registry code separation

To predict the next position the algorithm applies the speed
vector of the aircraft from its position (using spherical calcula-
tion). The prediction could be more accurate with a machine-
learning model however it would be more time-consuming.

2) ADS-B visualizer: is a tool for visualizing ADS-B files
(Figure [6). Its goal is to ease the visualization of our ADS-B
flight’s content. It can be used to understand the specificity
of some attacks. It is also used to demonstrate the project by
allowing the visualization of model predictions.

It provides a large range of functionalities such as play,
pause, increasing or decreasing the time speed, going back-
ward, and jumping to a specific time. It can manage multiple

aircraft at once, and add the ability to filter aircraft by type or
name. It can display all trajectories at once, to highlight the
busiest airline. It can graphically display speed, altitude, and
other aircraft profiles.

An online version of the visualizer is available at https:
/ladsb-visualizer.web.app/, and the source of the project can
be found in GitHub at: |https://github.com/DAplIA-Project/
ADSB- Visualizer

ADS-b Visualizer
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Fig. 6: ADS-B visualiser interface

3) A Python library for anomaly detection: The following
text should be kept in mind:

”This tool has been developed to ensure reproducibility and
simplify the use of our detection tool. It has been designed
for easy integration and consists of only one function called
“predict()”. This function takes all ADS-B messages received
in the last second as input.” The input format of “predict()”
is a list of dictionaries, each dictionary represents one ADS-B
message and should contain the following keys: timestamp,
icao24, latitude, longitude, groundspeed, track, vertical_rate,
callsign, on-ground, alert, spi, squawk, altitude, geoaltitude.
The function will output the same ADS-B messages, annotated
with the following flags:

o Spoofing: True if spoofing anomaly has been detected
o Flooding: True if the aircraft is a ghost
« Replay: True the flight has been detected as a replay

To make predictions the library stores in a buffer the
messages from the last call to be able to access the historical
data needed by the models.

Hence, it is easy to predict every source of ADS-B. The
code in figure [7]is an example of predicting an ADS-B record
saved as CSV.

The library code is available in our GitHub: https:
//github.com/DAplA-Project/Anomaly-Detection and can
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be installed using the command:

AdsbAnomalyDetector

pip install

from AdsbAnomalyDetector import predict
import pandas as pd

data = pd.read_csv("./record.csv")
start = data["timestamp"].iloc[O0]
end = data["timestamp"].iloc[-1]

out_df = pd.DataFrame ()
for t in range(start, end):
messages = data[data["timestamp"]
.to_dict ("records")

== t]

messages_out = predict (messages)
for message in messages_out:
out_df.loc[len(out_df)] = message

out_df.to_csv ("output.csv")

Fig. 7: Code example to check anomalies on an ADS-B record
saved as CSV

V. RESULTS

A. Scenario A: Spoofing attacks

To verify the efficiency of the model, it was tested under real
conditions by streaming actual flight messages and checking
the model’s classification. Since the model makes predictions
on flight windows, it provides one prediction for each message.
To aggregate predictions, the most confident prediction of the
model is used to determine the aircraft type. This method
yields the following confusion matrix (Figure [g).

Accuracy 96.5%

The majority of the model’s mistakes occur between light
planes and helicopters. This confusion is mainly because the
trajectory of a flight at a certain altitude can sometimes be
very linear and exhibit similar patterns between helicopters
and light planes. Given that commercial planes are heavier, it
is not surprising that the model easily recognizes them.

To compare with other models, multiple experiments were
conducted using other classical machine learning techniques.

Model MSE Accuracy (%)
Transformer 0.0373 95.6%
LSTM 0.0323 96.0%
CNN 0.0181 96.5%

TABLE I: Spoofing models comparison

Surprisingly, time series models such as LSTM and Trans-
formers perform less effectively. This may be due to the fact
that the problem is a classification task, while LSTM and
Transformers are generally more suited for regression tasks.
An ablation study of this model was conducted previously
to demonstrate the necessity of each sub-module. As shown
in Table [I| the best approach is to use CNN models. This
model requires approximately 45 minutes of training on an
Intel i7 CPU over 150 epochs. Other models utilize the same
architecture as the CNN, but the Take-Off and ADS-B modules
are replaced with LSTM or Transformers. The Transformers
model is inspired by [10].

B. Scenario B: Saturation attacks

Detecting the correct airplane among a mass of ghost
aircraft can be challenging under saturation. That is why our
model focuses on detecting ghosts rather than finding the right
aircraft. In an ideal situation, all the ghosts would be detected,
leaving only the correct aircraft.

To evaluate the efficiency of a model, its accuracy was
computed based on the percentage of ghosts that incur a
higher loss than the real aircraft. The metrics used depend
significantly on the difficulty of the attack and were derived
from a dataset of saturation attacks generated by ourselves.
Under actual saturation attacks, the model’s performance could
vary. Multiple models are compared in Table
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<35
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Predictions

Model MSE Distance error | Accuracy
(m) (%)
Transformer 0.0058 22.46m 82.6%
CNN 0.0061 17.21m 89.8%
Reservoir 0.0044 13.99m 98.5%
Residual-LSTM 0.0034 13.60m 98.5%

TABLE II: Saturation models comparison

The residual LSTM architecture gives the best result with
an accuracy of 98.5

Fig. 8: Confusion matrix of the CNN model for Spoofing
detection

The reservoir computing model performs surprisingly well,
despite being simpler than classical neural network techniques.
It achieves the same accuracy as the LSTM, with a slightly
higher error distance. Its simple architecture allows for quick



predictions due to its short execution time. The reservoir archi-
tecture consists of 1000 units connected to a fully connected
layer of neurons as readout [11].

While the Transformer models have good generalization,
they do not outperform the LSTM or the Reservoir. The
Transformer model used here comes from [12]], using the clas-
sical variant from their GitHub. Its underperformance could
be due to the short forecasting horizon, as transformers are
typically effective for long-term forecasting. Gradient boosting
algorithms were also tested but did not perform better.

C. Scenario B: Replay attacks

The hash table developed to solve replay attacks is one of
our best models. It can generally determine if a trajectory
is a replay with a one-minute flight window. Depending on
the quality of the ADS-B coverage, it can need a bit more
time to make its prediction. Thanks to the characteristics of
hash tables, false positive detections are never generated. Hash
collisions are possible, as the number of different hashes is
231 ~ 2B. It seems to be small as common hash systems
use larger ranges like 2'?® combination for MD5 however,
it provides better reactivity of detection. Furthermore, our
model’s predictions are not based solely on a single match. For
reliability reasons, the model only qualifies a flight as a replay
if several messages correspond consecutively to the same flight
in the past. So, even if it is possible to have a collision for a
message, it is impossible to have several consecutive collisions
with the same flight, and the model therefore never generates
a false-positive detection.

In terms of detection capacity, the system is very accurate.
It can determine if a trajectory is a replay even when deformed
by common matrix transformations. Providing a precise accu-
racy score is challenging as it depends on the strength of the
attack. However, with raw replay attacks, the system achieves
100% correct predictions, and on the test dataset, it correctly
detects ghosts with 98% accuracy.

Finally, the algorithm is really fast, thanks to the hash table
which has 0(1) complexity. Hence, even if the database is
really large the algorithms will be able to process a flight of
15 minutes in 134ms.

One limitation of our system is that the hash table is stored
on the computer’s RAM. As it can become very large, it would
be better to store it on the disk so as not to overflow the
computer’s RAM and to allow memory space for our neural
network algorithms. However, this change would slow down
the detection.

VI. CONCLUSION AND PERSPECTIVES

In this paper, several models for detecting anomalies in
ADS-B time series are proposed. These models can work
together to provide reliable detection of ghosts using ADS-
B reruns or ghosts with abnormal trajectories. It also includes
a tool to automatically detect whether aircraft are using the
correct registration code, and to prevent spoofing attacks. All
these models are brought together and run in real time in a
library called AdsbAnomalyDetector.

In the future, we plan to improve the variety of attacks that
could be handled by the model. For example, we could train
the models to falsify trajectories generated by interpolation,
which would be too smooth. We will also try to add redun-
dancy to confirm the model’s predictions by using additional
models such as autocoders. Finally, we will try to fine-tune
the architecture of our model and go beyond our current
accuracies.
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Abstract—Reverse-engineering represents a key aspect of cy-
bersecurity as it helps to understand unknown software or
systems. From a defender’s point of view, it may detect sus-
picious binaries or existing vulnerabilities inside organization
systems. From an attacker’s point of view, it offers insights
into potential threats or weaknesses of a target. In particular,
reverse-engineering relies on binary diffing, whose goal is to find
similarities and differences between different binaries or program
variants. Such a task is essential as software are constantly evolv-
ing over time. However, it is notoriously difficult, despite the large
number of research papers on this subject. Many approaches
have been explored, ranging from rule-based decision algorithms
to advanced Deep Learning (DL) models. Such difficulty can
be explained by the inherent nature of binary code, which is
unstable and prone to many syntactic differences while semantics
are unaltered. Determining if two binary functions are similar
is already a complex task as such similarity should describe the
semantics and not the syntactic properties. Obtaining a diffing, a
correspondence between functions of two binaries, is even more
difficult.

In this work, we present a binary differ, called QBinDiff,
and detail how it is adapted for a modular and fine-grained
diffing. We conduct an empirical study about its properties,
from its algorithm to its implementation, through an ablation
study. We present the diffing discipline, the existing approaches,
some of them being state-of-the-art, and establish a comparison
benchmark between them on standard binaries. We show in
particular that QBinDiff performs better than existing differs,
thanks to its modularity.

Index Terms—Binary Similarity, Binary diffing, Graph Neural
Networks, word2vec

I. INTRODUCTION

Reverse-engineering has been widely used for defense pur-
poses such as malware or cryptography analysis and vulner-
ability search. More specifically, binary diffing, a subdomain
of reverse-engineering, consists in identifying similarities and
differences between two binaries. It is used for malware diffing
[25], patch analysis [31], program similarity [4], backdoor
detection, anti-plagiarism, clustering different malware by
their families or establishing a malware lineage that could
be attributed to a specific Advanced Persistent Threat (APT).
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Diffing usually operates at the function level and tries to
find an assignment between the functions of two binaries.
The underlying assumption is that disassembly and function
recovery are feasible. However, in practice, this is known as a
complex problem [20]] and in this paper, we rely on IDA-Pro
E]or Ghidra E] for disassembly purposes. In addition, the initial
binary representation may be considerably altered during the
compilation process, due to optimization passes. Among them,
inlining or loop unrolling alters the function control-flow logic.

Usually, binary diffing strongly relies on graphs extracted
from disassembly, such as Control-Flow Graph (CFG) where
nodes are Basic Blocks (BB) and edges represent execution
flow within the function scope and, Call Graph (CG) where
nodes are program functions and edges denote inter-procedural
relationships. Consequently, many graph-centered works have
been published with an increasing attention dedicated to
Machine Learning (ML) and Deep Learning (DL) based ap-
proaches [3], [4], [17], [18]l, [26]], [30]]. If these methods show
promising results for solving binary similarity, DL methods
require large computational resources. Retraining a model or
simply using it for inference may be unaffordable. Besides,
binary similarity models output, given a candidate function,
its closest counterpart inside a pool of functions. They do not
compute the direct matching between two binaries. Conse-
quently, obtaining a final diffing between two binaries requires
to further apply a matching step using computed similarity
scores. Furthermore, DL model source code or datasets are
not always available and reproducibility is difficult. For these
reasons, mostly BinDiff [5]], [7]] and Diaphora [14] are used in
practice. In fact, in comparison to advanced DL models, they
scale relatively well using criteria-based matching. However,
for those who want finer and more adapted control over
the diffing results, they may not be adapted as they are not
modular or difficult to parametrize. In order to provide a more

Uhttps://hex-rays.com/ida-pro
Zhttps://ghidra-sre.org/
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accessible diffing solution, QBinDiﬂﬂ was open-sourced as a
modular differ.
The main contributions of this work are:

o We present QBinDiff, an open-source network alignment
solver, that can be applied for binary diffing. We analyze
its underlying algorithm, in particular its modular func-
tionality given the available features and parameters that
can be combined to obtain fined-grained results tailored
for each use case.

o We realize an ablation study of QBinDiff components
to highlight how they are intertwined and how they
contribute to QBinDiff results.

e We perform an empirical comparison between standard
binary differs, such as BinDiff and Diaphora. We also
analyze more recent DL-based methods such as Graph
Matching Networks [17], Asm2vec [3]], PalmTree [16]
and JTrans [30]. In particular, we show that QBinDiff of-
fers the best performances compared to other approaches.

Section presents the concepts of binary diffing and
similarity and the current approaches. Section details the
QBinDiff algorithm and its ablation study. A fair comparison
between state-of-the-art diffing solutions is performed in Sec-
tion [[V] whereas Section [V] establishes some discussions about
the limitations of this work and further research that could be
conducted. Finally, Section concludes this work.

II. BINARY ANALYSIS

Binary diffing involves identifying similarities and discrep-
ancies between two binary programs. Minor modifications or
slight patches resulting from version updates or compilation
differences should be detected by diffing tools. Binary diffing
is defined as a one-to-one mapping ¢ : (P,S) — p, where
‘P represents the primary function set of size n, S represents
the secondary function set of size m, and p : P — S is
a partial and injective assignment function. This ensures that
each function in P is matched to at most one function in
S. Other definitions consider various program granularities,
such as BB [4]]. Additionally, the mapping could be expanded
to one-to-many [|14]] or many-to-many correspondences. Usual
diffing is performed without access to source code or symbols.
BinDiff [5], [7] and Diaphora [14] are widely used binary
diffing tools in the reverse-engineering community. Common
metrics for evaluating diffing include recall, precision, and f1-
score.

Binary similarity is applied in order to find the most
similar function to f inside a pool of candidate functions. A
natural application is vulnerability search, because for a given
vulnerable function, it is possible to find, from a database of
functions, the most similar one, which probably also contains
the same vulnerability. It is an active research field relying
heavily on Machine Learning (ML) and Deep Learning (DL).
Usual ML methods rely on precomputed features derived from
assembly code or CFG. For example, TIKNIB [13] computes
similarity scores using a specific distance combining various

3https://github.com/quarkslab/qbindiff

handcrafted features and BinShape [28] starts by extracting
features and sorts them to obtain the top-ranked ones that are
given to a decision tree.

Most importantly, DL techniques have become prevalent
in this research area and are inspired by Natural Language
Processing (NLP). Asm2Vec [3] is based on a refined and
enhanced version of the word2vec model [24] applied on
assembly text. Trex [26] and JTrans [30] are motivated by the
recent success of transformers for large language models. The
same holds for PalmTree [16]], based on BERT but pre-trained
on several assembly representation tasks, such as instruction
reordering, as it is possible in assembly to switch several
instructions without modifying the general semantics of the
code. Graph Neural Network (GNN) is a new promising
research area, that is gaining more and more popularity. The
latest research articles mostly use increasingly complex GNN,
with a pretrained language model used to produce initial
GNN features and that relies on node assembly instructions
[19]. Graph Matching Network (GMN) [17] is the first work
that jointly learns graph embeddings on similar graph pairs
rather than independent embeddings. Based on this principle,
more GNN architectures or language models are explored
[8], [18]], [29]. Despite the large amount of new academic
solutions, few of them provide a maintained implementation.
Moreover, training these models can be quite challenging,
even with the source code and the dataset. Additionally, such
binary similarity models are not exempt from failures, as some
adversarial attacks inspired by the ML field have been applied
to disrupt specific binary similarity tools [1].

Remark. Binary diffing and binary similarity are two dis-
tinct problems. Even though they share many common aspects,
their purposes are distinct. Binary diffing aims to find an
assignment between the functions of two binaries and may
rely on similarity scores to establish matches. Conversely,
binary similarity only outputs similarity scores between pairs
of candidate functions. To be further used to perform diffing,
binary similarity models should be followed by a matching
process to perform binary diffing.

III. QBINDIFF: A MODULAR DIFFER

This Section presents QBinDiff and the corresponding ab-
lation study of its components. Such ablation experimentation
helps understand the intricacies of programs and their repre-
sentation as graphs.

A. QBinDiff

QBinDiff [21]]-[23]] is a modular one-to-one differ. Given
two graphs, respectively called primary and secondary, it
solves an instance of the network alignment problem [6],
namely finding a matching between the respective nodes of the
two graphs, by expressing the link between objects similarities
(as graph nodes) and relationships between these objects
(graph edges), using in particular a belief propagation algo-
rithm [21]]. This algorithm represents this alignment problem
using a graphical model, where nodes indicate variables of
the problem and edges denote dependencies between these
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variables. It iteratively updates values associated to the vari-
ables using “messages” sent through graph edges. Once it
has converged, marginal probabilities are used to determine
the optimal solution of the problem. This paper focuses on
the experimental aspects of QBindiff, while mathematical
foundations and details are already provided [22].

Algorithm 1 QBinDiff algorithm

Require: Primary binary p , Secondary binary s, (features, weights), parameters=(d,
Sratios @, €), Optional list of pre-passes and post-passes

Ensure: Matching between p and s functions

1: § « Anchoring(p, s)

2: for pass; € pre-passes do

3: S + pass;i(p,s,S)
extraction

4: end for

5: features, < FeaturesExtraction(p, features)

6: featuress < FeaturesExtraction(s, features)

7

8

> similarity matrix refinement passes before feature

1 S« Similarity(featuresy, featuress, S, weights, d)
: for pass; € post-passes do
9: S « pass;(p, s, S)
10: end for
11: S + Decimation(S, sratio)
12: squares-matrix < Squares(S, GetCG(p), GetCG(s))
13: match < Belief Propagation(S, squares-matrix, GetCG(p), GetCG(s), o, €)
14: return match

> refinement passes after feature extraction

QBinDiff, whose algorithm is shown in Algorithm [I] con-
sists of three main components and several parameters:

e a similarity matrix (S) encoding the similarity value
between each pair of nodes between the two graphs,
computed using a preset of heuristics, named features
that describes the function and the whole program.

o a weight matrix (squares matrix) that encodes the induced
common edges in both graphs for each possible node
assignment,

o a number of user-configurable parameters, among which
we distinguish the tradeoff denoted «, the sparsity S,qti0
and the relaxation parameter e.

First of all, the anchoring phase is used to pre-match
imported functions. Optional passes can be defined for a spe-
cific initialization of the similarity matrix. Then, features for
primary and secondary functions are computed, where features
denote the data that will be extracted from the binaries: it can
be CFG structural features such as the number of BB per
function or related to the CG topology like the callee number
of a function, or even the assembly instruction mnemonics or
the function constants. QBinDiff offers 33 different features in
total, that represent the full features setE] The similarity matrix
S'is computed with a weighted linear combination of distances
over the primary and secondary feature vectors. Distance
candidates are: Canberra, Euclidean, cosine and Haussmanrﬂ

The similarity matrix S represents the similarity between
each node of the primary and each node of the secondary. In-
tuitively, it should encode domain-specific knowledge coming
from the problem instance that the graphs are representing.
For binary diffing, an entry S[i, j] close to 1 means that the

‘A complete list is available on the QBinDiff documentation website [27].

5The Haussmann distance is a unique function defined by QBinDiff that
combines both the Jaccard index and the Canberra metric, see https://diffing.
quarkslab.com/gbindiff/doc/source/params.html#haussmann

node ¢ in the primary is really similar to the node j in the
secondary, depending on a given metric. On the other hand, a
value close to 0 indicates a high dissimilarity between the two.
In most cases, the similarity matrix tends to be too large and
has to be decimated by using the sparsity ratio S,qzio € [0, 1]
that removes the lowest similarity scores that will probably
not lead to a match.

The squares matrix can be directly derived from the graph
structure and the similarity matrix S. A square is defined as
a tuple of nodes (A, B, C, D) such that all the following
conditions are true:

e Nodes A and D belong to the primary graph.

e Nodes B and C belong to the secondary graph.

e (A, D) is a directed edge in the primary graph.

e (B, C) is a directed edge in the secondary graph.

« Similarity scores for square nodes are positives: S[A,B]>
0 and S [D,C]> 0.

The tradeoff parameter o € [0,1] is similar to a cursor
that insists either on the similarity or the graph topology.
o = 0.0 means that only the graph structure is considered
to compute the matches, while the similarity is disregarded.
On the contrary, o = 1.0 indicates that only the similarity
matters. € € [0,1] is a relaxation parameter that helps the
Belief Propagation [21] to converge.

B. Ablation : experimental settings

We detail the experimental settings that support the ab-
lation study of QBinDiff. We use the Dataset-1 [18] that
contains various binaries compiled with different options
(compilers, compiler versions, optimization levels) from dif-
ferent projects: z1ib, unrar, curl, clamav, nmap
and openssl. For each project, we randomly split the
associated binaries into two sets, named A and B. As an exam-
ple, x64-clang-7-01-1ibz.so.1.2.11 will be part of
Dataset-1A and x64-clang—-5.0-03-1ibz.s0.1.2.11
of Dataset-1B. Similarly, x64—-gcc—7-00-unrar will be
part of Dataset-1A and x64-clang-3.5-0Ol-unrar of
Dataset-1BP| The intersection of binaries from Dataset-1A
and Dataset-1B is empty. In this ablation study, we only
use the Dataset-1A. It contains 366 binaries from the pre-
vious projects, compiled with clang or gcc, with dif-
ferent versions, from optimization level —~O0 to -Os, that
represents 425,523 functions. Only x86-64 binaries are
kept. We only diff a binary against another version of
itself: this means we can diff a x64-gcc—-7-02-nmap
against a x64-clang—-3.5-0Ol-nmap but not against a
x64-clang-3. 5—Ol—nping[] Diffing pairs were estab-
lished at random given the previous conditions. Once they are
established, we automatically create ground-truth by matching

Notice that each project has a different number of corresponding binaries.
unrar has only one binary while openssl has 10 binaries.

7Such assumption is valid for binary diffing as a reverse-engineer rarely
tries to find the exact mapping between two completely different binaries (as
nmap and nping for example), even though they may share some functions.
This assumption does not always hold for other binary problems, such as the
binary similarity problem [18]].
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https://diffing.quarkslab.com/qbindiff/doc/source/params.html#haussmann

zlib curl clamav ~ unrar nmap  openssl
No anchoring 0.72 0.71 0.71 0.72 0.68 0.69
With anchoring ~ 0.81 0.84 0.85 0.79 0.79 0.79
% gain +12.5  +184  +19.8 +9.8  +162  +145

TABLE I: fl-score anchoring results. Parameters are default
ones and the feature set is full.
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Fig. 1: QBinDiff fl-scores on z1ib for various tradeoffs and
settings.

functions with the same name. This ground-truth is globally
reliable but may have limits. Compilers can inline or outline
functions which add noise to the ground-truth. Next, we
strip the binaries so that function names cannot be used for
the diffing. At this point, there is only one remaining step
before the proper diffing: the export. Most differs rely on
binary exporters: BinDiff uses BinExport, Diaphora has its
own export format. QBinDiff was created in order to handle
different exporters and it now supports BinExport and Quokka
[2f], respectively developped by Google and Quarkslab. The
default QBinDiff parameters p, were previously defined as
the Canberra distance, o = 0.75, Spqti0 = 0.75 and € = 0.5
[21].

To evaluate the differ performances, we consider three usual
metrics: the recall (R), the precision (P) and the fl-score.
They are defined as follows:

TP R =

P =r1pirp

with TP denoting True Positive, FP False Positive and FN
False Negative.

TP

—TP__ f]_score = 2XPxXR
TP+FN

fl1-score = PR

Intuitively, the precision denotes how many retrieved items
are relevant whereas the recall indicates how many relevant
items are retrieved. Precision and recall being complementary
metrics, we focus on maximizing the fl-score as it measures
a trade-off between precision and recall and requires both
metrics to be high.

C. Anchoring

Anchoring (step 1 in Algorithm [I) aims to use imported
functions as reliable anchors, especially for dynamically-
linked binaries, before any further matching step. We analyze

Fl-score
e
=
3

0.60

similarity 1.0

0.0 topology
— Tradeoff

B Data B Data & CFG M Data & CFG & CG
Fig. 2: QBinDiff features impact on the z1ib project.

this functionality to determine if it helps QBinDiff to converge,
and to evaluate the performance gain compared to the case
where we have to match every function candidate. Results
are displayed in Table [I} fl-score is averaged per project, not
per binary. Notice that the fl-score gain with anchoring is
significant: instead of having to match every function, we can
rely on the imported functions as anchor points to rather match
only function clusters that depend on these anchors, which is
computationally much easier.

D. Similarity and CG topology impact

A core QBinDiff parameter is the tradeoff o (step 13 in
Algorithm that determines how much QBinDiff should
focus on the similarity or the CG topology. Then, a user may
decide to focus more on the similarity than the CG structure if
it provides better diffing. We choose to observe what happens
when we make the tradeoff o vary and respectively, use the
default QBinDiff configuration, QBinDiff with a disturbed
similarity matrix, and QBinDiff with disturbed adjacency
matrices. We disturb the similarity matrix by adding a uniform
random noise over its elements. We replace the original
adjacency matrices by modified ones using Metropolis-Hasting
algorithm [10] (swapping is repeated for 2,000 iterations and
self-loops are not allowed). Because these perturbations are
mainly built over randomness, we repeat the diffing process
with different seeds and average the results. Figure [I] plots
results for the z1ib project. We observe several aspects:

o With standard QBinDiff, the fl-score shows two brutal
variations: when we increase the tradeoff from a = 0.0
to « = 0.1 and from o« = 0.9 to a = 1.0. With
a = 0.1, the similarity starts to be incorporated to the
diffing process. This is highlighted by the significant
performance increase. Similarly, when we switch the
tradeoff from a = 0.9 to a = 1.0, the CG topology is
not considered anymore, resulting in a lack of information
from the CG. Consequently, the fl1-score drops suddenly.
This demonstrates the necessity to consider both the CG
topology and the similarity given by the features extracted
from the binaries.

o When we disturb the adjacency matrices and set a lot of
weight on the topology, we rely almost only on noisy
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structural information, resulting in a lower fl-score. By
increasing «, namely by according more weight on the
true similarity, we improve the performances until we
reach the standard QBinDiff score. This means that we
can deal with a noisy adjacency by using a high tradeoff
centered on similarity.

o When the similarity matrix is disturbed, increasing the
tradeoff from a = 0.0 to around o« = 0.5 helps to
improve the fl-score. Then, the similarity, even noisy,
is still necessary for a small . However, according too
much weight on the noisy similarity leads to a significant
performance decrease.

E. Features impact

QBinDiff proposes more parameters to adjust than «. In-
deed, the similarity matrix is computed by applying a weighted
linear combination of distances over features vectors (step
5-6 in Algorithm |I[) These features, chosen by the user,
describe several aspects of a binary: data-related information,
such as the feature DatName that indicates data references,
CFG-related data like the feature BBlockNb which denotes
the number of BB inside a function or CG-based features as
the ChildNb feature, which indicates the number of callees
of a given function inside the CG. For this experiment, we
define three feature sets, each of them including features from
different categories.

The f1-score results for z1ib binaries, using these features
sets and the default parameters p,, are shown in Figure [2}
We observe that with o = 0.0, because we do not consider

similarity to compute matches, no matter what the features
are, the fl-scores are similar for all the features sets. When
we start to consider the similarity (o > 0), several differences
appear. When a = 1.0, since we are not considering the CG
topology anymore, it becomes particularly useful to choose
features extracted from the CG, that make use of that structural
information.

The rest of this paper will always consider the default
feature set, which includes all the available QBinDiff features
at this dateﬂ especially data, CFG and CG features.

F. Best parameter search

As mentioned before, QBinDiff can be tuned by carefully
choosing its parameters d, €, &, Syq1i0- Finding the best param-
eters would require testing every combination over the search
space, which is not affordable in practice. For this reason,
we decided to start with the default parameters p, (Canberra
distance, a« = 0.75, Spqtio = 0.75 and € = 0.5) and modify
only one parameter at a time (replace the p; Canberra distance
with Haussmann distance for example), to observe the differ’s
behavior. We make this parameter search on the Dataset-1A.
Respective plots for d, €, o and S,44;, are shown in Figure @

From these plots, we deduce that:

o A tradeoff highly focused on the similarity, such as o =
0.8 or = 0.9, is better.

¢ Choosing a high ¢, such as 0.9 or 1.0, helps QBinDiff to
converge faster.

8https://diffing.quarkslab.com/qbindiff/doc/source/api/features.html
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zlib unrar  curl clamav  nmap  openssl
BinExport 0.73 252  5.04 8.89 9.03 2.41
Sqlite 73 223 450 523 968 496
Quokka 071 219 421 8.37 7.93 2.10

TABLE II: Averaged exporting time (s) depending on the
exporter for each project of Dataset-1A.

o Canberra or Haussmann are the best distances.

o Increasing parameter s,4+;, does not imply a significant
performance decrease. Indeed, for small projects, such
as z1lib or unrar, we notice a slow fl-score loss.
For bigger projects, such as curl, it may help to con-
verge: indeed, decimating the similarity matrix reduces
the number of unlikely candidate matches the differ has
to consider, resulting in clear improvement. Choosing a
value too high ends up erasing the similarity matrix and
matches becomes not possible anymore. We conclude
that, for large projects, it may be helpful to choose a
middle value (like 0.6) for a better convergence, smaller
memory usage and faster computation time.

Each project has its own best parameter set denoted ppb:
indeed, z1ib gives the best performance with a Haussmann
distance, ¢ = 0.7 (even though the difference with other ¢
values strictly above 0.0 is negligible), « = 0.8 and $,4¢;o = 0.
Moreover, from the best parameters set for all these projects,
we can obtain the best averaged parameter set, called avb:
Haussmann distance, ¢ = 0.9, o = 0.8, S;qti0 = 0.6. We
finally end up with different parameters sets: ppb-zlib, ppb-
unrar, ppb-curl, ppb-clamav, ppb-nmap, ppb-openssl and avb,
based on Dataset-1A.

G. Computational resources

Due to its large complexity, diffing may require a lot of
computational resources. We analyze both time and space
complexity of diffing solutions using a dedicated server with
64GB of RAM and 16 CPU cores. First, exporting times are
compared in Table [lI] for BinExport (used by both QBinDiff
and BinDiff), Quokka (used only by QBinDiff) and Diaphora’s
own exporter, that produces a sqlite database. It is worth
mentioning that QBinDiff is not attached to a single exporter
but can be used with either Quokka or BinExport. Notice
that Quokka is slightly faster than BinExport, whereas the
Diaphora sqlite database implies a significant computational
overhead. Second, the proper diffing tends to be costly, both in
terms of memory usage and computation time. Peak memory
usage and computation times can be found in Table We
especially observe the QBinDiff sparsity effect on diffing. No-
tice that a low $,4¢;, may be more computationally intensive
than higher ratios (leading to an out-of-memory error on large
binaries belonging to the openssl project) and give lower
results due to slower convergence. Contrarily, in some cases,
higher ratios help to converge faster and obtain better results,
with openssl scores that are higher than nmap ones for
example.

clamav nmap openssl
Time RAM Time RAM Time RAM
BinDiff 110 298 69 834 56 388
Diaphora3 151 29 651 30 265 30
s=0 672 823 8675 8339 - -
s=0.1 689 801 8702 8329 -
s=02 684 712 7424 7167 -
s=03 639 617 6712 6171 3844 4884
s=04 656 523 4933 5071 3784 4022
QBinDiff s=05 541 430 4549 3902 2279 3121
s =0.6 516 347 3146 2900 1509 2301
s=0.7 489 272 2188 2009 1060 1569
s=08 461 204 1725 1294 1135 999

s=09 447 153

s=099 440 134 880 673 398 408
TABLE III: Required time (s) and memory peaks (MB) needed
on the three largest projects for different differs. - means the
computation was stopped due to an out-of-memory error.

ppb-zlib  ppb-unrar  ppb-curl  ppb-clamav  ppb-nmap  ppb-openssl ‘
zlib 0.83 0.84 0.82 0.84 0.83 0.81
unrar 0.80 0.82 0.81 0.83 0.81 0.78
curl 0.70 0.84 0.83 0.81 0.83 0.80
clamav 0.83 0.77 0.83 0.83 0.82 0.81
nmap - - 0.76 - 0.76 0.73
openssl - 0.75 0.74

TABLE 1V: Cross-validation results

IV. DIFFER’S EMPIRICAL COMPARISON

This Section is dedicated to establishing a comparison
between existing binary diffing solutions and QBinDiff. We
select BinDiff [S]], [7] and Diaphora [14] as they are the most
widely used binary differs in reverse-engineering. We also
consider GMN, a state-of-the-art binary similarity tool [17],
[18], Asm2vec [3], PalmTree [[16] and JTrans [30]]. Our goal
is to show that the QBinDiff capability of arbitrating between
CG and similarity with well-chosen features can compete and
even outperform standard differs.

A. Experimental setting

The experimental settings are almost identical to the ones
used in Section Because the ablation study was per-
formed on Dataset-1A, we consider Dataset-1B in this exper-
iment. Notice again there are no binaries in common between
the two datasets. Dataset-1B contains 770,544 functions dis-
tributed in 474 binaries, compiled with either clang or gcc,
for various versions and optimization levels.

The best different parameter sets specific for each project
and the best averaged parameter set were previously found in
Section Ideally, we would like to re-use them in this
experiment on Dataset-1B. However, data leakage is a usual
issue when using parameters from one data set to another.
However, the performed parameter search is different from
hyperparameter search that can be applied on DL models, as
there is no learning in the QBinDiff algorithm, which means
no overfitting can occur. QBinDiff is before all an optimization
algorithm relying on Belief Propagation, which is a statistical
ML algorithm.

To demonstrate it, we perform a cross-validation on param-
eter sets: for each project p, we use its best corresponding



BinDiff  Diaphora3 QBinDiff-ppb QBinDiff-ppb QBinDiff-avb QBinDiff-avb GMN  Asm2vec PalmTree JTrans
(BinExport) (Quokka) (BinExport) (Quokka)
zlib libz.so.1.2.11 0.85 0.65 0.84 0.89 0.82 0.88 0.71 0.19 0.67 0.69
libssl.s0.3 0.81 0.64 0.85 0.85 0.83 0.86 0.56 0.17 0.63 0.67
openssl openssl 0.95 0.68 0.96 0.98 0.92 0.98 0.59 0.54 0.76 0.72
liberypto.so.3 0.76 0.78 0.63 0.80 0.67 0.82 0.58 0.01 0.55 0.46
nping 0.59 0.52 0.74 0.77 0.73 0.77 0.17 0.17 0.41 0.52
nmap ncat 0.73 0.58 0.86 0.92 0.86 0.92 0.24 0.17 0.56 0.67
nmap 0.8 0.8 0.73 0.82 0.73 0.82 0.66 0.10 0.61 0.43
clamav libclamav 0.58 0.46 0.77 0.81 0.76 0.81 0.43 0.10 0.51 0.53
curl 0.65 0.56 0.83 0.88 0.83 0.88 0.24 0.22 0.50 0.57
unrar 0.68 0.62 0.82 0.88 0.81 0.87 0.22 0.14 0.57 0.69
Averaged 0.74 0.63 0.80 0.86 0.80 0.86 0.44 0.18 0.58 0.60

TABLE V: fl-scores for different binaries and differs. ppb stands for per project best and avb for averaged best.

parameter set ppb computed on Dataset-1A to perform diffing
on Dataset-1B. For example, we use ppb-zlib to perform
diffing on other binaries from Dataset-1B. Cross-validation
results are available in Table with no significant fl-score
differences, meaning there is not artificial inflated f1-score, a
phenomenon that could happen with data leakage.

Diaphora results were obtained with its latest version,
without any decompiler features. GMN was trained with the
default hyperparameters of the available source code and
graph attributes (Bag-of-Words over the assembly instruction
mnemonics) [18]]. Because we cannot train GMN on Dataset-
1B as it is used for testing, we train GMN using Dataset-
1A. Once the embeddings are obtained, we compute matches
using the Hungarian Algorithm [15]. The same principle is
applied to train Asm2vec [3|], except the number of random
walks is set to 3. PalmTree [|16] and JTrans [30] are used
with their default parameters. QBinDiff is tested with the two
available binary exporters, BinExport [9] and Quokka [2] to
see which exporter performs the best. QBinDiff is using all the
available features at this date, and we test the two parameter
sets found on Dataset-1A, as explained in Section the
best parameter set per project, denoted as ppb and the best
averaged parameter set denoted as avb.

B. Results

F1-score results using main standard binaries are displayed
in Table |V| Several aspects can be highlighted:

o Using QBinDiff with Quokka is much more efficient than
using QBinDiff with BinExport, with a fl-score differ-
ence of 0.17 for 1ibcrypto with ppb. This advocates
for an increased use of Quokka. Such results can be
explained by the fact Quokka exports more information
(such as specific cross-references) that BinExport does
notE

o Diaphora exhibits lower fl-score results, compared to
BinDiff and QBinDiff, because it tends to privilege
precision over recall.

9See |ttps://blog.quarkslab.com/quokka-a- fast-and-accurate- binary-exporter.
htmlformoredetails.

o Binary similarity tools show lower scores than standard
differs. This can be explained by the fact that HA
cannot output a correct mapping if the similarity scores,
equivalent to cost, lie in the same range of values with
very little standard deviation, which is the case for these
trained models. However, PalmTree and JTrans almost
compete with Diaphora, with their enriched representa-
tions, compared to Asm2vec or GMN.

o There is very little difference in terms of f1-score between
results obtained when using ppb or avb. This means that
a QBinDiff user does not have to do the hyperparameter
search done in Section [[II-H and can simply take the best
averaged parameters found earlier to diff its own binaries.
Notice that for the libss.so.3 and
libcrypto.so.3 binaries, ppb configuration leads
to lower results than the avb one. Intuitively, it should
not be the case. In fact, if we had performed a complete
parameter search over all the parameters d, a, €, Srqtios
ppb should always produce better results. However, we
simply start from a default parameter set, denoted, ps and
make one parameter change at the time. Consequently,
ppb reflects the best parameter set for each parameter
dimension given a default parameter set. Then, it is
possible that avb outputs slightly better results than ppb.

We conclude that QBinDiff using BinExport and even better
Quokka, significantly outperforms the other differs and has a
fl-score of 12 points better than BinDiff.

V. DISCUSSIONS
A. Limitations

Initially, we assumed that disassemblies generated by tools
like IDA-Pro or Ghidra are accurate. However, these tools
may encounter challenges in producing correct disassemblies,
especially when faced with techniques like obfuscation or
unusual compiler optimizations. Overall, all tools are affected
by the limitation of relying solely on disassemblies.

Secondly, these diffing experiments only address one-to-
one matching, which may not be adequate for obfuscated
or optimized functions where a one-to-many approach would
be more appropriate. This issue is quite intricate, and only


https://blog.quarkslab.com/quokka-a-fast-and-accurate-binary-exporter.html for more details.
https://blog.quarkslab.com/quokka-a-fast-and-accurate-binary-exporter.html for more details.

a few solutions have been proposed by researchers, with
the effectiveness of these solutions are yet to be definitively
established [14].

Third, binaries compiled in -O1 up to -Os apply several
optimizations, in particular inlining, which may impact the
diffing evaluation as several functions are missing. Studying
inlining impact on binary diffing is still an unexplored research
area and only few research papers starts to focus it [[11f], [[12]].

B. Future work

Extending such a comparison study with cross-architecture
binaries seems to be a natural step for binary diffing analysis.

Similarly, adding more binary differs such as SAFE can help
to further analyze why binary similarity tools output lower
scores compared to binary differs.

VI. CONCLUSION

In this work, we presented QBinDiff and its core algorithm.
We performed an ablation study on its parameters and features
and detailed how each of them influences the diffing results.
Using the best average parameters, we established a compari-
son between standard differs and similarity-based diffing and
showed that QBinDiff significantly outperforms other differs,
especially when the Quokka exporter is used.
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Graph Representation and Feature Selection using
Sparse Coding and Dictionary Learning.
Application to clustering in Cybersecurity.

Barbara Pilastre, Tristan Bitard-Feildel

Abstract—In recent year, graph signal processing have received
an increasing interest in many fields and cybersecurity has not
escaped to this trend as complex cybersecurity data can often
be depicted as graph. This paper introduces GABAIN (Graph
leArning Based on spArse codINg), a new graph representation
method based on sparse coding. The method takes advantage of
sparse coding to perform similarity search and infers relation-
ships between sample data preserving the local structure of the
data. Additionally, the proposed method includes a dictionary
learning step with feature selection constraint via /> ; norm
regularization to identify informative features and offer some
explainability and data knowledge. We evaluate the proposed
method for clustering application in cybersecurity use cases and
demonstrate the competitiveness of the proposed method and the
efficiency of its feature selection option.

Index Terms—Similarity Graph Leaning, Sparse Coding, Dic-
tionary Learning, Clustering, Explainability.

I. INTRODUCTION

RAPH signal processing is an active area of research for

many applications such as anomaly detection, classifica-
tion or pattern recognition [1]], [2]]. Indeed, representing data as
graph can be very interesting to highlight some useful structure
for processing, analysis and visualization of the data. Formally,
the problem of data representation as graph is the following
: transform a dataset classically represented as matrix data
Y € RVXP with N observations of P variables or features
into a graph composed of nodes connected by edges.

Graph representation appears straightforward in various
application domains where relational data is available [3]]. As
example, it is quite classical to represent social media data
as graph in which users are represented as nodes and edges
describe relationships or interactions between them [4], [S].
In the same way in cybersecurity for intrusion detection [6],
system activity data is regularly represented as graph in which
system objects (Process, Thread or Files) are represented as
nodes and edges describe actions between them (creation,
reading, etc.). In other cases, the representation as graph is
not obvious. To address this drawback, numerous approaches,
referred as graph learning (GL), have been designed to infer
relationships between features (i.e., variables of the original
dataset are represented as nodes in the learned graph). They
are commonly based on statistical or physical motivated mod-
els and are useful for applications such as image encoding

Barbara Pilastre and Tristan Birtard Feildel are with Agence Ministerielle
de I'Intelligence Artificielle de Defense, French Ministry of Defense (MoD),
France.

and compression applications or brain signal analysis [7]]. In
contrast, clustering or outlier detection applications often infer
relationships between observations by exploiting data similar-
ity. Resulting graph, called similarity graph, is a directed and
weighted graph in which each node corresponds to a sample or
observation of the original dataset, and weighted edges connect
similar samples. For clustering task, for instance, the similarity
graph learning (SGL) strategy as data preproccessing step can
be interesting since the clustering can be performed on the
learned graph using efficient graph clustering or community
detection methods that not require the number of cluster to be
provided a priory. This paper introduces a new SGL method
based on sparse coding. The proposed method, inspired by the
works conducted in [8], [9], takes advantage of sparse coding
to detect similar data and capture the local structure of the
data.

Furthermore, explanability and data knowledge are impor-
tant issues in many field, especially in cybersecurity. Indeed,
cybersecurity analyst require to be provided with explana-
tions about system alerts or events that occurred to make
decisions fixing problems and preserving system performance
and functionality. Thus, although automatic processing can
be very helpful, especially to deal with large amounts of
data, it is important to make available model explanability to
understand how processing end result is reached and improve
data knowledge. To this end, a good strategy is to identify
informative features using feature selection techniques based
on sparse coding and dictionary learning [10], [L1]. Aware
of this, we augmented the GABAIN method with a selection
feature option using dictionary learning step via a f3; norm
regularization. Finally, the interest of the GABAIN method is
twofold : the similarity graph learning to represent original
matrix data as graph on one hand, and feature selection on
the other.

To sum-up, the main contributions of this paper are:

o A similarity graph learning preserving the local structure
of the data based on sparse coding.

o A feature selection using dictionary learning.

¢ An evaluation of the proposed method on clustering
problems in cybersecurity applications and a comparison
to the state-of-the-art approaches.

The paper is organized as follows. Similarity graph learning
methods and feature selection approaches are reviewed in
section 2. Section 3 details the proposed method and its
optimization. Experimental results from clustering problems
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in cybersecurity domain are compared to the state-of-the art
in section 4. Finally, conclusion and future works are given in
section 5.

II. RELATED WORKS
A. graph learning from data

Graph data representation is often very interesting since the
obtained data structure can improve processing, analysis and
visualization of the data. A generalized graph representation
method can represent a real challenge given the variety of
application domains. We distinguish two main strategies to
infer graph from data : graph learning (GL) [7]], which infer
relationships between features, and similarity graph learning
(SGL) [12]], which infer relationships between data samples.
This paper focus on SGL in order to investigate solutions for
clustering applications. As a results of SGL, each rows of
the original data matrix ¥ € RN*P s defined in the node
set of the estimated graph. Node connections by weighted
edges are given using a similarity function or distance metric.
Simple SGL methods build fully connected graph. The idea
is to use similarity function to compute similarity matrix and
infer a fully connected graph with weighted edges. Weights
correspond to the similarity measure of each pair of nodes.
The Gaussian kernel is one of the most used similarity function
[13] since it allows complex and non-linear relationships to be
captured and local structure of the data to be preserved. As
demonstrated in [[14] for clustering application, the Laplacian
kernel can be interesting. Popular SGL methods are based
on nearest neighbors approaches. A nearest-neighbor graph
(NNG) [13]] is a sparse graph in which nodes are connected
to its nearest neighbor, i.e., to the data sample of ¥ whose
similarity from it is maximum among all the given points
other than itself. An extension to the NNG is the k-NNG [16]
in which each node is connected to its k nearest neighbors,
meaning the k samples whose similarity is in the top-k highest
similarity from it. In the recent years, many variants of the K-
NNG have been proposed. Some of them are devoted to adjust
the k value [[17], [18]], [19], [20] and other defend the use of
other similarity function, especially the Gaussian similarity
function whose the parameter ¢ can be better tuned [21],
[22], [23]. Other well used SGL methods are sparse subspace
similarity graph building methods. These methods assume that
the data points close to each other can be expressed in the
data space through the linear combination of them [24]. These
approach based on sparse coding define an objective function
to exploit self-expressiveness of the data and develop strategies
to preserve local and global structure of the data [25] or to
make the sparse representation more discriminative [26].

B. Feature selection

Feature selection is one of the two main dimensionality
reduction strategies used to reduce the number of features
in a dataset. There are multiple benefit attached to reduction
dimension since it can solve problems of data sparsity in
high dimension (curse of dimensionality) [27]], scalability or
explainability. As mentioned, dimensionality reduction meth-
ods can be divided into two categories: feature extraction

(FE) and feature selection (FS) [10], [11]. FE is to find
a new lower-dimensional space than the original space and
project the original data in such new space. The new data
are described by features of the new space estimated by
linear or non-linear transformation. These techniques obtained
promising results on real-world data, especially the non-linear
transformation strategies[28]], but they raise difficult questions
about results interpretation since features of the new space,
computed from a mathematical optimization problem, are no
longer interpretable. Conversely, FS methods aims to identify
and select relevant features in the original space and eliminate
less informative ones. As original data have commonly be
extracted from operational process or physical measurements,
FS ensures an easier understanding and interpretation of the
results. FS approaches, which are, for the main part, based on
sparse coding are studied in this paper.

Traditional unsupervised FS algorithms aim to remove re-
dundant or irrelevant features from the dataset. The selected
features should preserve the overall data structure and prop-
erties and are more discriminatory with respect to a given
criteria than the removed features. Most FS algorithms can
be categorized into sparse coding or dictionary learning ap-
proaches. Each method formulates an objective function as an
optimization problem including a £ ;-norm regularization on
which the FS is based. The approaches based on sparse coding
select features by estimating a FS matrix which is sparse in
rows. It is the case of UDF [29] which proposes a linear
classifier based on sparse coding to exploit discriminatory
information of the data. NDFS [30] extends UDF [29] by
adding spectral clustering to exploit better these information.
Regularized models are also proposed to preserve structure
of the data. JELSR [31]] takes advantage of spectral regres-
sion and Laplacian matrix to preserve manifold of the data.
SRFS [32] preserves the local structure of features by sparse
regression and the global structure among samples and among
features using a low-rank constraint. LDSSL [33] adopts a
twofold strategy and proposes a sparse representation as linear
model that preserves both the local informative structure and
local geometric structure of the data.

The methods based on dictionary learning approaches try to
learn a basis matrix with feature selection and provide a new
data representation along with the elimination of uninformative
or redundant features. The DLUFS [34]] method uses a dictio-
nary learning approach with a low-rank constraint to obtain a
sparse representation of the data and eliminate uninformative
and redundant features. In CDLFS [35]], dictionary learning
aims to select the features that can well preserve the data distri-
bution. According to recent results, the DLUFS [34]] solution is
FS state-of-the-art. Unfortunately, the actual implementation of
the DLUFS method is not scalable and could not be applied to
the data of these experiments that can count hundreds samples.

III. THE GABAIN ALGORITHM

A. Notations

We summarize notations used in this paper in Table [T
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TABLE I: Used notations.

A scalars

v vector v

v; the 7th element of v
M matrix M

M7 the transpose of M

M1 the inverse of M

M (i,7) | the element in the ith row and jth column of M

[lv]lx the I1-norm of v, ie., ||v|1 = >, |vi]

([M|l1,1 | the iy,1-norm of M, ie., [M|l1,1 =3, [M(: j)l1
([M]l2,1 | the l2,1-norm of M, ie., [[M|l2,1 = 32, /32, M (3, 5)?
|M| F the Frobenius norm of M, ie., |[M||r = /3, ; M(i,5)?

B. Sparse Representation & Feature Selection

The main idea of the proposed sparse coding based graph
data representation is to express each of the /N data samples
of the data matrix Y € RV*? as a sparse linear combination
of the rest of the dataset. More precisely, we consider the
transpose matrix of Y, denoted as YT and a data-driven
dictionary D € RP*E (L < N) corresponding to a subset
of YT since D is composed of L atoms (i.e., columns)
drawn randomly from the data Y'7. This dictionary exploits
the self-expressiveness of the data to represent data samples
by the others. Using a sparsity constraint via a ¢; norm
regularization, the number of samples used in the represen-
tation is limited in order to promote similarity search. The
highest coefficients of the resulting sparse representation allow
pairs of similar data to be detected and edges of the graph
to be identified. Furthermore, in order to identify the more
relevant features, the GABAIN algorithm includes an optional
dictionary learning step. The idea is to divide the dictionary D
into two dictionaries, D; € RF*L and D, € RP*L, sparse
in rows such as D = D; + D,. This dictionary step aims
to identify and distinguish informative features which will
compose dictionary D from uninformative features which
will compose dictionary D5. This dictionary learning step is
performed via a suitable /5 ; norm regularization. Finally, The
proposed strategy decomposed the data as follows:

Y'=D,X,+D;X,+ B (D

where X; € RE*N is the sparse coefficient matrix cor-
responding to the representation of the data matrix Y in the
space of the dictionary D, Xo € RIXN is the coefficient
matrix corresponding to the representation of the data matrix
Y in the space of the dictionary Dy and B € RP*¥ is an
additive noise.

Thus, the GABAIN algorithm is to solve the following
problem:

min
X1,X2,D1,D2

X1,X5,D1,D; = arg
2)
+ A X 11,1 + B D2X 22,1
s.t. D = D1 + Dg.
where A and [ are regularization parameters that control

respectively the level of sparsity of X; and D3;X,. The
greater the value of A the less the number of non-zero value

in X and the greater the value of g the less the number of
non-zero rows in Dy X5 (i.e., the more the number of selected
features).

This strategy is inspired by similar successful works con-
ducted on anomaly detection [§]], [9]. Note that the model
integrates two constraints via ¢; and ¢ ; norm regularizations
: one for each objective. The ¢; regularization limits the
number of dictionary atoms (i.e., the number of samples). The
selected samples in the sparse representation can be used for
the graph construction by creating edges connecting the similar
samples. The /3 ; norm regularization limits the number of
available rows in D, i.e., the number of features of the
dataset that can be used to estimate D5 X, which can be
seen as the residual of the sparse representation. Through
this game of constraints, the features distribution between
the two dictionaries D and D» is mechanically conducted.
Indeed, since the ¢; norm constraints the X ; estimation and no
constraint affect the estimation of X 5, the informative features
will be automatically selected in ID; whereas uninformative
features will be selected in D,. Details about problem
iterative optimization and update equations of the different
variables at the kth iteration are provided in the next section.

C. Optimization
By adding the variable E, the problem (2)) can reformulated
as follow :

X1,X5,D,,D5,E = arg IY" - DX, - E|%

3)

min
X1,X2,D1,D2
+ A X111 + Bl E|2.1
st. D=D1+ Dy, E=DyX5.
and corresponds to an extension of [36]. the problem (3) can

be solved by the Alternative Direction Method of Multipliers
(ADMM) [37] by adding the auxiliary variable Z :

min
X1,X2,D1,D2

X1, X2, D1,D5,E, Z = arg

“4)
+ M Z]]1,1 + Bl E|l21

S.t.D:D1+D2, E:DQXQ, Z:X1

o)

and the constraint Z = X ;. Note that, contrary to Problem
@, the first and second terms of @I) are decoupled, which
allows an easier estimation of the matrix X ;. However, this
problem is not convex in all variables to estimate, but it is
convex in each variable by fixing the others. It can be solved
using the ADMM algorithm by minimizing the following

|Y? — D1 X, — DX %augmented Lagrangian:

1
LA(X1,E,Z ,M,p) = §||YT—D1X1 —E|% (6)
FAIZl1 + BIE]21 + M(Z - X1) + 5112 - X1

The update of each variable at the kth iteration is detailed
below.

YT - D1 X, - E|}
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Updating of X ;. X ; is update by minimizing the following
problem:

X5 — argmin YT — DYX, — E*|% (7)
X1

k
R AR RS PARS of
Simple algebra leads to:
T T
Xt = (DY DY+ 1)7H(DY RY + M + 4" Z%) (9)
where R* =Y — EF.

Updating of Z. The update equation of Z is obtained from:

ZM = argmin M| Z1.0 + M*(Z — X¥Y(9)
z
k
I
+ 5012 - Xi
Which can be simplified to:
1
ZM =argmin o |P = Z|[E +91 2] (10)

where P = X’f+1 — %Mk and v = 2. The solution to
this problem is given by the soft-threshodling operator:

ZH = 8,\(P) (11)
a—X if a> A\
with Sx(a) =< 0 if la| <A
a+ X if a<A

Updating of E. E is updated by solving the following
problem:

. 1
EM =argmin o[V - DIX " — B[} + 5| E|

2,1
(12)
which results in:
RN B R (D P S
7 0 otherwise

where Q = Y7 — DY X% and Q(i,:) is the ith row of
Q.

Simple algebra allows the variables X5, D5 to be inferred
from X, Z and E to respect constraints (3).

Updating of D->. The update of D5, using the updated
matrix F, is:

kil o kil | D) if E¥TY(i,5) >0
Dy (i,j) = Dy { 0 otherwise

(14)

Updating of D;. According to the constraint D = D +
D5, the update of Dy is given by:

DY = p - Di! (15)

Updating of Xs. According to the constraint £ = Dy X,
the update of X is given by:

X/2€+1 _ D12€+1[Ek+1]—1 (16)

The main stages of the ADMM-based algorithm are de-
scribed above to solve @)() and summarized in Algorithm [I]
Theoretical convergence properties of the ADMM algorithm
are details in [38)].

Algorithm 1 GABAIN ADDM-Based algorithm

Input: the transpose of the matrix of data Y7 € RFP*N,
the dictionary D € RF*L the scalars 3 and €, p = 1.1.
Initialization: k = 0, Z°, E°, M°, DY, D9, X3, 1°.
Repeat:

1) X’f‘H = argminy, EA(Xl,Zk,Ek,Mk,uk)

2) Z** = argmin, EA(X]fH, Z,Ek,Mk,,u’“)

3) Ek;f arg min cA(Igﬂf“, Z::, E, M"*, 1iF)

4) M= M4 k(28 - X

5 prtt = put

0B

7) D" =D — D

8 k=k+1
PEARD i)
Until: IXFE <e€

Output: X’f

D. Illustrative example

This section details the GABAIN algorithm for clustering
application through a simple example shown in Figure 2} As a
reminder, The GABAIN algorithm aims to represent any data
matrix as graph data preserving local structure of the data. In
addition it includes a FS option to offer data knowledge and
explainability. In the example of Figure 2] we consider a the
transpose of a data matrix noted Y© € R6*6. The first step
of the GABAIN algorithm is to draw dictionaries by splitting
the matrix Y7 into smaller dictionaries. In figure two
dictionaries are composed of three atoms each : samples 2, 6
and 1 compose columns of the first dictionary Di, and samples
3, 4, 5 compose columns of the second dictionary D?. The
second step of the GABAIN algorithm is to apply the ADMM-
based algorithm to each dictionary. In our example of figure
2l results reveal that features A,B and E have been selected
when the ADMM-based algorithm have been performed on the
dictionary D%, and features A,B and D have been selected
when the ADMM-based algorithm has been performed on
the dictionary Df. In the third step, the graph connections
or edges are deducted from the estimation of X7 and X %
obtained in step 2. Indeed, we assume that the highest values
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Fig. 2: GABAIN Algorithm

of sparse representation of each sample (i.e., highest values of
each column of X} and X7) highlight similarities which are
extracted to connect corresponding nodes by weighted edges
and build the graph as illustrated in figure 2] Note that self-
loop, i.e., edges that connect a node to itself, are not included
in the graph since they are not informative. Note that for each
dictionary, IV edges are identified, one per node. The dictio-
nary split allows more edges to be identified. Furthermore,
since the ADMM-based implies matrix inversion, the use of
smaller dictionaries allows an easier estimation. The number
of edges per node to select is an hyperparameter fix by user. In
our example, two dictionaries are drawn but only one edge per
node is selected : edges with the highest weight. In addition,
to promote stochasticity, the GABAIN algorithm can be apply
several times, denoted as epoch. Thus, more dictionaries are
drawn and more interesting similarities can be identified.

IV. EXPERIMENTS

A. Datasets

In these experiments, two cybersecurity use cases are stud-
ied. The first one is about facial expression recognition in the
images of the popular Yale face database. The second use case
is about android malware categorization. The corresponding
dataset, called APK, has been built from open-source Virus-
Total analysis reports of hundreds Android applications. The
main specifications of the two datasets are reported in Table[T]

Algorithm 2 GABAIN Algorithm for clustering applications

Input: the transpose of the matrix data Y7 e RP*N | the

scalars 8, number of edges C' and size of dictionaries L

.. . o T . N
1) Draw dictionaries by splitting Y~ into T

dictionaries composed of L atoms each.

2) Repeat Algorithm 1 for each dictionaries and construct
graphs.

3) Merge graphs returned by ADMM executions.

4) Select C edges per nodes.

5) Apply graph clustering algorithm.

random

Output: Labels of clusters, selected features

TABLE II: Characteristics of datasets.

Dataset  Samples  Features  Classes Category
Yale 165 1024 15 Image
APK 934 47 5 Android Application

B. Compared methods

The GABAIN algorithm has been evaluated for clustering
in two cybersecurity use-cases. Combined to Louvain commu-
nity detection method [39], the GABAIN approach has been
compared to three state-of-the-art similarity graph learning
methods : k-NNG, RBF similarity graph, Laplacian similarity
graph. In the same way as for GABAIN, this similarity graph
learning have been combined to Louvain community detection
to perform clustering. In addition, popular clustering methods
have been applied, such as the K-means algorithm since its the
most used clustering approach, and two clustering techniques
which have the benefit of not requiring the number of clusters
provided a priory, namely HDBSCAN [40] and OPTICS [41].
As mentioned before, the DLUFS [34] feature selection state-
of-the-art solution is not evaluated in this work since the actual
implementation is not scalable. The different methods are all
described in the following:

e K-NNG : Graph similarity method which connect each
node to its k nearest neighbors according to the euclidean
distance.

o AKNNGJ20] : A variant of K-NNG method that build the
adaptive k-nearest neighbors similarity graph (AKNNG)
by automatically adjusting k for different data points.

o MAKNNG/(20] : A robust version of the AKNNG solu-
tion.

e« RBF SGL : Graph similarity learning based on RBF
similarity matrix.

o Laplacian SGL Graph similarity learning based on
Laplacian similarity matrix.

¢ K-means: Centroid-based clustering method that mini-
mizes the average distance between data samples within
clusters.

« HDBSCAN: Hierarchical density-based clustering that
finds core samples of high density and expands clusters
from them.

o OPTICS: Density based clustering method that keeps
cluster hierarchy for a variable neighborhood radius.
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Methods Yale APK
K-means 0.90 £ 0.01 | 0.90 + 0.01
HDBSCAN 0.28 = 0.00 | 0.84 & 0.00
OPTICS 0.64 £ 0.00 | 0.84 + 0.00
k-NNG + Louvain 0.81 £ 0.01 | 0.88 + 0.00
RBF-SGL + Louvain 0.85 £ 0.01 | 0.90 & 0.00
Laplacian-SGL + Louvain | 0.83 £ 0.00 | 0.86 £ 0.01
AKNNG + Louvain 0.87 £ 0.00 | 0.22 4+ 0.00
MAKNNG + Louvain 0.90 £ 0.00 | 0.22 &+ 0.00
GABAIN + Louvain 0.93 + 0.00 | 0.90 + 0.00

TABLE III: Clustering Results (Adjusted Rand Score + std)

C. Evaluation measures

Two common measures used to evaluate clustering methods
are the Adjusted Rand Score (ARS) and the Normalized
Mutual Information (NMI), which can be computed by con-
sidering the clustering results, noted ¥, and the ground-truth,
noted y. These two metrics are particularly useful since label
correspondence between the clustering prediction and the
ground-truth is not required.

The Adjusted Rand Score (ARS) is a corrected version of
the rand index [42] which measures degree of overlapping
between two partitions. It was introduced to determine whether
two clustering results are similar to each other. The ARS can
be defined as follow:

ARS — RI — ExpectedRI

max(RI) — Expected RT
In the formula, the RI stands for the Rand Index. The ARS is
equal to 0 when samples are assigned into different clusters

and it equals to 1 when the two clusters results are the same.
The second evaluation metric is the NMI which is defined

as: R
21(y, y)

H(y) + H(y)

where H(.) is the entropy measure and I(y,9y) is the

mutual information of y and 4. The more the NMI is close
to 1, the better the clustering is.

NMI(y,y) =

D. Experimental setting

This section gives details about methods implementation
and use. Graph similarity based on k-NNG or GABAIN
have 20 or fewer edges per nodes since it represent a good
setting for these methods applied on these two datasets. The
HDBSCAN and OPTICS clustering algorithms have been
applied with default values. Regarding the K-means algorithm,
the number k of clusters has been set to the true number of
classes given by the ground-truth (see in Table [[I). Finally, the
GABAIN algorithm have been applied with the same value of
its hyperparameters for the two datasets : 8 = 12, L = %,
C =20, @ = 0.3. The NMI and ARS measures are computed
on 30 times running of each algorithms in two descriptive
statistical quantities, mean and standard deviation (std).

E. Experiment results

This section evaluates the proposed solution applied for
clustering in cybersecurity domain and compares it to state-
of-the-art methods. Comparison results based on ARS and

Methods Yale APK
K-means 049 + 0.2 0.80 + 0.01
HDBSCAN 0.12 +0.00 | 0.62 £+ 0.00
OPTICS 0.45 &£ 0.00 | 0.61 £ 0.00
k-NNG + Louvain 0.36 + 0.02 | 0.75 £ 0.03
RBF-SGL + Louvain 0.46 £ 0.04 | 0.79 &+ 0.00
Laplacian-SGL + Louvain | 0.43 4 0.02 | 0.74 £ 0.01
AKNNG + Louvain 0.48 + 0.01 | 0.00 £ 0.00
MAKNNG + Louvain 0.57 £0.01 | 0.00 & 0.00
GABAIN + Louvain 0.58 + 0.02 | 0.75 &+ 0.00

TABLE IV: Clustering Results (NMI =+ std)

(a) YALE

Fig. 3: Example of GABAIN feature selection. Yale sample
image with selected features marked by red pixels.

NMI are respectively reported in Table [II] and Table [IV]
The best results are marked by bold numbers and second-best
results are marked by underlined numbers. Quantitative results
demonstrate the interest of the SGL strategy combined with
graph clustering, especially the GABAIN solution. Indeed,
SGL approaches combined to Louvain clustering outperforms
the HDBSCAN and OPTICS clustering and are competitive
with the famous K-means clustering bu returning the best
or second-best clustering for the two use-cases. In addition,
note that the K-means method depends on the number of
clusters provided a priory which is not the case of the Louvain
method. Thus, since the SGL allows the use of efficient graph
clustering methods, it seems more suitable in many real-world
applications where the number of cluster is unknown. Beyond
its great clustering performances, the GABAIN algorithm in-
cludes an efficient feature selection option which can represent
an important advantage compared to the state-of-the-art. The
obtained feature selection on the Yale dataset is displayed in
figure 3] In this use-case about face expression recognition, the
GABAIN method selects features (red pixels) corresponding
to relevant face areas such as forehead face or cheekbones on
which some specific wrinkles allow emotions to be detected.
Regarding the APK dataset, the feature selection is not so
visual but is also significant. Indeed, the GABAIN method
applied on the APK dataset returns 22 features identified as
informative, which is less than the half of the number of
features in this dataset. Among the selected features the ones
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relative to the permissions required by the android application
can be found. Note that unexpected permissions required
by android applications often represent an evidence of the
presence of malware. Conversely, features such as the number
of called libraries or the number of files in the application
code source were not selected. This feature selection appeared
as logical results to cybersecurity experts, confirming the
efficiency of the GABAIN feature selection.

V. CONCLUSION

This paper investigates a new similarity graph learning
method based on sparse coding. The proposed GABAIN algo-
rithm identifies similarities between sample data and represent
any matrix of data as a graph preserving the local structure of
the data. In addition, the GABAIN method includes a selection
feature option based on dictionary learning that can offer
some explainability and data knowledge. The approach was
combined to the Louvain community detection and evaluated
for clustering in cybersecurity applications. The experiments
results demonstrate the interest of the GABAIN strategy
combined with community detection for clustering task, es-
pecially if limited knowledge on the data is available and
the number of cluster is unknown. Then, the results showed
the efficiency of its feature selection strategy which returns
relevant features and improves user introspective insight into
its data and facilitate clustering explainability. For future work,
the interest of the GABAIN strategy for other application such
as anomaly detection deserves to be investigated. Then, it
could be interesting to quantify features importance of the
selected features.
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Abstract—An exploration of a Transformer’s behavior is pro-
posed in the context of multi-target tracking. We investigate
the behavior properties of the state predictions made by the
Transformer-based method through sensitivity analysis. The
experiments focus on varying kinematic parameters, clutter
density, and number of objects. The Transformer-based method
demonstrates consistent accuracy on the training domain and
generalization capability relative to clutter density. The results
show that the Transformer Tracker outperforms the Kalman
Filter and Extended Kalman Filter in terms of overall accuracy.
Moreover, it is capable of adapting to the training data, building
data knowledge to improve prediction accuracy. The experiments
highlight insufficient generalization on the number of objects.
They also provide preliminary insight into the system’s explain-
ability. Finally, we discuss potential limitations and identify future
research directions.

Index Terms—State Estimation, Multi-target Tracking, Data
Association, Attention Mechanism, Transformer, Kalman Filter

I. INTRODUCTION

Air defense is facing increasingly complex scenarios. In
fact, the challenges are growing in these theaters of op-
eration with the increasing diversity of threats, ranging in
size from different orders of magnitude, and which may be
hypersonic, highly maneuverable, stealthy, and autonomous.
Moreover, these threats are becoming more numerous and tend
to work collaboratively. In a high-intensity conflict, control of
the airspace provides enhanced intelligence capabilities and
freedom of action for air, naval, and ground forces and assets,
while limiting those of opposing forces [1]. Air defense aims
to reduce the effectiveness of hostile airborne operations, such
as reconnaissance and electronic warfare platforms, troop and
material transport, fighters, bombers, conventional or nuclear
missiles, in order to protect armed forces, civilians, military
infrastructures, sensitive and high-value industry assets. It
consists of detection, command, and control systems, as well
as the means deployed to counter these threats: operational
readiness, air interception, jamming, active air and missile
defense. Therefore, these systems need to be upgraded accord-
ingly to the complexity of emerging threats and air defense
scenarios.

This work was supported by the French Defense Innovation Agency (AID)
and Thales Land and Air Systems.

The state of an airspace is assessed using methods to detect
and identify the various objects within it, while monitoring and
tracking them by determining their kinematics with tracking
techniques [2]. This also enables predicting the future state
of this airspace. A major challenge lies in associating the
available data from various sensors with previously deter-
mined kinematics. Managing the detection and tracking of
multiple objects in an electromagnetically dense environment
complicates the task, leading to false or missed detections.
While some methods can associate this data based on speci-
fied criteria [3], their complexity often hinders the real-time
processing constraint. Additionally, these methods may require
information about the environment or objects that is often
limited or unavailable [2]. Once the data association task is
completed, techniques like Kalman Filters (KF) [4] are used to
update the motion properties of the tracked objects. However,
these methods are limited by assumptions about the kinematic
models, which may not accurately reflect reality, posing a
challenge for more complex movements such as those of
maneuvering or hypersonic objects.

Recent methods based on Artificial Intelligence (Al), and in
particular works emphasizing the use of deep learning, have
attempted to overcome the limitations of non-Al methods,
in order to perform data association, such as for the travel-
ing salesman problem [5], [6] or the multi-object tracking
problem [7]. These techniques are based on the use of an
encoder-decoder architecture for sequence-to-sequence pre-
diction. Other solutions [8]-[13] focus on improving certain
elements or replacing the object kinematics update methods
entirely, in order to overcome their weaknesses. These include
reduced algorithmic complexity, more flexible and adaptable
algorithms through the ability to learn properties of the envi-
ronment and tracked objects through supervised model train-
ing. Finally, the attention mechanism used in Transformers
[14] enables input data to be processed independently of the
input sequence order, which is a limitation with sequential
methods such as recurrent networks.

In this paper, we investigate a Transformer-based approach
that aims to simultaneously address data association and state
estimation [15], by adapting the architecture of the Trans-
former for the multi-target tracking problem. This work com-
pares the proposed method with Kalman Filters, and studies



its performance under varying scenario parameters, such as
clutter density, the number of objects, or their kinematics.

Transformers

The attention mechanism is the core process involved in
Transformers. It enables the model to selectively focus on rel-
evant information, while simultaneously considering the input
elements. Thus it is permutation invariant and is capable of
handling long-range dependencies. The attention mechanism
computes attention scores that highlight the importance of
different context elements. The attention scores are based on
the compatibility between the input elements, the queries @),
and the context elements, the keys K. They are used to weigh
the values V' of the keys to compute the context of each query
relative to the keys. This is similar to searching for a query in
a database, with the queries being the elements of (), and the
database represented by K and V.

The attention mechanism can be applied simultaneously
across Npeqds Multiple attention heads, unlocking the ability
to focus on different aspects of the inputs, and therefore
consequently weigh the context depending on the aspects that
are learned during learning.

The Transformer follows an encoder-decoder architecture.
The encoder is a stack of IV encoder blocks which are the suc-
cession of a multi-head self-attention layer and a FeedForward
Network (FFN) layer. The decoder is a stack of M decoder
blocks, which are the succession of a multi-head self-attention
layer, a multi-head cross-attention layer, and an FFN layer. In
addition, each layer has a residual connection, which allows
better propagation of the gradient and information through the
neural network.

II. TRANSFORMER-BASED TRACKER

The following approach proposes to estimate the kinematics
of the potential objects present in a spatial and temporal
observation window, using single-sensor measurements.

A. Architecture

The approach is based on the Transformer architecture,
which is suitable for approximating sequence-to-sequence
functions. Thus, it comes down to a translation problem, where
the input data represented in the “measurement language” of
the sensor, are summarized into a “state language”, which de-
scribes the characteristics of each detected object. In addition,
we assume that a single common input token format for the
data reduces the complexity of the system, making it less
challenging to design, test, update, and maintain than more
conventional tracking methods. The work presented in [15]
aims at adapting this architecture for the multi-target tracking
problem, as shown in Fig. 1.

The input data is transformed by affine transformations into
the latent space, both in encoder and decoder, and are learned
through training. Similarly, the output of the decoder passes
from the latent space to the output space through a final affine
transformation.
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Fig. 1. Illustration of the Transformer architecture applied for multi-target
tracking.

The encoder input I;.,, of the Transformer, i.e. the input
data, is composed of m measurements, which correspond to
measurements occurring within a fixed time window and gen-
erated by a sensor, with I; = [t;, 27", y™c"], j € [1..m],
where t; is the measurement time, w;neas is the measured
position on the x-axis, and y7"“** is the measured position on
the y-axis.

The decoder output O;.541, i.e. the “prediction” is com-
posed of k states and the end state, indicating the end of the
decoding process such as the end token in Natural Language
Processing (NLP), and which all variables are equal to vale,q.
O1.x corresponds to the k current state estimat;:s of the cor-
responding objects, with O; = [, Yi, Vg, Vyi, 05], © € [1..k],
where z; is the estimated x-axis position, y; is the estimated
y-axis position, v,; is the estimated x-axis speed, vy; is the
estimated y-axis speed, and 6, is the estimated turn rate. We
extend these notations to the end state Op.y1.

The input data are encoded to a better representation through
learning in the encoder part. The prediction is then processed
in the decoder part, according to the previous predictions and



the representation of the encoded input data. The previous
predictions are provided through the decoder input Oy.;, which
is a shifted view of the prediction O;.;1. Indeed, predicting
the i-th prediction token will make the Transformer attend
the ¢ previous tokens Og._1, with Oy corresponding to a
token indicating the start of the decoding process, such as
the start token in NLP, and which all variables are equal to
valstqrt. This enable using parallelism instead of sequentially
computing each prediction tokens, which speeds up the learn-
ing process. This requires to prevent each prediction token
to attend the previous ones, by putting their corresponding
attention compatibility score to 0. However, this parallelism
trick is applied during training only, otherwise autoregressive
inference has to be performed.

The current states estimates Si., are derived from Oj.p
following (1), with S; = [xi,yi,vi,@,éi], i € [1..k], where
v; is the estimated speed norm, and 6; is the estimated
orientation, i.e. the object’s heading. These state estimates Sy
are used to predict the future kinematics of objects.
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The loss function used to train the model is set as
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III. EXPERIMENTS
A. Dataset

The training and validation datasets are constructed from
simulations. They consist in generating measurements from
a sensor that attempts to measure the characteristics of the
objects present in specific spatial and temporal observation
windows. The input data is composed of these measurements,
while the ground truth, i.e. the Transformer expected output, is
composed of the characteristics of the objects we try to predict.
We distinguish 2 training datasets: the first one without clutter
and the second one including clutter.

The following units, such as time, positions, speeds, turn
rates, noises, and error metrics, are arbitrary units. Indeed,
they can be considered as real values that have been rescaled
for speeding up the learning process.

The training datasets are composed of 1,4y air situation
instances, where an instance describes up to nigrgets Objects.
Each object has a constant speed norm and a constant turn rate.
However, turn rate transitions are possible in a measurement
time window, i.e. an instantaneous turn rate change drawn
from the same initial turn rate distribution, in order to provide
tracking capability for highly maneuvering targets and trajec-
tory changes. Since disabling transition on the extreme parts
of the trajectory improves the learning process, a transition can
occur only at a time tirans € [ttrans,mins ttrans,mag)- INitial
positions are uniformly drawn in [—poSmaz, POSmaz] ON all
axes, speeds in [Unin, Umaz|, initial orientations in [—m, 7],
and turn rates in [—6pqz, émam]. The value of poS,,qz 1S
determined so that each object is located within a fixed limit
range rangem,q, at all times, considering the maximum speed
Umaz and the maximum duration 7" of the time window.

Sensor measurements are generated by adding a zero mean
Gaussian noise A/ (0, 02) to the actual positions of the objects
at each fixed timestep At in a time window of duration 7. It is
assumed that there are no false detections for the first training
dataset. In the second training dataset, at each timestep,
clutter is generated by uniformly drawing and adding up to
Nelutter POSitions located in a spatial squared window of length
2 dist.ytter centered on the object real position. In addition,
additional clutter is uniformly drawn with up to ncpytter
positions located in the acceptable space, i.e. having the x-axis
and y-axis positions in [—rangemaz, 7aNGEmaz]- This enables
correlated and uncorrelated false detections, as well as in-
creasing the robustness to various clutter locations. Concerning
sequence generation and formatting, the start value, end value,
and padding value are set relatively to range,, .., respectively
Valstare = —1.57rangemaz, Valeng = 1l.5rangem,mq. and
Valpad = 2rangemaz.

In this work, nypqin = 320K, Niargets = 5, tirans,min and
tirans,mae are respectively equal to 0.12 and 0.28, vy, = 0.4
and vynae = 2.0, Opmas is taken equal to 7.85 which represents
a half turn in 10 timesteps, with At = 0.04. The maximum
duration of a time window is 7" = 0.36, rangeqa: = 4.0,
DPOSmaz = 3.28, valsart = —6.0, valeng = 6.0, and valyeq =
8.0. Concerning noise and clutter parameters, ¢ = (0.0133,
Nelutter = 2, and distcyster = 0.2.

B. Transformer Tracker

The Transformer-based state estimation method is described
in section II. The parameters selected for the experiments are
an embedded latent dimension d,,,,q4.; = 64, hidden dimension
of FEN dj;qden. = 256, FFN activation function = GELU,
number of attention heads npeqqs = 4, no dropout, number of
encoder blocks N = 4, number of decoder blocks M = 4.

The selected training parameters for the Transformer-based
method are a batch size of 512, with 50 epochs, a gradient
clipping of 1.0, the Adam optimizer [16] with no weight decay
and (31, B2) = (0.9,0.99), a OneCycleLR scheduler [17] with
sinusoidal annealing strategy: an initial learning rate of Se-8,
a final learning rate of le-6, a maximum learning rate of 8e-4,



TABLE I
ABSOLUTE ERRORS ON POSITIONS PREDICTED | TIMESTEP FORWARD
USING KALMAN FILTER, EKF, AND THE TRANSFORMER TRACKER.

Straight Line Constant Turn

Tracking Method

Mean Median Mean Median

Kalman Filter 0.0180  0.0155 0.0386  0.0327
EKF 0.0175  0.0148  0.0243  0.0221
Transformer Tracker  0.0228  0.0206  0.0226  0.0200

and warm-up proportion of 0.2. The selected architecture has
a total of 465,349 parameters.

The loss parameters in eq. 2 are: Apos = 1.0, Agpqg = 0.5,
Ag = 0.25, Aeng = 0.1

C. Results

The results presented in Table I are the mean and median
absolute errors of the estimated position at one time step after
the last measurement of an object making either a constant
turn or going in a straight line. The estimations are made
with the proposed method, a Kalman Filter with a constant
velocity model, and an Extended Kalman Filter (EKF) with a
constant turn model. Both Kalman Filter and EKF have their
noise matrices chosen such as using the exact measurement
noise level o. First, this shows the Kalman Filter and the
Transformer-based tracker are performing worse than the EKF
in a straight line. In this case, the Kalman Filter kinematics
model matches the real object kinematics, while the EKF
and the Transformer Tracker are more prone to deviate from
ground truth because of noise. Depending on the noise, the
more probable trajectory given the measurements could be
a constant turn rather than a straight line, which is allowed
by the EKF and the Transformer Tracker kinematics models.
However, the Kalman Filter and EKF are tuned for better
overall performances on constant turn, which makes the EKF
still better than the Kalman Filter in the straight line case. In
addition, the Transformer Tracker is performing worse than the
other filters, which may be explained by the initialisation of
the Kalman Filter and the EKF, which is based on the ground
truth, i.e. an "oracle”. In practice, the ground truth is unknown
but the results are chosen to use this initialisation scheme
to compare the Transformer Tracker with strong baselines.
Moreover, in a constant turn case, the Transformer Tracker
is performing better than the EKF and the Kalman Filter. In
this case, the non-linear kinematics of the object makes the
accuracy of the Kalman Filter way worse than EKF, which
has a non-linear kinematic model. Finally, in the case of a
kinematics transition, such as a sharp change in the turn rate,
the difference in accuracy between the Transformer Tracker
and EKF is greater, demonstrating the better reactivity of our
method in the event of kinematic change. This can be observed
in Fig. 2, which illustrates an example of a trajectory of an
object performing two successive constant-turn.

The mean absolute errors on the next timestep position
seems to be independant on the position of the object, as
shown in Fig. 3 and Table II. The differences in the errors are
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Fig. 2. Trajectory of a target performing two successive constant turn, with the
Kalman filter, EKF, and the Transformer Tracker corresponding predictions.
Gray dotted line and dots respectively represent the object trajectory and
corresponding sensor measurements, colored dots represent the predicted
positions at each time step, and colored x’s represent positions predicted 1
timestep forward.

0.030
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0.015

0.000

Fig. 3. Mean absolute errors on position predicted 1 timestep forward
using the Transformer Tracker, depending on target position. E7707,yn and
Errormaq respectively represent the minimum and maximum error in the
position grid.

due to aleatoric uncertainty of the sampling, decreasing when
the number of samples increases. Thus, our method shows
consistent results when varying position variables.

This mean absolute errors on the next timestep position
slightly increases when the speed of the object is increasing,
as shown in Table III. It also seems to be consistent when
the turn rate is changing, as shown in Table IV, although
there is a slight increase for the highest turn rate category.
The error associated with turn rates near zero is influenced by
samples containing only 2 measurements, where the turn rate
is set to zero to enhance the learning process. As demonstrated
later, the mean error for samples with only 2 measurements is



TABLE II
MEAN ABSOLUTE ERRORS ON POSITION PREDICTED 1 TIMESTEP
FORWARD USING THE TRANSFORMER TRACKER, DEPENDING ON TARGET

TABLE IV
MEAN ABSOLUTE ERRORS ON POSITION PREDICTED | TIMESTEP
FORWARD USING THE TRANSFORMER TRACKER, DEPENDING ON TARGET

RANGE r FROM WINDOW CENTER POSITION. TURN RATE 6.
r [0.0,1.0] [1.0,2.0] [2.0,3.0] [3.0,4.0] [40,50] [5.0,6.0] 0 [0.0,1.3] [1.3,26] [26,39] [3.9,52] [52,65] [6.5,7.9]
Error 0.0225 0.0230 0.0229 0.0228 0.0229 0.0222 Error  0.0264* 0.0216 0.0216 0.0214 0.0213 0.0222
*0.0217 when discarding cases with only 2 measurements.
TABLE III

MEAN ABSOLUTE ERRORS ON POSITION PREDICTED 1 TIMESTEP
FORWARD USING THE TRANSFORMER TRACKER, DEPENDING ON TARGET

SPEED v.
v [04,075 [075 1.0 [1.0,125 [1.25,15] [1.5 175 [1.75, 2.0]
Error  0.0211 0.0222 0.0227 0.0234 0.0236 0.0241

higher than that for samples with more than 2 measurements.
Consequently, these samples are mainly concentrated in the
lower turn rate category, which overall increases the mean
error. When discarding the samples with only 2 measurements,
the mean error of the lowest turn rate category reduces to the
error level of the other categories.

The impact of a turn rate transition on the mean absolute
error of the following timestep position is presented in Ta-
ble V. It shows that the error remains consistent whether or
not there is a transition, and if there is a transition wherever
it occurs. A marginal increase in the error can be observed
when the transition occurs lately in the trajectory. In this
scenario, the decreasing number of measurements available
to estimate the new turn rate is reduced compared to the total
measurements. Moreover, late transitions only appear in the
case of trajectories with the highest number of measurements,
and as seen in Fig. 5, also those with the best accuracy, which
may then have an impact on the prediction accuracy.

As mentioned previously, Fig. 5 illustrates the mean abso-
lute error of the following timestep position prediction of the
Transformer Tracker, and it shows that increasing the number
of measurements globally enhances the prediction accuracy.
However, we still observe a slight decrease in accuracy for
higher number of measurements, which is due to transitions
that can occur more lately. In addition, the data generation
process decreases the proportion of trajectories with no tran-
sition when increasing the number of measurements, further
amplifying the phenomenon. The results of the proposed
method are compared with the mean absolute error of a linear
regression in the case of a zero turn rate. The linear regression
expected mean error is described in (4). This shows the impact
of the space dimension D of the problem, the noise level o,
the prediction time t,.,,, Which increase the expected mean
absolute error when increased, while increasing the number of
measurements m decreases this error.

D+1
r 5 ) 32
t -t
Vi N = S Ly e
(2 me ity (b= 1)
2

TABLE V
MEAN ABSOLUTE ERRORS ON POSITION PREDICTED | TIMESTEP
FORWARD USING THE TRANSFORMER TRACKER, DEPENDING ON TIME
ttrans WHERE TURN RATE TRANSITION OCCUR.

no transition

0.0228

[0.12, 0.16]
0.0227

[0.16, 0.2]
0.0228

[0.2, 0.24]
0.0230

[0.24, 0.28]
0.0231

ttrans

Error

where D = 2 is the space dimension, and t,.,, the time at
which the prediction is made, here it is one timestep after the
last measurement.

The linear regression error effectively decreases as the
number of measurements increases, and it is globally lower
than the Transformer Tracker error. This may be due to the
more complex non-linear regression, with more degrees of
freedom, that the Transformer Tracker has to perform in the
case of a turn or during a transition. In addition, the error of
the Transformer Tracker is lower than the linear regression
for only 2 measurements. After further investigations, this is
explained by the knowledge of our system, acquired during
training, of the object’s possible kinematics. In particular, this
reduces regression errors due to highly noisy samples, which
can be identified as highly unlikely, so that their processing
can be adapted accordingly, improving overall accuracy. This
difference fades as the number of measurements increases, i.e.
as the effect of aleatoric uncertainty decreases.

The Transformer Tracker trained with up to 2 clutter mea-
surements per timestep shows robustness and generalization
capabilities, as shown in Fig. 6. An example trajectory is
also illustrated in Fig. 4. The proposed method succeeds
in scaling its accuracy relative to clutter, even up to 10
clutter measurements per timestep. In addition, it maintains
its enhanced accuracy compared to Kalman Filter and EKF
with the use of a Probabilistic Data Association Filter (PDAF)
[18] in the presence of various levels of clutter. Finally, as
already mentioned, the initialisation of Kalman Filter, EKF,
and PDAF is based on the ground truth, which gives additional
information that are unknown in practice. This highlights the
performance of our method that still surpasses the Kalman
Filter and EKF with PDAF.

The Transformer Tracker simultaneously performs data
association and state estimation, making its inference time
dependent only on the number of measurements and pre-
dicted states, resulting in quadratic complexity. This allows for
parallelization and GPU acceleration, as shown in Table VI,
where the inference times for single-object trajectories of the
Transformer Tracker are comparable to those of EKF with
PDAF. However, on a CPU, our method is generally slower
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Fig. 5. Mean absolute errors on position predicted 1 timestep forward using
the Transformer Tracker and a linear regression, depending on number of
measurements. For the linear regression, only straight line trajectories (6 = 0)
are considered.

than EKF with PDAF, and becomes impractical with a large
number of measurements. Additionally, when using EKF with
PDAF, inference time increases with longer time windows due
to more EKF updates and PDAF steps. While methods like
Joint-PDAF offer finer associations, they suffer from factorial
complexity, which our method overcomes with its quadratic
scaling.

The Transformer-based tracker multi-target capability is
shown in Fig. 7. Moreover, the generalisation on the number
of objects is investigated in Fig. 8. More details about this
behavior are given in the Appendix. It shows that the Trans-
former Tracker succeeds in predicting the correct number of
objects on the training range, i.e. up to 5 objects, and the
performance start decreasing after this threshold, to the point
where there are almost no good predictions at 8 objects and
above. This inability to generalize on the number of objects
may be because the Transformer overfits on the maximum

—— Kalman Filter
— EKF
0.10 Transformer Tracker
0.08
g
w 0.06
=
©
(9]
=
0.04 4
0.02
0.00

T T T T T

0 2 4 6 8 10
Maximum clutter measurements per timestep

Fig. 6. Mean absolute errors on positions predicted 1 timestep forward using
Kalman Filter with PDAF, EKF with PDAF, and the Transformer Tracker,
depending on the maximum number of clutter measurements per timestep.

TABLE VI
MEAN INFERENCE TIMES FOR SINGLE-TARGET TRAJECTORIES,
DEPENDING ON NUMBER OF MEASUREMENTS, TRAJECTORY DURATION,
AND DEVICE, USING THE EKF WITH PDAF AND THE TRANSFORMER
TRACKER.

Number of measurements

Tracking Method

10 100 1,000 5,000
EKF with PDAF (T = 0.36)! 9.6ms 120 ms 334 ms 121 ms
EKF with PDAF (T = 3.96)! — 93.8 ms 118 ms 218 ms
Transformer Tracker! 122 ms 159 ms 230 ms 5710 ms
Transformer Tracker (GPU)? 163 ms 164 ms 21.4 ms 141 ms

T One core of an Intel i7-9850H CPU.
2 Nvidia GeForce GTX 1080 8GB GPU.

number of measurements which are proportional to the number
of objects here, or/and overfits on the number of predicted
states which correspond to the number of objects and the end
token. This behavior matches the Transformers behavior for
NLP applications [19].
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Fig. 8. Number of objects prediction accuracy of the Transformer Tracker,
when it is trained with up to 5 objects in an air picture.

Finally, we investigate how the information is used by
the Transformer Tracker to make the prediction. We use the
attention rollout method [20] to output how the input tokens,
i.e. the measurements, and the already estimated states are
propagating the information to new state estimates, as shown
in Fig. 9. The attention rollout propagates the attention weights
to determine a unique attention map that represents how much
the Transformer is paying attention to its encoder and decoder
inputs, i.e. the measurements and previously predicted states.
This is applied to an example trajectory, without clutter. For
visibility purposes, the measurements are ordered in ascending
time for each object, which are arranged in ascending order
of position on the x-axis, to match the output order. Thus,
the first measurements correspond to the first target, the next
measurements to the second, and so on. For each object, i.e. its
corresponding state, the Transformer Tracker seems to mainly

Decoder Attention Rollout

State 0
State 1
State 2
State 3
State 4
<end>

Prediction

ONAM Y0 0A Do QTR TRLL QRN T VNNV S NI DN

Measurements

Fig. 9. Transformer Tracker decoder attention rollout for measurements and
corresponding predictions of an air picture of duration 6A¢ with 5 objects
of various kinematics. Each row corresponds to a state estimation, where
the intensity of its cells represents "how much” the measurements and the
previous predictions are involved in the state estimation, i.e. how much the
Transformer is paying attention to them during the prediction for this specific
state estimation.

pay attention to measurements of this object, with a particular
emphasis on the most recent ones.

IV. CONCLUSIONS AND FUTURE WORK

In this work, we performed an exploratory analysis of the
behavior of a Transformer applied to multi-target tracking
under various kinematics parameters, clutter density, and num-
ber of objects. The evaluation was conducted in a simulated
environment and aimed to assess the accuracy and consistency
of the Transformer-based tracker method. The method was
compared with the Kalman Filter and Extended Kalman Filter
with adapted process and noise covariance matrices. It showed
better state estimation in the general case, coming from better
reactivity and knowledge building from learning data. This last
behavior proves the Transformer Tracker yield better predic-
tion capability than more general models. However, the results
show a lack of generalization capability on the number of
objects. Finally, the attention mechanism provides preliminary
insight into the system’s explainability. The reported findings
provide valuable insights into the efficiency and adaptability of
Transformer-based tracking methods in dynamic object motion
estimation scenarios, performing object detection and state
estimation simultaneously.

As a consequence, interesting future research directions in-
clude testing the Transformer-based tracking method for more
realistic and complex target tracking scenarios. In particular,
objects with kinematics of different order of magnitude such
as speed or maneuverability could represent a great challenge
for the Transformer Tracker. The lack of generalization on the
number of objects raises valuable directions for research that
can also be relevant to other fields, such as in natural language
processing. Additional exploration could be conducted relating
to multi-target tracking capability such as in crowded air situa-
tions, crossing trajectories, swarming, as well as using multiple
sensors. Track management also needs to be investigated and
tested for dynamic simulations, such as asynchronous track
creation and deletion. Finally, the attention mechanism could
be further exploited, in particular by transposing techniques
used in natural language processing and computer vision for
more convincing explainability and explicability results.
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Abstract — Future aircraft systems must adapt to the
unknowns of their environment. During a mission, a drone
swarm must adapt its flight formation. Each drone must reach
its set position as fast as possible while keeping his front sensor
in the same direction as the swarm. Moreover, the computation
must be done on board and is called at a high frequency. The
control algorithm of the drone must ensure complete reliability
of the aircraft system.

We developed a Deep Reinforcement Learning based control
algorithm that outperforms baseline algorithms. Using neural
networks in critical systems has many flaws that we were able to
overcome thanks to a precise methodology:

e Explainability: addressed through global and local
analyses. The use of the discretized neural network
allows a drone operator to validate the decision-
making process. The drone operator does not need to
be an Al expert.

e  Consistency: addressed with a supervisory algorithm.
It ensures convergence to the set position while using
the trained Neural Network only when it leads to
better performances. It uses an allocation algorithm
and safeguards.

e  Generalization: addressed with optimal training
scenarios. Adaptation capabilities checked by testing
on test scenarios.

Keywords — Deep Reinforcement Learning, Reliability,

Explainability, Consistency, Generalization, Swarm, UAV,
Control, Critical System
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. INTRODUCTION

Reinforcement Learning (RL) is a machine learning
method that helps an agent optimize its actions within a given
environment to maximize its cumulative reward. The agent
learns through trials and errors by interacting with its
environment. RL has gained considerable interest in the early
21st century, especially in automation [1]. More recently, deep
neural networks have been employed to address complex
nonlinear challenges, such as excelling at Atari games [2] and
mastering the board game of Go [3].

Deep Reinforcement Learning (DRL) is a subfield of
Reinforcement Learning (RL) that combines the principles of
RL with deep neural networks. In traditional RL, the agent's
policy, which maps observations to actions, is typically
represented using tabular methods or simple function
approximators. DRL allows the agent to learn more complex
and abstract representations of its environment, enabling it to
tackle intricate problems and high dimensional continuous
spaces. For instance, DRL has been used in [4] for assets
swarm coordination for collaborative combat and has shown
promising results. Control of drone fleets is a challenging task
that can greatly benefit from the power of DRL technology.

However, using deep neural networks comes with
drawbacks, primarily due to their intricate and nonlinear
opaque architectures [5, 6]. Additionally, the Reinforcement
Learning training process brings distinct challenges.

Explainability: The decision-making logic of a neural
network is inherently difficult to interpret. Although some
research suggests methods for analysis—like examining
neuron activation or the relevance of individual features, and
conducting semantic assessments of Deep Neural Networks
(DNN) [6]—these approaches are labor-intensive and require
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deep expertise in Deep Learning. Additionally, it is possible
to perform both global and local analyses to dissect a neural
network's decision-making process. Employing a surrogate
model with a simpler architecture can also provide valuable
insights, facilitating easier analysis and explanation of the
neural network's behavior [7].

Consistency: The inconsistency of deep neural networks
is a notable concern; minor input variations can lead to
significant errors [8]. This vulnerability extends to networks
trained via reinforcement learning for tasks requiring
continuous control, pertinent to our study [10]. To mitigate
this issue, methods such as data augmentation and introducing
perturbations during training are commonly employed.
Additionally, using adversarial networks that deliberately
disrupt inputs and stability training techniques can further
enhance the robustness of these systems [9]. As input
disturbance are likely in real world applications, raw Deep
Neural Networks cannot be used in critical systems.

Generalization: The ability of neural networks trained
with Reinforcement Learning algorithms to adapt to new
environments is limited. Introducing a test environment can
help evaluate a network’'s generalization abilities [11].
Methods like data augmentation and L2 regularization,
decrease overfitting but do not assure comprehensive enough
generalization [12, 13]. More sophisticated strategies, such as
Meta Reinforcement Learning, increase adaptation
capabilities but necessitate retraining [15].

This article proposes a methodology that enables the
integration of Deep Reinforcement Learning (DRL)
algorithms in critical systems while addressing those issues:

e To the best of our knowledge, our pioneering
approach is the first to promote the discretization of
neural networks, although adopting more
explainable models has been previously suggested
[7]. This strategy not only enhances the consistency
and explainability of the model but does so through
a method that is straightforward to implement.

o We define a set of training scenarios designed to
confirm our model's ability to generalize across
diverse and complex trajectories.

e We introduce various methods to analyze neural
network behavior and decision-making processes
using local and global analysis [7].

e A supervisory algorithm is incorporated, using
baseline algorithms to maximize performance while
ensuring the drone accomplishes his objective thanks
to an allocation algorithm and safeguards.

Il.  FRAMEWORK AND ENVIRONMENT

A. Description of the Use Case

During operations, a swarm of drones must dynamically
adjust its formation depending on its environment. For
example, changes may be required due to technical
malfunctions or if a drone needs to leave the swarm to scout
ahead. Each drone is equipped with a front-facing sensor or
camera. It is essential for the drone to keep his sensor aligned
with the swarm’s overall direction in order to effectively
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anticipate obstacles and keep watching targeted areas of the
environment.

As soon as a drone has received the new swarm flight
formation, it must relocate as quickly as possible to its set
position. Also, it must face the same direction as the rest of the
swarm, despite the drones executing complex maneuvers. All
computational processes must be conducted onboard and are
executed at high frequencies.

Fig.1 Illustration of a possible initialization and the expected drone behavior

As stated earlier, the drone must comply with several
constraints:

o Keep the same overall direction as the swarm. We
write dgyyarm and dg-one the direction of each asset.

i i 1 i d
The direction is defined by d — SPeedasset
Y Gasset = Jopeedyssr

We must have dgyarm * Aarone = 0

e Join the set position with a distance < 1500m and a
speed difference < 5%

Once it is close enough from its set position, another
algorithm takes over.

Absolute reliability is required in the control algorithm.

B. Environment and model

For this study, we used a fixed-wing UAV model that is
limited in speed and acceleration. This work could be adapted
to any drone model.

In the given simulation, the position of each drone within
the swarm is determined by two variables:

e The central position of the swarm, which is shared
among all drones.

e  The specific position of the drone within the swarm,
relative to the swarm's center.

For the current study, we consider the horizontal
movement of drones, disregarding vertical speed control. We
treat the management of altitude and horizontal speed as
separate problems, as altitude control is relatively
straightforward and does not necessitate complex algorithms.
Furthermore, we employ the third dimension and flocking
algorithms to prevent collisions between drones by organizing
them in tiers [14].

Thus, our primary focus lies in controlling the horizontal
speed of the drones.

C. Reinforcement Learning for UAV control



RL Methodology for consistent, explainable, and generalizable drone control

We developed a drone swarm control system using a Deep
Reinforcement Learning. The RL problem is defined as a
Partially Observable Markov Decision Process (POMDP). A
POMDRP consists of: a set of possible states S, a set of actions
A, the probability of transitioning from one state to another P,
a reward function R and a set of observations O, which equals
to S if the process is fully observable.

At each time step t, the agent receives an observation o, €
O from the environment, which is based on the current state
s; € S.Theagent then chooses an action a, € A based on its
policy m, which maps observations to a probability distribution
over actions. The environment then applies the action and the
current state to generate the next state s;,; and a reward
r.~R(s;, a,) from the reward function.

The goal of the agent is to find a policy that maximizes its
sum of expected discounted rewards over time:

7 = argmax J (1)

J(m) = E, [Z OytT't(St, at)]
t=
where y € [0, 1] denotes the discount factor.
1) Initialisation of training episodes
During the training process, the environment is initialised
with random initial conditions :

e Drone position: the drone spawns randomly around
the swarm's center.

o Drone heading: The initial heading of the drone is
random.

e Set position: The drone has to reach a random set
position within the swarm.

o Swarm trajectory: The swarm may follow either a
random turn with a random radius or move in a
straight line with a slight curve.

w== Drone current
position

Center of the swarm Set position

Fig. 2 - lllustration of random training initializations

2) Episode termination

During the training process, we have to decide when an
episode ends. Gymnasium library introduced two variables to
check if an episode is finished: truncated and terminated [16].
Truncation allows RL algorithm to manage episode time
limits when the agent does not have access to a time-linked
observation.

Our approach involves considering an episode as
terminated when the UAV reaches its set position.
Conversely, an episode is considered truncated when the time
limit is reached or if the drone gets too far from the set
position.
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3) Observation and action space

The observation vector consists of the normalized relative
position, distance of the set position and the heading of the
swarm, all bounded between -1 and 1. The distance value
undergoes normalization with an increasing bijection from
[0, o0] to [0,1], preserving all essential information.

The action encompasses the heading and speed magnitude
of the drone. We use the following functions:

fpreprocess: ]RZ XR - [_1:1]5
NN:[-1,1]5 - [-1,1]?

Consequently, the action is determined by:
action(observation) = NN (fprepmcess(observation)) Eqg.l

D. Reward system

RL algorithm try to optimise an actor neural network in
order to maximise a reward function. This function shall score
an action based on its expected utility in achieving a specific
goal, thus guiding the actor towards the most effective
behaviours.

We design a simple reward function based on two
elements to evaluate the drone performance:

e A direction reward: whenever the model doesn't
follow the same direction as the swarm it gets a huge
penalty.

e Distance reward: at each time step, the agent receives
areward. The closer the drone gets from its set points,
the greater the reward is.

E. Reinforcement training algorithm

In our study, we employed the Gymnasium environment
and Stable Baselines3 Python library for reinforcement
learning. We opted for Proximal Policy Optimization (PPO)
and Soft Actor-Critic (SAC) [17] algorithms due to their
current state-of-the-art status in the field. Although PPO
demonstrated faster training times, it did not achieve the same
level of performance after extended hours of training.

I1l.  RELIABLE REINFORCEMENT LEARNING
METHODOLOGY.

We trained a reinforcement learning (RL) model using Soft
Actor-Critic (SAC) for two million steps on an eight-CPU
workstation. Optimal performance was achieved after one
million steps and 4.5 hours. As stated in the introduction,
using reinforcement learning brings some drawbacks:

e Consistency: The RL model may have an erratic
behavior in response to certain observations.
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e Generalization: RL algorithms often underperform
in scenarios that differ from the training
environment.

e Explainability: The actions of the RL model may
not be interpretable enough to establish the trust of
drone operators. The model needs to be acceptable
for them.

These issues render RL impractical for critical systems,
where unpredictability causes significant risks for the system.
We propose a certification protocol that performs several
analyses to address these concerns.

A. Global Analysis, comparison with other algorithms

We evaluated the performance of our trained
reinforcement learning algorithm against more traditional
baseline algorithms on specific scenarios. These scenarios
were carefully selected to mimic the conditions the missile
pack is likely to encounter in the intended use case. The
primary objective of this comparison is to gain a global
understanding of the advantages brought about by employing
RL algorithms.

e Pursuit Algorithm (PURSUIT): The classical
pursuit algorithm directs an asset to intercept a
moving target by aiming at its current position. It has
been modified with a predictive component that aims
at a point slightly ahead of the target's location based
on its velocity. This modification enhances stability.
Additionally, the algorithm is designed to accelerate
when it falls behind the set position [18, 19].

s T~~~ __

el Set Speed

Fig. 3 Illustration of the PURSUIT Algorithm functioning

e Proportional controller (PROPORTIONAL):
The proportional control algorithm calculates the
required set speed of the drone using the following
equation:

Set Speed = Swarm Speed + Correction Speed
With Correction Speed = yPosition Target

Position Targeted is the relative position of the set
position in the drone reference frame and y is a
positive constant such that y « 1.

Viewed from the swarm's perspective, the drone's
velocity relative to its target is defined as
y Position Targeted. The drone approaches its set
position by effectively reducing the relative distance.
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The drone's direction closely matches that of the
swarm, so it complies with the direction constraint.

-~

Swarm Speed
Correction Speed
=== Set Speed = Swarm Speed + Correction Speed

Fig. 4 Illustration of the PROP Algorithm functioning

1) Benchmark scenarios

In order to have a comprehensive understanding of the
upsides and downsides of the reinforcement learning agent.
We tested our model on 500 test episodes. Those episodes are
variation of the training episodes previously described. When
evaluating the models, we considered two key criteria:

e Approach speed: This metric represents the
average velocity at which the drone approaches its
set position, as measured in the swarm's reference
frame, during an entire episode.

e Compliance with the direction constraint: This
criteria ensures the drone keeps its heading aligned
with the one of the swarm.

a) Catch Up Scenario.

We assessed the algorithms' capabilities in a scenario
where the drone's initial position is situated behind the
swarm's center. The episode finishes when the drone reaches
a distance of x meters from the swarm. The drone has to catch
up the swarm.

In our experiments, both classical algorithms
demonstrated superior performance compared to the
reinforcement learning model, despite all algorithms

complying with the direction constraint. Among the classical
algorithms, the pursuit algorithm showed a slightly better
approach speed than the proportional controller.

RL PURSUIT | PROPORTIONAL
Average
approach 54 57 56
speed
(m/s)

b) Close up Scenario

One other scenario was implemented and tested. The
drone’s initial position was randomly placed between 0 and
1500 meters away from the swarm. The episode concluded
when the drone reached a distance of 5 meters from the
swarm.
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Once again, both classical algorithms (PURSUIT and
PROPORTIONAL) perform better than RL. Indeed, both of
them were able to join the set point with a precision of 5m
meters whereas RL model was only able to oscillate around
the set points with a range of 50 meters.

PROPORTIONAL performed slightly better and was
able to reach the set point with a precision of 2 meters and it
was faster than the PURSUIT.

c) Ahead spawn scenario

Eventually, we tested every algorithms on the ahead
spawn scenario. The drone spawns ahead of its set position.
It ends once it is 1500 meters away from its set position.

Our results revealed that RL outperformed both
algorithms by executing innovative and complex maneuvers.
PURSUIT failed to maintain the directional constraint, while
PROP managed only to decelerate while maintaining the
same heading as the swarm. In contrast, RL performed
zigzags allowing it to reach its set position faster as shown in
Fig. 5.

The model learned to perform a zigzag maneuver to travel
a longer distance to let the swarm catch it up.

RL trajectory @ Point of interception with the swarm
— Proportional Controller

trajectory

Swarm trajectory

Fig. 5 - Trajectory of the trained RL model and of PROPORTIONAL.

RL PURSUIT | PROPORTIONAL
Unable to
Zigzag respect
Comments the Slow maneuver
maneuver L
direction
constraint
Average
approach 117 X 68
speed (m/s)

2) Conclusion

A comprehensive analysis of the RL algorithm's behaviour
in the aforementioned scenarios provides valuable insights
into its strengths and limitations. Given the complexities and
constraints associated with RL, it is crucial to restrict its
application to situations where its advantages are the most
significant.
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We propose implementing a supervisory algorithm
(SUPERVISED RL) that uses the optimal algorithm to
employ based on the drone position relative to its set position.
Using the results of the global analysis, we select the most
appropriate algorithm to ensure the best possible performance
depending on the drone position.

The different algorithms are used according to the drone’s
relative position, following the allocation pattern presented in
Fig. 6.

Catch up scenario :
PURSUIT

——

”

Ahead spawn scenario :
Close up scenario :
P RL

PROPORTIONAL

Fig. 6 - Allocation of each algorithm made by the SUPERVISED RL
algorithm depending on the drone relative position.

B. Local Analysis

To ensure the reliability of our reinforcement learning
model, it is essential to analyze what precisely it is doing and
ensure that there is not any discontinuity or aberration that the
global analyses would have missed.

We analyzed the behavior of the RL on high-level
scenarios. In particular, we know that a zigzag maneuver is
carried out to optimize the catch-up time. Yet we do not know
exactly how this maneuver is performed and what specific
actions are chosen by the neural network. Moreover, his
behavior must be validated by a drone pilot/operator to ensure
that the actions are consistent and not risk failing in real life
environment. Indeed, not all the technical constraints were
taken into account during the development of the simulation
and we need to make sure that there are no backdoor in the
neural networks. Finally, we must ensure that there are no
aberrations in the decision-making process of the neural
network.

We are going to analyze the Neural Networks outputs from
a set of observations. Inputs of the Neural Network are from
R3: relative position of the set point (R?) and its heading (R).
As we cannot analyses every value of this continuous space,
we are going to discretize it.

We consider the three-dimensional set [—Xax Xmax] X
[—Yiaxo Ymax] X [—, ] discretized into a grid by a constant
vector Astep = (Ax, Ay, A9).

As the output of the Neural Network is only 2 scalars,
drone operators have only two values to analyze.

1) Visualisation of the NN outputs

We developed a custom visualization tool for analyzing
the neural network's decision-making process.

For each discretized heading, we generated a chart depicting
the network's decision based on the drone's relative position
to its set points. The drone is oriented with the chosen
discretized heading. In cell [0, 0], we present the decision
made when the drone is on its set points. In cell [0, 1000], we
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illustrate the decision made when the drone is 1000 meters
ahead of its set point.

a) Speed Norm Analysis

We used a heat map (Fig. 7) to visualize the speed
magnitude ordered. Darker cells indicate slower drone
speeds. Our analysis revealed that when the drone is ahead of
the swarm position, it predominantly uses the slowest speed
available. In contrast, when the drone is behind its set
position, it prioritizes the highest speed to catch up. The
chosen speed when the drone is on its side is more intricate
and depends on the drone's orientation. These observed
behaviors are consistent with the drone effectively reaching
its set position. Observations are symmetrical, yet actions are
expected to be symmetrical; the asymmetry in the decision
process therefore reveals an inconsistency when the drone
operates beyond a given range.

20000 4
185
10000 A 180
175
0 .
170
—10000 + 165
' 160
—20000 +
T T T
0 10000 20000
Angle 0

Fig. 7 Heat map of the chosen speed when the drone is going in the same
direction as the swarm. [0,0] is the set position.

b) Heading Analysis

We used a 2D field of arrows to visualize the heading
chosen by the Neural Network. In those chart, the set point is
going straight from left to right. The drone's orientation is
determined by the chosen discretized heading, indicated by
the grey arrow. The relative heading chosen by the Neural
Network is also denoted by an arrow.

This visualization enabled us to approve the discretized
neural network's behavior, as we did not detect any
discontinuities. However, we identified inconsistencies
outside the network's domain of training, as shown in Figure
8. Specifically, when y exceeds 20km, the network chooses
to maintain an almost straight course rather than moving
closer to its set position.
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Fig. 8. Arrow field of the chosen heading when the drone is going in the same
direction as the swarm. [0,0] is the set position. The red rectangle highlights
an area where the Neural Network doesn’t choose the optimal heading.
When y > 20 000 it chooses to go straight (green arrow) instead of getting
closer to the set position (blue arrow)

¢) Conclusion

Thanks to those two interactive charts, we were able to
have a deep understanding of the model outputs. It
highlighted the fact that the Neural Network is consistent but
it has one flaw. The Neural Network is unable to generalize
when out of a given bound. To address this issue, we updated
the allocation map of SUPERVISED RL. When out of bound,
the proportional controller is going to overtake the control of
the drone. Otherwise, the Neural Network was validated by a
drone operator when it operates within the specified range.

Catch up scenario :

PURSUIT
T
~
- -
Close up scenario & RL out of Ahead spawn scenario
range : RL
PROPORTIONAL

Fig. 8 Updated SUPERVISED RL algorithm's allocation given the RL flaws.

d) Neural Network discretization

Even though we have conducted an in depth analysis of
the Neural Network on a discrete space. We are unable yet to
confirm that there no aberration or discontinuities when using
the Neural Network on a continuous space of observation.
Indeed, the step Astep used to discretize the observation is
large in order to limit the number of point to analyze
manually. To solve this issue, we are going to use a grid
instead of the raw neural network function.

We are considering the 3 dimension grid Gridyy of shape
(N4, N,, N3) such that

Gridyy[i,j, k] = NN (fprepmcess (observationi’j,k))
With observation; j, = (i X Ax, j X Ay, k X A@)

We won’t use the formula Eq.1 to calculate an action given
an observation . Instead, we will use Grid,, with the
following formula:

For a given observation vector, we consider
observation, ,, which represents its rounded value by
Astep . Each element is rounded according to the
corresponding value in the Astep vector. i,j,k are the
quotients obtained by dividing each value of the observation
vector by Astep.

We will consider:
actiongiserete (Observation) = Gridyyl[i, j, k]
= action(observationl_]_k)
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e) Discretized model performances

We tested the discretized reinforcement learning model
(DISCRETE RL) performances on the Spawn Ahead
Scenario defined earlier to assess any potential loss in
performance compared to the original continuous Neural
Network (CONT. RL).

DISCRETE RL is able performs better than the raw
neural network. It respects the direction constraint and is
faster to meet its set position. This improvement can be
attributed to the discretization of the observation as the drone
takes the same decision across multiple time steps making it
more consistent.

2

We also changed the allocation pattern of SUPERVISED
RL. The bottom of the zone originally allocated to RL is
switch to PROPORTIONAL in order to form a cone. This
cone shape forces the drone to meet the set position when it
is on its sides.

Moreover, SUPERVISED RL is also going to use the
Safeguards when using RL algorithm.

Catch up scenario :
PURSUIT

-\
-

. \ Ahead spawn scenario :
Close up scenario & RL out of DISCRETE RL - Safeguards

range :

DISCRETE PROPORTIONAL
CONT. RL RL Fig. 9 Updated SUPERVISED RL algorithm's allocation to ensure
Average convergence on the set position
approach 117 120
speed
(m/s) b) Results
C. Ensuring convergence with safeguards DISCRETE
D'S%RLETE g;g‘;ﬁg:;s RL+ | PROPORTIONAL
We propose another method to ensure that our model is Safeguards
always able to meet his set position while benefiting from
Worst
the RL faster convergence speed. case
If the input dimension of the observation is too large, a time to
manual local analysis would be too time consuming.
Moreover, we want to add extra safety features to our trr:ae:;t 186 526 189 868
algorithmic chain as we are working with critical system. osition
The system reliability cannot rely only on the drone P )

operator analysis as human mistakes are possible.

To do so, we are going to implement safeguards to our
algorithmic chain to ensure convergence on the set position
regardless of the reinforcement learning decisions.

a) Safeguards

We added two safeguards to guarantee convergence to
the set position while complying with the direction constraint:

o Direction Safeguard: If the drone is close from
breaking the direction constraint, the proportional
controller temporarily override the RL model until it
is more aligned with the swarm’s direction.

e Speed Safeguard: the drone’s speed is set to
minimum when it is in front of its set position and to
maximum when it is lagging behind.

Safeguards allows the drone to regain its set position no
matter which decision is taken. We tested an algorithm
choosing random heading over 2000 iterations of the Spawn
ahead scenario. It met his set positions on 100% of the
episodes thanks to the Safeguards algorithm. It was still
slower than the other algorithms.

During the worst case of those 2000 iterations, Random
+ Safeguards took 526 seconds to meet his set position which
is comparable with the PROPORTIONAL algorithm
performance.

We trained a Reinforcement Learning model with
the safeguards. The training was 10% faster as the model
dictates only the heading.

We had the following performances across 500
episodes of the Spawn ahead scenario.

CONT. RL | PROPORTIONAL | Discrete RL | DiSCreteRL+ Random +
Safeguards Safeguards
Average
approach 117 68 120 107 61
speed (m/s)
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The “Discrete RL + Safeguards” algorithm is unable
to be as fast as the other RL models due to non-optimal speed
constraints, particularly when the drone is on the side of its
set position. However, it ensures that the drone will reach it.
Moreover, it outperforms PROPOTIONAL, all while
complying with the direction constraint.

Thanks to those precise analyses, the SUPERVISED
RL algorithm uses the allocation pattern described in Fig. 10.
It uses Discrete RL to have an explainable algorithm. It also
uses Safeguards to ensure task completion and compliance
with the direction constraint.

D. Ensuring the generalisation capabilities of RL

In real life environment, drones perform complex and
unpredictable maneuvers. We couldn’t train our model on
every possible trajectory. Yet, our model was able to
generalize and meet a swarm in carrying out any trajectory as
we trained on the correct subset of scenario.

A full trajectory is a complex movement. But we can
break it down into simpler maneuvers and train our
Reinforcement Learning model on those simpler maneuvers.

As a trajectory is made out of straight lines and turns, we
trained our model on scenarios where the swarms performed
a straight line with a slight curb or a turn with a random turn
radius. To assess the generalization capabilities of the
reinforcement learning model, we trained and tested it across
two distinct environments. The model was trained on
trajectory’s segments and tested on full trajectories.

We compared the proportional controller against the
SUPERVISED RL model with all the improvement that have
been implemented:

e Discrete RL: to ensure that we an explainable
Neural Network.

e Safeguards so that the drone comply with the
constraints.

e Allocation patterns: RL is only used when it brings
better performances.

Those two algorithms are able to respect the direction
constraints while ensuring the drone to meet his set position.
They are also explainable thanks to in-depth analyses. We
tested the two different algorithms on 500 episodes. The
initialization was the same as the training scenario but the
swarm performs a much more complex trajectory. It performs
several random turns instead of just one. We ended the
simulation once the drone is 1500 meters away from his set
position as the SUPERVISED RL will also use the
proportional controller at this point.

We found out the SUPERVISED RL algorithm is faster
at joining the set position. Using the Reinforcement Learning
only where it brings better performances led to high
performance algorithm that complies with the use case
constraints.
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PROPORTIONAL SUPERVISED RL
Average
approach
speed 77 85
(m/s)

IV. CONCLUSION

Our approach enhances the reliability of decision
algorithm based on reinforcement learning and Al. It
successfully addresses the major challenges associated with
reinforcement learning: generalization, consistency, and
explainability. This enables us to leverage the superior
performance of reinforcement learning in critical systems.
However, our discretization methodology may not be as
effective for tasks involving high-dimensional observation
inputs as the observation space might be too large to conduct
a local analysis. Moreover, integrating a supervision
algorithm and safeguards to ensure task completion is not
straightforward across all use cases.

ACKNOWLEDGMENT

The authors would like to thank the engineers who were
involved in this project for the quality of their contributions.



RL Methodology for consistent, explainable, and generalizable drone control

REFERENCES

[1] Bagnell, J. A., & Schneider, J. G. (2001, May).
Autonomous helicopter control using reinforcement
learning policy search methods. In Proceedings
2001 ICRA. IEEE International Conference on
Robotics and Automation (Cat. No. 01CH37164)
(Vol. 2, pp. 1615-1620). IEEE.

[2] Mnih, V., Kavukcuoglu, K., Silver, D., Graves, A.,
Antonoglou, I., Wierstra, D., & Riedmiller, M.
(2013). Playing atari with deep reinforcement
learning. arXiv preprint arXiv:1312.5602.

[3] Silver, D., Schrittwieser, J., Simonyan, K.,
Antonoglou, I., Huang, A., Guez, A., ... & Hassabis,
D. (2017). Mastering the game of go without human
knowledge. nature, 550(7676), 354-359.

[4] Bois, J., Puig, A, Rulliere, L., Teboul, Y., Ossola,
M., Kotenkoff, A., & Formoso, M. (2022,
November). Heterogeneous swarming for
collaborative combat using Multi-agent Deep
Reinforcement Learning. In Conference on Atrtificial
Intelligence for Defense.

[5] Samek, W., Wiegand, T., & Miller, K. R. (2017).
Explainable artificial intelligence: Understanding,
visualizing and interpreting deep learning models.
arXiv preprint arXiv:1708.08296.

[6] Xu, F., Uszkoreit, H., Du, Y., Fan, W., Zhao, D., &
Zhu, J. (2019). Explainable Al: A brief survey on
history, research areas, approaches and challenges.
In Natural Language Processing and Chinese
Computing: 8th CCF International Conference,
NLPCC 2019, Dunhuang, China, October 9-14,
2019, Proceedings, Part 11 8 (pp. 563-574). Springer
International Publishing.

[7] Puiutta, E., & Veith, E. M. (2020, August).
Explainable reinforcement learning: A survey. In
International cross-domain conference for machine
learning and knowledge extraction (pp. 77-95).
Cham: Springer International Publishing.

[8] Szegedy, C., Zaremba, W., Sutskever, 1., Bruna, J.,
Erhan, D., Goodfellow, I., & Fergus, R. (2013).
Intriguing properties of neural networks. arXiv
preprint arXiv:1312.6199.

[9] Zheng, S., Song, Y., Leung, T., & Goodfellow, I.
(2016). Improving the robustness of deep neural
networks via stability training. In Proceedings of the
ieee conference on computer vision and pattern
recognition (pp. 4480-4488).

[10] Weng, T. W., Dvijotham, K. D., Uesato, J., Xiao, K.,
Gowal, S., Stanforth, R., & Kohli, P. (2019,
September). Toward evaluating robustness of deep
reinforcement learning with continuous control. In

©2024 MBDA France, Conference on Artificial Intelligence for Defense

2

International Conference on Learning
Representations.

[11] Cobbe, K., Klimov, O., Hesse, C., Kim, T., &
Schulman, J. (2019, May). Quantifying
generalization in reinforcement learning. In
International conference on machine learning (pp.
1282-1289). PMLR.

[12] Wang, K., Kang, B., Shao, J., & Feng, J. (2020).
Improving generalization in reinforcement learning
with mixture regularization. Advances in Neural
Information Processing Systems, 33, 7968-7978.

[13] Lee, K., Lee, K., Shin, J., & Lee, H. (2019). Network
randomization: A simple technique for
generalization in deep reinforcement learning. arXiv
preprint arXiv:1910.05396.

[14] Olfati-Saber, R. (2006). Flocking for multi-agent
dynamic systems: Algorithms and theory. IEEE
Transactions on automatic control, 51(3), 401-420.

[15] Mandi, Z., Abbeel, P., & James, S. (2022). On the
effectiveness of fine-tuning versus meta-
reinforcement learning. arXiv preprint
arXiv:2206.03271.

[16] Farama Foundation. (2023). Handling time limits.
Retrieved from
https://gymnasium.farama.org/tutorials/gymnasium_
basics/handling_time_limits/

[17]Haarnoja, T., Zhou, A., Abbeel, P., & Leving, S.
(2018, July). Soft actor-critic: Off-policy maximum
entropy deep reinforcement learning with a
stochastic actor. In International conference on
machine learning (pp. 1861-1870). PMLR.

[18] Scharf, L. L., Harthill, W. P., & Moose, P. H.
(1969). A comparison of expected flight times for
intercept and pure pursuit missiles. IEEE
Transactions on Aerospace and Electronic Systems,
(4), 672-673.

[19] Coulter, R. C. (1992). Implementation of the pure
pursuit path tracking algorithm (pp. 92-01). Carnegie
Mellon University, The Robotics Institute.



RL Methodology for consistent, explainable, and generalizable drone control

V. ANNEX
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Figure 10 Boxplot of the average approach speed of the different
algorithms across 500 catch up episode.
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Figure 11 Boxplot of the average approach speed of the different
algorithms across 500 Spawn ahead episodes
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Figure 12 Boxplot of the average approach speed of the different
algorithms across 500 Spawn ahead episodes
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Figure 13 Boxplot of the average approach speed of the different
algorithms across 500 full trajectory episodes.
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Abstract—Cet article présente une nouvelle approche pour
le controle d’une flotte de drones qui peuvent suivre la po-
sition d’une cible volante a I’aide de caméras omnidirection-
nelles embarquées. Les drones utilisent ’apprentissage par ren-
forcement multi-agents (MARL) pour apprendre des stratégies
décentralisées qui optimisent leur formation et leur mouvement
autour de la cible, en minimisant I’incertitude sur la position
triangulée. Nous définissons une fonction de récompense qui
encourage les suiveurs a minimiser la trace de la matrice de
covariance de la position triangulée, dérivée d’un modele analy-
tique de propagation de ’incertitude. Nous utilisons Multi-Agent
PPO (MAPPO), une extension de la méthode Proximal Policy
Optimization (PPO) au domaine multi-agents, pour entrainer les
modeles a I’aide de cette fonction de récompense commune qui
favorise une bonne configuration et permet d’éviter les collisions.
Nous validons notre approche en simulation et en vol réel,
démontrant son efficacité et son potentiel dans I’amélioration de
la coordination multi-drones autonomes pour un suivi de cible
précis.

Index Terms—Apprentissage par renforcement, multi-agents,
PPO, triangulation

I. INTRODUCTION

Dans cet article, nous cherchons a faire les premiers pas
vers une nouvelle approche pour le controle d’une flotte de
drones qui peuvent suivre I’emplacement d’une ou de plusieurs
cibles volantes a I’aide de caméras embarquées. L’ algorithme
de guidage doit optimiser le placement des drones afin de min-
imiser ’incertitude de la triangulation des cibles suivies, méme
lorsqu’elles se déplacent avec des trajectoires imprévisibles.

L approche proposée utilise 1’apprentissage par renforce-
ment multi-agent (ou Multi-Agent Reinforcement Learning
(MARL) en anglais) pour positionner de maniere optimale
plusieurs drones afin de trianguler la position d’une cible
unique a 1’aide de caméras omnidirectionnelles embarquées.
Nous utilisons Multi-Agent PPO (MAPPO) [1f], une exten-
sion de l’algorithme Proximal Policy Optimization (PPO)
[2] au domaine multi-agent, pour entrainer des agents a
suivre des stratégies décentralisées en utilisant une fonction
de récompense commune spécialement définie qui encourage
une bonne formation autour de la cible afin de minimiser
I’incertitude dans la position triangulée. Les modeles entrainés

sont validés en simulation et le comportement résultant est
démontré dans des expériences en vol réel.

Nous étudions le MARL par rapport aux méthodes
d’optimisation traditionnelles car nous espérons de meilleures
performances dans la résolution des problémes de triangula-
tion impliquant un grand nombre de drones. Les méthodes
d’optimisation traditionnelles, méme en utilisant des heuris-
tiques, sont lentes et cofliteuses en temps de calcul pour les
problemes a grande échelle, ce qui n’est pas adapté a un
algorithme de guidage embarqué. Bien que I’entrainement
d’un agent RL soit une opération cofiteuse en temps de calcul,
il peut rapidement générer des solutions en ligne.

Larticle est organisé comme suit. Aprés avoir passé en
revue les travaux connexes pertinents sur le suivi des drones
utilisant des drones dans la Section [[I} et présenté le contexte
existant en matiere de MARL et de triangulation dans la
Section [lII} nous présentons notre approche de guidage de
drone basé sur le MARL appliqué a la triangulation a N-
vues dans la Section Nous détaillons la configuration des
simulations et leurs résultats dans la Section [V] Enfin, nous
décrivons les expériences en vol réel dans la Section

II. TRAVAUX ASSOCIES

La triangulation est le processus d’estimation de la position
3-D d’un point a partir de ses projections sur deux ou
plusieurs images prises a partir de points de vue différents.
Cette opération peut étre réalisée en calculant I’intersection
des rayons de projection associés a chaque image, et en
minimisant ’erreur de reprojection. Cependant, la triangu-
lation est sensible aux erreurs d’étalonnage de la caméra,
ainsi qu’au bruit et aux valeurs aberrantes dans les points de
I’image. Une technique courante pour optimiser le placement
des caméras et I’estimation de la position de la cible dans
la triangulation a N-vues est [’ajustement de faisceau [3]. 1l
s’agit d’une méthode d’optimisation des moindres carrés non
linéaire qui affine simultanément les parametres intrinseques
et extrinseques de la caméra, en minimisant la somme des
carrés des erreurs de reprojection sur tous les points d’image
et toutes les vues. Cette méthode est largement utilisée pour la
recontruction 3D de sceénes a partir d’images calibrées prises



par différentes caméras. Cependant, le coit de calcul et les
besoins en mémoire de I’ajustement des faisceaux augmentent
de facon superlinéaire avec le nombre de caméras [4].

Le suivi est le processus d’estimation de la position et
de l’orientation d’un objet en mouvement dans le temps a
partir d’une séquence d’images. Des techniques telles que les
filtres de Kalman et la régression polynomiale non linéaire
sont couramment utilisées pour le suivi des drones [4]. La
majorité des recherches sur les robots mobiles coopératifs pour
I’observation de cibles mobiles se concentrent sur des cibles
terrestres se déplacant dans un plan 2-D [5]-[7]]. Certaines
études ont proposé 1’utilisation de caméras embarquées pour
le suivi en temps réel et la localisation en 3-D de plusieurs
drones [8]. Cependant, le suivi de drones a I’aide d’une caméra
embarquée sur un autre drone reste un domaine relativement
peu exploré dans la littérature, car il pose plus de difficultés
que le suivi a ’aide de systemes de caméras fixes.

L apprentissage par renforcement (Reinforcement Learning
(RL) en anglais) est un paradigme d’apprentissage automa-
tique qui permet a un agent d’apprendre de ses propres actions
en recevant des récompenses et des punitions. Le RL a été
appliqué a divers problemes impliquant le placement optimal
de capteurs et a des algorithmes de guidage pour les drones et
les flottes de drones. Le RL a été utilisé pour mesurer la pro-
fondeur des sceénes intérieures a 1’aide de plusieurs caméras,
I’agent apprenant a sélectionner les meilleures positions et ori-
entations des caméras afin de minimiser I’erreur d’observation
de la profondeur [9]. Alternativement, une approche basée sur
le RL pour la poursuite et 1’évasion de drones, ou 1’agent
apprend a suivre un drone cible en utilisant des données de
capteurs et détecteur d’objet, a été présentée dans [[10]. Ces
travaux se concentrent principalement sur le RL pour un seul
agent, ou un agent interagit avec I’environnement de maniere
indépendante. MARL est une branche de RL qui traite de
plusieurs agents qui cooperent ou sont en concurrence les uns
avec les autres dans un environnement partagé. Le MARL
a été utilisé pour apprendre la configuration optimale et le
déplacement d’une flotte de drones pour la triangulation, en
maximisant la couverture et la diversification des vues et en
optimisant les communications [7[], [[11], mais encore une
fois, ces études se concentrent sur 1’observation de cibles
terrestres se déplagant dans un plan a deux dimensions. A notre
connaissance, aucune étude récente n’a abordé le placement
optimal d’une flotte de drones utilisant le MARL pour suivre
des objets volants a 1’aide de caméras embarquées.

I1I. METHODES ET OUTILS

A. Processus de décision markoviens décentralisés partielle-
ment observables (Dec-POMDP)

Nous considérons une tache multi-agents entierement
coopérative qui peut €tre décrite comme un processus de
décision markovien décentralisé et partiellement observable
[12] défini par (n,S,A,Q,T,0,R,v), oi n le nombre
d’agents, S est I’espace d’état, A = A; x ... x Ay et
Q =Q; x...x Qpy sont I’ensemble des actions conjointes
et des observations conjointes avec chaque A; et €); étant

les ensembles d’actions locales et d’observations locales de
lagent i, T : S x Ax S — [0, 1] est la fonction de probabilité
de transition entre états, O : S x AxQ — [0, 1] est la fonction
de probabilité d’observation sur les états, R : S x A — R est
une fonction de récompense sur les transitions d’états, et enfin
v €10, 1] est le facteur d’actualisation.

A chaque pas de temps t, chaque agent i choisit une
action a;; € A; sur la base de son historique d’observations
locales 0; 1.+, et regoit une observation locale 0;:11 € §;
basée sur I’état résultant s;y;. L’action conjointe a; =
(a1,4,...,an,) détermine la récompense immédiate r, =
R(sy, ay) et 1’état suivant s;41 selon la probabilité de transition
T(st,at,8141) = Pr(sir1lst,ar). Lobjectif est de trouver
une politique 7g(a; ¢|0;,1:¢) paramétrée par 6 qui produise une
action a; ; a partir de I’historique d’observations locales 0; 1.,
qui maximise le gain attendu J(0) = E[ZtT:o v'r¢]. La fonc-
tion de valeur d’état V™ (s) = Er, [Ypeo V7 t4k41]S: = 8]
est le gain attendu en partant de 1’état s et en suivant la
politique 7y par la suite. La fonction de valeur action-état
Q™ (s,a) = Eny[>peo V¥resn+1]S: = s, 4r = a] est le gain
attendu en partant de I’état s, en prenant I’action a, et en
suivant la politique 7 par la suite.

B. Algorithmes d’apprentissage par renforcement a un seul
agent

La plupart des méthodes d’apprentissage par renforcement
peuvent étre divisées en deux groupes : les méthodes basées
sur la valeur et les méthodes basées sur la politique. Les
méthodes basées sur la valeur, telles que Deep Q-Learning
(DQN) [13], utilisent des réseaux neuronaux profonds pour
estimer les fonctions de valeur et dérivent la politique optimale
m* a partir des fonctions de valeur optimisées en choisis-
sant pour chaque état s ’action qui maximise la valeur de
I’action : 7*(s) = argmax, Q*(s,a). Les méthodes basées
sur la politique, quant a elles, parametrent directement la
politique 7y(a|s) en fonction de I'état et de 1’action. Les
méthodes basées sur le gradient de la politique sont une sous-
classe des méthodes basées sur la politique qui mettent a
jour les parametres de la politique 6 en suivant le gradient
du gain attendu : VyJ(0) = E[Vglogme(als)Q™(s,a)].
L’utilisation du gain total de chaque épisode pour estimer
le gradient entraine une forte variance dans les estimations
du gradient. Pour réduire cette variance, les méthodes Actor-
Critic ont été introduites [14]. Ces méthodes maintiennent un
approximateur explicite séparé (la Critique) pour estimer la
fonction de valeur, qui est utilisée comme base de référence
pour calculer la fonction Advantage. La fonction Advantage,
A™(s,a) = Q" (s,a) — Vn(s), mesure I’amélioration d’une
action a par rapport a l’action moyenne a I’état s dans le
cadre de la politique 7. Cela permet de réduire la variance des
estimations du gradient, ce qui conduit a un apprentissage plus
stable. PPO [2] est une évolution des méthodes de gradient de
politique qui cherche a mettre a jour la politique d’une maniere
qui évite les changements importants et abrupts qui pourraient
déstabiliser le processus d’apprentissage, garantissant ainsi un
apprentissage stable et efficace.



C. Apprentissage par renforcement multi-agents

Les méthodes RL a un seul agent échouent souvent dans
des contextes multi-agents en raison du fléau de la dimension
et de la non-stationnarité. Récemment, les approches MARL
ont abordé ces problemes avec I’approche CTDE (Centralized
Training, Decentralized Execution). En entrainant les agents
de maniere centralisée afin d’exploiter les informations glob-
ales, puis en exécutant les politiques apprises de maniere
décentralisée, CTDE garantit robustesse et capacité de montée
a D’échelle. Plusieurs algorithmes MARL ont été développés
dans le cadre du CTDE, y compris des méthodes basées sur la
valeur comme QMIX [15]] et VDAC [16], et des méthodes de
gradient de politique comme COMA [17] et MADDPG [18§]].
PPO s’est révélée tres prometteuse dans le domaine multi-
agent: Multi-Agent PPO (MAPPO) [1f], une extension de PPO
dans le cadre CTDE, utilise un critique centralisé et des acteurs
décentralisés et a démontré des performances supérieures dans
diverses taches complexes multi-agents par rapport a d’autres
algorithmes MARL de I’état de I’art [1]].

D. Triangulation linéaire a N-vues

La triangulation linéaire est une méthode permettant
d’estimer les coordonnées 3-D d’un point a partir de ses
projections 2-D sur deux ou plusieurs images prises par des
caméras différentes. Le principe de la triangulation linéaire est
basé sur le modele du sténopé, qui relie le point 3-D X et sa
projection 2-D x en coordonnées homogenes par la matrice
3 x 4 de projection de la caméra P sous la forme x = PX.
La matrice de projection de la caméra P englobe a la fois les
parametres intrinseques (tels que la distance focale et le centre
optique) et les parametres extrinseéques (rotation et la position)
d’une caméra.

La triangulation linéaire résout un systeme linéaire
surdéterminé de la forme AX = 0, qui dans le cas d’une
triangulation & N-vues, avec n de ces points d’image et
matrices de projection donne :

[ P§T — P17 0
v, P3T — p2T 0
us P37 — P37 ix 0
v P37 — P3T Yyl _ |0
242 ‘ 2 | = (1)
: A
u, P37 — PIT 0
v, P37 — P27 0]

ou X = (Az, Ay, Az, A)T, X étant un facteur d’échelle inconnu,
et u;, v; et Pf T sont les coordonnées de I’image et la jéme
ligne de la matrice de projection P; de la i¢me caméra. Pour
trouver X, on trouve une solution X non nulle qui satisfait
AX = 0. Dans le cas de mesures bruitées, comme les n rayons
définis par les points de projection 2-D ne se croisent pas en
un seul point, le systtme n’a pas de solutions non nulles, et
le probleme est transformé en un probleme de minimisation,
généralement résolue avec des techniques des moindres carrés
[19]].

IV. DETAILS DE L’ APPROCHE

A. Présentation du scénario

Notre probleme consiste en plusieurs drones, appelés ci-
apres “suiveurs”, qui poursuivent un seul drone, la “cible”,
pour suivre sa position, en utilisant des capteurs embarqués
tels que des caméras. Les suiveurs s’efforcent d’organiser la
formation de leur flotte de sorte que I’incertitude de la position
triangulée soit minimale.

Les suiveurs et les mouvements de la cible sont omnidi-
rectionnels, nous n’avons pas mis en ceuvre de modele de
vol de drone dans cette étude. Nous supposons que la cible
a une vitesse de vol constante. Les drones volent dans une
arene carrée sans aucun obstacle. Ni les suiveurs ni la cible
ne peuvent sortir de ’aréne : leurs actions sont limitées pour
rester a D'intérieur des frontieres de ’aréne. Les collisions
entre suiveurs, ou entre un suiveur et la cible, entrainent un
échec. Le fait de s’écraser au sol entraine également un échec.
Lorientation des drones n’est pas prise en compte dans cette
étude, on suppose que tous les drones sont alignés avec leur
cap parallele a la direction positive de ’axe X dans le systeme
de coordonnées global.

Nous supposons que les suiveurs peuvent différencier
les autres suiveurs de la cible. Nous n’avons pas pris en
compte I’observabilité partielle dans cette étude. Nous faisons
I’hypothese forte que chaque suiveur connait les positions
3D exactes dans le monde, sans bruit, des autres suiveurs
de la flotte et de la cible. Cependant, les actions entreprises
par les suiveurs sont décentralisées, ce qui signifie qu’ils ne
connaissent pas les actions entreprises par les autres membres
de la flotte.

La caméra embarquée sur les suiveurs est supposée étre om-
nidirectionnelle, sans champ de vision restreint et non affectée
par les occultations. Le centre de la caméra coincide avec
I’emplacement 3D des suiveurs. Nous supposons également
que les parametres intrinseques de la caméra n’introduisent
aucune distorsion dans les mesures. Plutét que de mesurer
I’emplacement de la projection d’un point du monde sur
un plan de caméra 2D, la caméra omnidirectionnelle mesure
simplement les angles polaires et azimutaux dans un repere
sphérique centré sur la position du suiveur. Au vu de ces
simplifications, I’incertitude de la triangulation n’est que le
résultat de I’incertitude de la mesure le long des angles polaire
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World
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Fig. 1. Représentation des caméras omnidirectionnelles dans un repere
sphérique. Les angles polaires 6 sont représentés par rapport au plan horizontal
pour faciliter la visualisation.



et azimutal dans chaque repere de suiveur. C’est ce qui a
conduit a I’élaboration de la fonction de récompense décrite

a la Section [V-DI

B. Algorithme d’apprentissage par renforcement multi-agents

Dans cette étude, nous utilisons 1’algorithme Multi-Agent
Proximal Policy Gradient (MAPPO) en raison de sa simplicité
d’implémentation, de sa capacité a opérer dans des espaces
d’état et d’action continus et de son efficacité démontrée dans
diverses taches MARL [1]]. Nous supposons que tous les agents
sont homogenes, ce qui nous permets de partager les modeles
entrainés, accélérant ainsi le processus d’apprentissage et max-
imisant les informations extraites de chaque interaction avec
I’environnement. MAPPO fonctionne dans un cadre CTDE,
il utilise un critique centralisé et des acteurs décentralisés :
alors que tous les agents sont régis par une politique commune
et entrainés de maniere centralisée, ils agissent de maniere
indépendante sur la base de leurs observations locales a
chaque pas de temps, créant ainsi un systeme décentralisé.
Cette approche est nécessaire car nous n’avons pas abordé le
probléme de la longueur variable de la représentation de I’état
en fonction du nombre de suiveurs dans 1’environnement.

C. Représentation de I’état

L’espace d’état, I’espace d’observation et 1’espace d’action
sont continus. Chaque position 3-D du suiveur en coor-
données cartésiennes globales est encodée dans un vecteur
3-D p;. La position 3-D de la cible est pr. Les n
suiveurs sont ordonnés de telle sorte que p; est toujours
la position du ¢eme suiveur. L’état de I’environnement est
le nuplet ordonné s = (pi1,P2,.-.,Pn,PT) €t constitue
I’entrée du réseau de neurone critique centralisé utilisé dans
I’algorithme MAPPO. Pour chaque suiveur ¢, son observation
de I’environnement est codée dans le nuplet ordonné o; =
(Pi, P1,- - - Pi—1,Pi+1,-- -, Pn, PT) €t constitue I'entrée du
réseau de neurone acteur décentralisé.

En ce qui concerne I’espace d’action, comme expliqué dans
la section le mouvement des suiveurs est holonome.
A chaque étape, les agents naviguent dans une sphére d’un
rayon de 20 cm centrée sur leur emplacement précédent
(cette valeur est directement héritée de 1’environnement de
simulation CrazyRL [20] que nous avons adapté pour mettre
en ceuvre notre environnement de simulation, voir la section
[V). Ce rayon est déterminé par la vitesse maximale de 1’agent
(environ 2m/s) divisée par la fréquence de contrdle (10Hz
dans I’environnement de simulation). Pour calculer la position
du prochain pas, le réseau acteur produit un point 3-D dans
[—1,1]3, qui est ensuite mis a I’échelle de 20 cm.

D. Structure de la fonction de récompense

A chaque étape, chaque agent recoit une récompense com-
mune destinée a encourager les suiveurs a atteindre des
positions autour de la cible ou I’incertitude sur le résultat de
I’algorithme de triangulation est minimale.

L’évaluation de D'incertitude du résultat d’un algorithme
d’estimation peut se faire selon deux approches. Une approche

a posteriori implique la mise en ceuvre d’une méthode Monte
Carlo : I’incertitude de la sortie est statistiquement obtenue a
partir d’un échantillonnage aléatoire répété compte tenu d’une
distribution d’entrée bruitée. Bien qu’elle soit facile a mettre
en ceuvre, elle nécessite un nombre important d’exécutions,
ce qui peut prendre beaucoup de temps. La seconde méthode
est une approche a priori, qui implique le calcul de relations
analytiques a 1’aide d’approximations linéaires pour décrire la
facon dont I’incertitude se propage des entrées aux sorties.
Cette deuxieme approche ne nécessite qu'une seule exécution
pour calculer I'incertitude de la sortie. C’est donc 1’approche
privilégiée pour notre fonction de récompense, puisqu’elle sera
calculée a chaque étape d’interaction avec 1’environnement.
1) Triangulation avec des caméras omnidirectionnelles:

Dans notre cas simplifié avec des caméras omnidirectionnelles,
au lieu de mesurer la position de la projection du point sur
le plan de la caméra 2-D, nous mesurons 1’angle polaire
et I’angle azimutal dans le repere sphérique centré sur la
position du suiveur. Pour chaque suiveur a 1’emplacement
P = (Pz,pz,p-) en coordonnées cartésiennes globales, les
coordonnées cartésiennes globales d’un point X = (z,y, z)
sont liées a ses coordonnées sphériques locales de la maniere
suivante :

T sin 0 cos ¢ D
y| =rx |sinfsing | + |py 2)
z cos o

avec 6 € [0, 7] I'angle polaire, et ¢ € [0, 27| I’angle azimutal.
La distance radiale r € R, est inconnue dans le probléme de
triangulation. Définissons le vecteur suivant :

dy i sin 0; cos ¢;
di = dyﬂ' = |sin 91 sin ¢i (3)
dq cos 0;

Ce vecteur, souvent appelé cosinus directeurs, définit la direc-
tion du point X dans le systeme de coordonnées cartésiennes
locales du ¢eme suiveur a 1’aide des coordonnées sphériques.
Avec I’emplacement du suiveur pj, elles définissent une droite
passant par X. Dans le cas d’une triangulation avec deux
caméras omnidirectionnelles, nous avons :

X =7 xdy +p1

)
X =71y xdz +p2

Nous pouvons éliminer les distances radiales inconnues a
I’aide d’un produit en croix afin d’obtenir trois équations pour
chaque suiveur, trés semblables a celles de la triangulation
linéaire dans le cas des caméras a sténopé dans (T)). Notez que
la troisiecme équation est une composition linéaire des deux
autres et qu’elle pourrait étre supprimée.

dy,i(z 7pz,i) - dz,i(y - py,i) =0
dz,i(x - pm,z) - dm,z(z - pz,z) =0 (5)
dei(y — Dy,i) — dy,i(x —pzi) =0

Nous obtenons, pour n suiveurs, un systeme linéaire

surdéterminé de la forme AX = b, qui peut étre résolu en



utilisant une méthode telle que la décomposition en valeurs
singulieres ou en utilisant des techniques de moindres carrés
pour obtenir la valeur de X.

A1 0 ce 0 X — P1 0
0 Az ... 0] |X-pa 0
. . = . (6)
0 0 An X - pl’l 0
with
0 _dz,i dy,i
A= d;; 0 —dy N

—dyi  dgs 0

2) Propagation des incertitudes: Les équations de triangu-
lation dans (6) ont la forme implicite :

fo(X,v)=0 ®)

ou f, est paramétré par le vecteur de paramétres p =
(P1,---,Pn), X est le point 3-D triangulé en sortie de
I’algorithme de triangulation et v est un vecteur d’entrées
bruitées v = (01, ¢1,...,0,, ¢n), 1égi par un bruit gaussien
avec une matrice de covariance X, .

Dans ce cas, la matrice de covariance Xx de la sortie X
est liée a la matrice de covariance X, par [21], [22] :

IxZxIx" =3,2,7,7 ©)

ol Jx et Jy, sont les matrices jacobiennes des dérivées
partielles de f, par rapport, respectivement, a la sortie X et a
I’entrée v. La matrice de covariance de sortie peut alors étre
exprimée comme une fonction de la matrice de covariance
d’entrée (qui est soit connue, soit présumée) par :

¥x =Ix "I, (2,3, (Ix )T (10)

ou Jx ™ est la matrice pseudo-inverse de Jx.

Dans notre cas, les jacobiens peuvent &tre exprimés ana-
lytiquement & I’aide de (6). Le vecteur d’entrée v peut étre
décomposé en v = (v1,Va,...,Vvy) avec v; = (0;, ¢;), alors
fo(X, V) peut étre écrit :

fP(X’V) = [fpl(Xavl) fpn(van)]T (11)

avec chaque fp, (X, vi) = [A;- (X —p;)]T. D’ol les matrices
jacobiennes suivantes :

o
X Az
Ix=| | = (12)
O fon A,
oX
o 0 0
0 e 0
J, = v , (13)
00 e
avec
afi 0A; 0A;
3\: [W'(X*Px) 0 '(X*P-)} (14)
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0.0003  0.0006  0.0014  0.0029

0.0064  0.0137  0.0297  0.0642  0.1388  0.3000

Fig. 2. Incertitude de la sortie triangulée sur ’axe X pour deux caméras dans
le plan XY, I'une d’entre elle étant en (x,y) = (10, 0).

3) Comparaison avec I’approche de Monte Carlo: Pour
valider le modele analytique précédent, nous avons comparé
I’incertitude obtenue avec I’approche analytique aux résultats
d’une approche Monte Carlo. Nous avons placé, en simulation,
deux caméras a différents endroits d’une sphere autour d’un
point cible. En supposant que les entrées sont soumises a
un bruit gaussien, nous avons ajouté un bruit gaussien avec
un écart type (og,,04,) aux mesures réelles et avons utilisé
un algorithme de triangulation basé sur (6) et un solveur
des moindres carrés pour calculer les positions de sortie
estimées. Nous avons ensuite calculé I’incertitude statistique
de la position de la cible pour chaque paire d’emplacements
de caméra.

La Fig. 2| montre les résultats de la comparaison entre
le modele analytique proposé et les simulations de Monte
Carlo pour différentes paires d’emplacements de caméra dans
un plan. La premiere caméra est fixée a 10m de la cible
le long de l'axe X, et la seconde caméra est positionnée
uniformément dans le cercle autour de la cible sur le plan
XY. Nous avons utilisé pour les deux caméras un écart-type
d’entrée de o0y, = 04, = 0,003 rad. Pour chaque paire
d’emplacements de caméra, 100 exécutions de Monte Carlo
ont été utilisées pour calculer I'incertitude statistique de la
sortie. L’incertitude de la coordonnée x de X en fonction de la
distance et de 1’angle dans le plan XY de la deuxieéme caméra
est représentée graphiquement. Les autres composantes ne sont
pas présentées ici, mais la composante x est la plus illustrative,
puisque la premiere caméra est alignée sur 1’axe X. Il est facile
de voir que les valeurs de Monte Carlo sont tres proches des
résultats analytiques.

4) Fonction de récompense: A chaque pas de temps, les
suiveurs recoivent la récompense suivante :

si di,target > dthreshold
ou di,ground > dcrash
ou VJ 7& ? di,j > dcrash

1

VTr(Ex)’
T = (15)
si dcrash < di,target < dthreshold

sinon

—Ttoo_close
—Tpenalty,

Ou Tr(Xx) désigne la trace de la matrice de covariance
Yx, C’est-a-dire la variance de la distance du vecteur X



par rapport a sa moyenne. Cela encourage les suiveurs a
atteindre des positions autour de la cible ou I’incertitude sur le
résultat de 1’algorithme de triangulation est minimale. 11 s’agit
d’une récompense commune calculée a partir de la position
de chaque suiveur, ce qui encourage la collaboration.

Si I'un des suiveurs entre en collision avec la cible, le
sol ou un autre suiveur au cours d’un pas de temps donné
(sur la base d’un seuil de distance d.,qsp), le suiveur regoit
une pénalité individuelle (—rpenalty). Cela encourage chaque
suiveur a éviter les collisions.

Additionnellement, une faible pénalit¢ individuelle
(—Ttoo_close << —Tpenalty) est infligée lorsqu’un suiveur
s’approche trop prét de la cible (sur la base d’un seuil de
distance dipreshoid), POUr encourager les suiveurs a se tenir
a une distance de sécurité respectable de la cible. Sans cette
pénalité, les suiveurs seraient encouragés a s’approcher au
plus prét de la cible pour réduire I’incertitude triangulée,
jusqu’a fréler la collision. Cet ajout peut aussi &étre justifié
par le fait que, dans la pratique, un drone qui suit une cible
a l’aide d’une caméra ne pourrait pas le faire s’il était trop
proche, en raison du champ de vision limité des caméras.

V. EXPERIENCES EN SIMULATION

Nous avons implémenté notre scénario en simulation en
adaptant les environnements de simulation de CrazyRL [20]
basés sur I’API standard de la Farama Foundation pour les
environnements MARL, PettingZoo [23|]. CrazyRL est une
bibliotheque MARL Python qui fournit des environnements
de simulation et des outils pour faire du MARL avec les
drones Crazyflie 2.1, commercialisés par Bitcraze AB. Nous
avons utilisé cette bibliotheque pour tester ultérieurement nos
modeles RL entrainés lors de vols réels, comme présenté dans
Les environnements d’entrainement de CrazyRL sont trés
rapides, ce qui est nécessaire pour pouvoir entrainer nos agents
dans un temps raisonnable, mais au détriment de la complexité,
car le modele dynamique du drone n’est pas pris en compte,
comme spécifié dans Les environnements de simulation
existants de CrazyRL ont été fortement personnalisés pour
s’adapter a la description de notre scénario, a notre nouvelle
fonction de récompense et a 1’ajout de fonctionnalités de
”domain randomization” (les positions de départ de la cible
et des suiveurs ont été rendus aléatoires a chaque exécution,
une caractéristique non présente dans 1’implémentation origi-
nale de CrazyRL mais nécessaire pour obtenir une meilleure
généralisation).

Nos environnements de simulation et notre implémentation
de MAPPO [1] ont été codés avec JAX [24], [25]. Con-
trairement aux processus d’apprentissage RL plus classiques,
avec cette implémentation le simulateur est aussi porté sur
le GPU, ce qui permet d’éliminer les délais introduits par les
communications entre CPU et GPU et de tirer pleinement parti
des fonctionnalités de parallélisme des GPUs pour accélérer
le processus d’apprentissage par plusieurs ordres de grandeur.

Nos politiques sont paramétrées par un perceptron mul-
ticouche a deux couches avec 128 unités par couche. Le
réseau acteur fait correspondre les observations de I’agent aux

vecteurs de moyenne et d’écart-type d’une distribution gaussi-
enne multivariable a laquelle on applique une transformation
tanh, a partir de laquelle les actions sont échantillonnées
dans I’espace continu. La transformation tanh est utilisée pour
contraindre les actions en sortie dans un intervalle fini [26].

[1]] fournit des recommandations de bonnes pratiques pour
le choix des hyperparametres pour 1’entrainement des réseaux
de neurones profonds a I’aide de MAPPO. Conformément a
ces recommandations, les hyperparametres pertinents utilisés
pour entralner nos modeles sont résumés dans le tableau
Tirant parti du fait que nos agents sont homogenes, nous avons
utilisé le partage des parametres pour accélérer 1’apprentissage.
Nous normalisons les récompenses et les observations. Nous
avons entrainé nos modeles sur un ordinateur doté de 128 Go
de RAM DDRS5, d’un processeur a 16 coeurs cadencés a 5,73
GHz et d’un GPU GeForce RTX 4090 pour 200 millions pas
de temps dans 1’environnement.

Les résultats présentés dans cet article ont été obtenus avec
des agents entrainés contre une cible fixe : la position de la
cible est toujours aléatoire a chaque épisode d’entralnement,
mais elle ne bouge pas. La récompense cumulée moyenne des
épisodes au cours de I’entralnement pour 2 a 4 suiveurs est
présentée dans la Fig. |3| 1l est facile de voir que dans les
trois cas, ’entralnement a convergé. Nous pouvons observer
que les gains cumulés finaux augmentent avec le nombre
d’agent. Cette différence peut étre attribuée a la fonction de
récompense qui récompense la minimisation de I’incertitude
dans la position triangulée, et cette incertitude est connue
pour diminuer avec le nombre de points de vue. La vitesse
de convergence diminue avec le nombre d’agent, ce qui est
normal puisque le temps d’apprentissage augmente avec la
taille du modele a entrainer, bien que la taille du batch utilisé
pour chaque épisode d’apprentissage avec MAPPO augmente
également avec le nombre d’agents. Nous pouvons notamment
observer que le cas a quatre suiveurs converge beaucoup plus
lentement, il n’atteint pas complétement I’asymptote apres 200
millions pas de temps.

Pour évaluer les performances des modeles entrainés, nous

TABLE I
HYPERPARAMETRES D’ENTRAINEMENT
Hyperparametres Valeur
num training episodes num training steps / buffer length
batch size num envs x buffer length X num agents
mini batch size batch size / num of mini-batches
num parallel envs 128
num training steps 60e6
buffer length 1024
num of mini-batches 1
num of epoch per training 15
actor learning rate Se-4
critic learning rate Se-4
clip parameter 0.2
entropy coefficient 0.01
value loss coefficient 0.5
optimizer Adam
optimizer epsilon le-5
weight decay None
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Fig. 3. Récompense moyenne cumulée par épisode au cours de 1’entrainement
pour différents nombres d’agents

les avons évalués a la convergence dans un environnement
réaliste, appelé dronesim [27], qui utilise le moteur Bullet
Physics [28§]]. Cette fois, le modele dynamique des drones est
simulé et les drones sont dirigés a I’aide de lois de commande
réalistes. Comme souvent dans les simulateurs de drones, le
simulateur dronesim dispose de contrdleurs de guidage de haut
niveau qui acceptent des positions de référence en entrée. Nos
modeles calculent en sortie une commande en position autour
de la position actuelle du drone dans le repere inertiel, que le
controleur du drone convertit ensuite en commandes de bas
niveau pour contrdler les rotors. Cependant, nos modeles ont
été entrainés dans une simulation simpliste, ou la dynamique
du drone n’est pas prise en compte. En pratique, il est
nécessaire d’ajuster la sortie du réseau en la multipliant par
un gain, ajusté pour s’adapter a la dynamique du drone et a
la fréquence de contrdle, afin de garantir que les commandes
soient réalisables par le drone réel. Lorsqu’un controleur de
drone recoit une commande en position, il passe par des phases
d’accélération, de vitesse maximale, et de décélération pour
atteindre la position cible, 1ié a la dynamique et I’inertie du
drone. Un gain élevé éloigne les commandes générées de
la position du drone, ce qui encourage le drone a accélérer
rapidement jusqu’a sa vitesse maximale. Au contraire, un
gain faible rapproche les commandes en position du drone,
trop proche et le drone n’accélérera pas jusqu’'a sa vitesse
maximale, le rendant plus lent. La fréquence de controle influe
également sur la valeur du gain. Les commandes sont générées
en supposant que le drone atteindra la position demandée au
pas de temps suivant. Lorsque le gain est élevé et la fréquence
faible, le drone peut dépasser la position désirée, produisant
des oscillations, surtout en vol stationnaire. Si la fréquence de
contrdle est tres élevée, ce phénomene est largement amorti.
Dans la Fig. [ nous avons tracé les trajectoires de deux drones
autour d’une cible fixe avec différentes valeurs de gain et de
fréquence de contrdle. Il apparait que lorsque la fréquence
de contrdle est haute, les trajectoires sont plus stables. Au
contraire lorsqu’elle est faible, un gain faible stabilise le vol.

La Fig. [f] présente plusieurs trajectoires obtenues dans le
simulateur dronesim avec un gain correctement ajusté et une
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Fig. 4. Comparaison de I’effet de la fréquence de contrdle et du gain sur des
trajectoires obtenues lors de vols simulés.

fréquence de 10Hz. Dans la figure en haut a gauche, nous
pouvons observer comment les suiveurs se placent autour
d’une cible fixe et stationnent a des positions fixes a une
distance de sécurité de la cible. De plus, méme si nous n’avons
pas été entrainés a le faire, nous avons évalué notre politique
contre une cible en mouvement. Les trois autres figures
présentent une cible se déplacant en cercle a la mé&me vitesse
maximale que les suiveurs (2m/s). Nous pouvons observer que,
bien qu’entrainée avec des cibles fixes, la politique résultante
peut s’adapter a des cibles qui se déplacent lentement. Ce
résultat est di aux propriétés markoviennes inhérentes a
I’apprentissage par renforcement, car les actions de contrdle
sont calculées sur la base de 1’état actuel uniquement et non
des données antérieures. Cependant, comme les politiques
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Fig. 5. Trajectoires obtenues lors de vols simulés. La cible est indiquée en
gradients de rouge, Les trajectoires des drones sont tracées en gradients de
bleu.



n'ont pas été formées avec une cible en mouvement, les
suiveurs n’ont pas appris a anticiper les mouvements de la
cible, ce qui entraine un retard dans leur réponse.

VI. TEST EN VOL REEL

Pour observer le comportement dans des scénarios réels
de la politique apprise, nous avons déployé les scénarios
d’observation de cibles fixes utilisant deux suiveurs et trois
suiveurs dans des démonstrations réelles. Les expériences ont
eu lieu dans I’aréne de vol de 'ENAC. Les dimensions de
I’espace de vol sont L x W x H = 8 x 8 x 4m et il est
équipé d’un systeme de capture de mouvement, qui calculent
la position et I’orientation des objets volant dans la voliere.

Les engins utilisés lors de la démonstration sont des DJI
Tello. Nous avons utilisé la bibliotheque Python DJITelloPy,
qui dispose de controleurs de guidage de haut niveau acceptant
des positions de référence en entrée. Par conséquent, comme
pourm avec les drones simulés, nous transmettons directement
la commande de position calculée, avec un gain de contrdle
ajusté pour la dynamique de vol des Tellos et une fréquence
de 10 Hz.

Des exemples de trajectoires de vol sont présentés dans les
Fig. [f] et Fig. [7] Fig. [} on remarque immédiatement que les
trajectoires obtenues pendant les vols réels sont plus bruitées
que les trajectoires simulés. Cela peut provenir du bruit dans
les estimations de position des suiveurs, dans celle de la cible
et de la dynamique de vol des suiveurs. Cependant, la politique
de guidage réussit a atteindre et a se stabiliser au-dessus d’un
point cible fixe.

Comme dans la section [V] la politique est également testée
sur une cible mobile, qui tourne en rond horizontalement au
centre de la voliere avec un rayon de 1,5 m et a 0,6 m de
hauteur. Les trajectoires obtenues sont présentées Fig. [7 et
nous pouvons comparer avec les mémes vols effectués en
simulation présentés Fig. [5] Les oscillations observées dans
le vol réel sont dues aux perturbations du flux d’air de la
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Fig. 6. Comparaison des trajectoires d’un vol réel et d’un vol simulé en
direction d’une méme cible.
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Fig. 7. Exemple de mouvements successifs de suiveurs lorsque la cible se
déplace en cercle.

cible par le suiveur qui la survolent. Ces perturbations, qui ne
sont pas simulés dans dronesim, font osciller la cible et par
conséquent les suiveurs qui suivent ses mouvements.

VII. CONCLUSION

Nous avons introduit une approche de guidage de drones
basée sur MARL pour la triangulation & N-vues de cibles
volantes a ’aide de caméras omnidirectionnelles embarquées.
Nous avons utilis¢ MAPPO pour apprendre avec succes des
politiques décentralisées qui permettent aux drones d’ajuster
dynamiquement leurs positions pour trianguler de maniere
optimale la cible, réduisant ainsi I’incertitude dans I’estimation
de la localisation. Nous avons proposé une fonction de
récompense basée sur la trace de la matrice de covariance de la
position triangulée, calculée a 1’aide d’un modele analytique de
propagation de I’incertitude. Une comparaison avec 1’approche
de Monte Carlo montre un bon accord avec le modele proposé.
En outre, nous avons évalué les politiques entrainées en
simulation et les avons testées lors d’expériences en vol réel,
montrant qu’elles peuvent gérer différents scénarios et étre
transférées dans des environnements réalistes. Notre approche
est une étape prometteuse vers ’utilisation de MARL pour
le suivi de plusieurs drones. Outre des évaluations et des
analyses expérimentales plus approfondies, nous évaluerons
a ’avenir le comportement du systtme avec un plus grand
nombre d’agents. Plus important encore, nous ne supposerons
plus que les positions des suiveurs sont connues de tous les
suiveurs, mais seulement partiellement observées par la vision.
Nous envisagerons également le cas de cibles multiples.
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Abstract—Dans le cadre de la mise au point de torpilles
chez Naval group, les algorithmes de contrdles embarqués sont
développés en simulation numérique. Le simulateur integre
plusieurs modeles pour évaluer les performances dans une mise
en situation la plus proche possible de la réalité. Parmi tous
ces modeles, on distingue le modele opérateur dont le role est
de simuler la communication entre le lanceur et la torpille.
Cependant, les modéles opérateurs mis en place jusque la grace
a des méthodes symboliques, dont notamment des machines a
états, n’ont pas un niveau de représentativité satisfaisants.

D’un autre coté, ’apprentissage par renforcement profond
a récemment montré de trés bonnes capacités a résoudre des
problemes de décision séquentielle complexes. Il semble donc,
a priori, capable de répondre a cette problématique indus-
trielle. Cependant, cette approche souffre d’une inefficience de
I’utilisation de ses données et d’'un manque d’interprétabilité di
a Putilisation des réseaux de neurones.

Nous proposons ici une approche théorique visant a étudier
le couplage entre une machine a états et I’apprentissage par
renforcement profond afin de tirer profit des connaissances
métiers sur I’environnement opérationnel pour pallier certaines
difficultés de I’apprentissage par renforcement profond et ainsi
obtenir un modele opérateur a la fois représentatif et explicable.

Index Terms—Apprentissage par renforcement, Apprentissage
par renforcement profond, Machine a états, Connaissance ex-
térieure, Interprétabilité

I. CONTEXTE INDUSTRIEL

Naval Group est un acteur international dans le domaine du
naval de défense qui congoit et produit une grande diversité de
produits, dont les plus notables sont les batiments de surface
et les sous-marins. C’est un systémier intégrateur présent sur
I’ensemble du cycle de vie de ses produits. Pour I’armement
de ces derniers, il s’occupe notamment du développement de
torpilles.

Dans le cadre de la mise au point de torpilles, un effort
important est porté sur le développement d’algorithmes embar-
qués de guidage et de prise de décision permettant d’atteindre
une cible. Dans le cas étudié, une liaison bi-directionnelle entre
le lanceur (i.e. batiment mettant en oeuvre I’arme) et la torpille
permet une communication entre ces deux acteurs :

o Le logiciel embarqué de la torpille remonte différentes
informations du contexte opérationnel a 1’opérateur (ciné-
matique, détections acoustiques, ...).

o Lopérateur a la possibilité d’influer sur les décisions de
I’intelligence embarquée de la torpille.

En plus des informations remontées par la torpille,
I’opérateur dispose également des informations données par
les capteurs du lanceur. Le schéma [I] illustre les différents
éléments et leurs interactions dans la situation tactique en-
tretenue.

Cible

Torpille

Sous-marin

Fig. 1: Contexte industriel

Afin de développer et d’évaluer ces algorithmes embarqués,
un simulateur numérique permet de simuler les différents
éléments représentés dans le schéma [2] L’environnement doit
étre aussi représentatif que possible afin d’évaluer de fagcon
fidele les performances des algorithmes. Il est donc, entre
autres, nécessaire de créer un modele de 1’opérateur permettant
de recréer les interactions possibles avec 1’algorithme au cours
d’un tir.

Dans cette optique, plusieurs modeles opérateurs ont été
mis au point a partir de méthodes symboliques, mais tous ces
modeles offrent une représentativité assez faible tant au niveau
du comportement que des performances. Cela est notamment
induit par la complexité de la tche a résoudre et le fait qu’il
n’existe pas de modele applicable simplement contrairement a
des modeles physiques. Il est néanmoins intéressant de noter
que, par cette voie de modélisation classique, le meilleur
modele opérateur a été créé a partir d’'une machine a états.

En accord avec le contexte industriel et 1’état de D’art
dans le domaine de la décision séquentielle, une approche a
base d’apprentissage par renforcement profond a été retenue
pour créer un nouveau modele opérateur. Bien que cette
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Fig. 2: Environnement de simulation du contexte industriel

méthode semble adéquate pour la mise en place d’un modele
opérateur performant, elle comporte des défauts dont les plus
notables sont I’efficacité de 1’utilisation des données, ainsi
qu'un manque d’interprétabilité du modele dii a I'utilisation
des réseaux de neurones. Or, ces deux aspects sont cruci-
aux. L’augmentation de I’efficacité de I'utilisation de données
permet de réduire les ressources calculatoires nécessaires a
I’apprentissage. L’interprétabilité du modele, quant a elle,
est essentielle dans la validation de son utilisation dans un
simulateur certifié. Pour pallier a ces difficultés, 1’utilisation
de la machine a états déja existante est proposée dans une
approche d’apprentissage couplée pour une accélération de la
convergence de 1’apprentissage vers un modele performant et
pour augmenter ’interprétabilité du modele final.

Afin d’illustrer les approches proposées, I’environnement
classique d’apprentissage par renforcement du Lunar Lander
a été choisi afin d’avoir un substitut non sensible au simulateur
industriel.

II. ETAT DE L’ ART

L apprentissage par renforcement (Reinforcement Learn-
ing ou RL) est une approche d’apprentissage automatique
qui utilise les actions d’un agent dans un environnement
pour apprendre un comportement maximisant une récompense
obtenue au cours de ses interactions [1]]. Cette approche
couplée a la capacité d’approximation de fonctions des réseaux
de neurones a permis ’apparition du Deep Reinforcement
Learning (DRL) qui est a la base de plusieurs avancées
récentes dans le domaine du controle séquentiel [2] [3]].

Le succes vient notamment des approches dites "Model-
Free" qui n’ont pas besoin d’avoir un modele de transition
de I’environnement, mais seulement d’une fonction de ré-
compense. L’'utilisation de fonction de récompense est une
approche expressive pour définir un probléeme [4] bien qu’elle
soit en pratique difficile a mettre en place, car son design influe
fortement sur les capacités d’apprentissage des algorithmes
[S]. Cette liberté vient également au prix de la nécessité

d’un nombre important d’interactions pour obtenir un com-
portement optimal, notamment dii au dilemme exploration-
utilisation [1]]. De plus, ce couplage entre RL et Deep Learning
entraine plusieurs défauts inhérents aux réseaux de neurones :
explicabilité [6], stabilité et reproductibilité de 1’entrainement
[7]]. Ainsi, il reste encore plusieurs points cruciaux a améliorer
afin que le DRL soit applicable a une plus grande variété de
problemes [S].

Une des principales préoccupations de la communauté sci-
entifique du DRL est I’amélioration de la rapidité et de la
capacité de convergence des algorithmes. Pour cela, il y a
des approches agnostiques de I’environnement a la base de
plusieurs concepts clés. Ces méthodes agissent sur des aspects
différents des algorithmes []1]]. Par exemple, les approches On-
Policy/Off-Policy, les approches de types Value-Actor, Policy
Gradient, Actor-Critic, le rejeu d’expérience [9]], une opti-
misation de I’entropie [[10] [11] ou I’ajout de motivation
intrinseque [|12]]. D autres approches se concentrent sur 1’ajout
de connaissances extérieures sur le probleme afin de faciliter la
convergence vers une politique adéquate. Le format, la quantité
et 1’utilisation de ces connaissances sont trés variables, on
peut trouver parmi les approches les plus classiques I’Imitation
Learning [[13[], 1e Curriculum Learning [|14]] ou bien le Transfer
Learning [15].

Plusieurs approches fusionnent le DRL avec [’utilisation
d’une machine a états finie (MAE) ou un automate déter-
ministe fini. Une premiere approche est d’intégrer cette MAE
dans la structure du probleme de DRL en agissant sur I’espace
d’observation ou/et d’action avec une approche hiérarchique,
avec un macro et un micro contr6leur ot l'un des deux
est géré par une MAE et I'autre appris par DRL [[16] [17].
D’autres approches couplent la MAE et le DRL au niveau
algorithmique, c’est le cas des Reward Machines en ajoutant
une structure de MAE sur la fonction de récompense, ce
qui permet notamment d’augmenter 1’espace d’observation et
d’ajouter un mécanisme de rejeu d’expérience basé sur les
états [18]]. De plus, une MAE peut directement étre apprise



afin d’aider la convergence comme pour les Subgoal Automata
[19] ou [20]]. Ainsi, le couplage d’une machine a états et d’un
algorithme de DRL peut améliorer la capacité, la stabilité et
Iinterprétabilité [21] de 1’apprentissage.

Dans cet article, nous nous intéressons a une approche de
couplage algorithmique entre un algorithme de DRL et une
MAE. Cette derniere représente des connaissances a priori sur
I’environnement pour augmenter 1’ interprétabilité du processus
d’apprentissage et potentiellement I’améliorer en permettant
d’incorporer des heuristiques exploratoires externes.

Nous présenterons dans un premier temps les défini-
tions nécessaires pour le DRL, les MAE ainsi que pour
I’environnement (section [[TI) et les outils utilisés pour les
études menées (section m Dans un deuxieme temps, nous
définirons plusieurs approches théoriques pour le couplage
d’une MAE avec un algorithme d’apprentissage par ren-
forcement (section . Puis, nous utiliserons ce formalisme
afin de recontextualiser plusieurs méthodes de I’état de 1’art
(section [VI). Par la suite, nous présenterons plusieurs possi-
bilités de couplage identifiées (section [VII). Finalement, nous
conclurons sur les perspectives envisagées dans le contexte
industriel qu’apporte le couplage proposé entre une MAE et
un algorithme de DRL.

III. DEFINITIONS

A. Apprentissage par renforcement

L’apprentissage par renforcement est un domaine de
I’apprentissage automatique ou un agent interagit avec un
environnement par une action, ce qui induit une transition de
I’état de I’environnement. Il recoit alors une récompense sous
forme d’un scalaire qui évalue la transition effectuée. Le but
de I’apprentissage par renforcement est d’apprendre grice a
des interactions avec 1’environnement, le comportement qui
maximise la récompense obtenue au cours de ses interactions.

Le formalisme mathématique utilisé classiquement pour
représenter un tel probleme est le processus de décision
markovien, abrégé MDP pour Markov Decision Process. On
se placera par la suite dans le cas d’'un MDP déterministe. Il
est défini par le tuple (S, A, T, R, py) avec :

o S, I’ensemble des états possibles.

e A, ’ensemble des actions a la disposition de I’agent.

e T:Sx A — S, une fonction de transition qui régit
I’évolution de I’environnement.

e R:5xAxS8 — R, la fonction de récompense.

e po, la distribution de 1’état initial sur I’ensemble des états

On définit également le gain cumulé réduit, G; =
>k YFriske1 > ol r; désigne la récompense recue a 1’instant
t, qui permet d’estimer la récompense obtenue sur un certain
horizon temporel en fonction d’un facteur de réduction . Une
fonction de politique 7 représente alors une fonction de prise
de décision qui permet a partir d’'une observation, de choisir
une action. La résolution du probléme est la recherche de 7*,
la politique optimale qui maximise le gain cumulé réduit.

B. Machine a états

Dans la suite, nous nous placerons dans le cadre d’une
machine 2 états finie (MAE) définie par le tuple (Q,U, 4, qo)
un ensemble d’états possibles, Q, un ensemble d’observable,
U, une fonction de transition, § : @ x U — Q ainsi qu’un état
initial ¢, € Q.

C. Ewvironnement

Le type d’environnement étudié est une simulation
ou l’agent n’a accés qu’a une observation dégradée de
I’environnement réel dans lequel il évolue. D’un coté,
I’observation partielle a disposition du modele opérateur est
I’ensemble constitué des données fournies par ses propres
capteurs ainsi que des informations remontées périodiquement
par la liaison de communication. D’un autre c6té, I’observation
globale (i.e. réelle) est la position de la cible. Cette dichotomie
est largement présente dans le cas de simulation de contrdle
d’un véhicule ou bien de personnages dans un monde fictif ou
les données comme la position des obstacles ou de 1’objectif
ne sont observables qu’en fonction de la position de 1’agent
via des capteurs ou un point de vue [25] [26].

Ce type de problématique peut alors étre posé sous la forme
d’un processus de décision markovien partiellement observ-
able (POMDP). 11 se définit par un tuple (S, A, T, R, po, 22, O)
avec :

e (S, A, T,R,pg) est un MDP défini tel que précédemment.

espace d’observation globale.

. espace d’observation partielle.

e« O: S — Q permet d’obtenir I’observation partielle a
partir de I’observation globale.

e S, I
Q,r

s

Cependant, le formalisme du POMDP induit classiquement
I’ajout d’une probabilité sur I’espace des états, communément
appelé vecteur de croyance, car ce formalisme s’applique le
plus souvent a des probleémes non-markoviens. Dans notre cas,
le formalisme permet de traduire une plus grande complexité
d’extraction de caractéristiques pertinentes pour la prise de
décision a partir de 1’observation partielle plutdt qu’a partir
de I’observation globale.

N

Le probleme a résoudre est donc de trouver la politique
optimale choisissant une action a partir de 2.

Dans le cas de la définition d’'une MAE, ’espace Q peut
étre soit S ou (2. Dans cette étude, les deux possibilités seront
considérées. Les différences sur les possibilités d’utilisation
et les intéréts de ces deux approches seront explicitées par la
suite.

Pour la suite, nous utiliserons I’environnement Lunar Lan-
der [23] afin d’illustrer simplement les approches présen-
tées. L'espace S sera le vecteur d’observation physique et
I’espace €) sera construit a partir du rendu graphique de
I’environnement. Afin de réduire 1’aspect non-markovien,
I’observation sera composée d’une concaténation comme pro-
posée dans [?2].
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IV. OuTILS
A. Environnement

Le probleme du Lunar Lander est issu de [23[]. C’est un
environnement de contrdle discret 2D dont le but est de faire
atterrir un vaisseau spatial sur la Lune entre deux drapeaux. Le
vecteur d’observation, appartenant donc a S, est de dimension
8 et est constitué de :

o La position : z, y

o La vitesse : ¢, y

o [’angle de roulis : 6

« La vitesse de roulis : §

o Le contact des pieds au sol (deux booléens) : G, D

Son espace d’action est un choix discret entre les 4 actions
correspondantes a I’activation d’un de ses 3 réacteurs ou bien
de ne rien faire.

Sa fonction de récompense l’encourage a se poser de
maniere la plus stable possible tout en minimisant 1’utilisation
de ses réacteurs. Apres chaque pas de temps, une récompense
est donnée. La récompense totale d’un épisode est la somme
de toutes les récompenses obtenues au cours d’un épisode.

Pour chaque pas de temps, la récompense est :

o augmentée/réduite plus le vaisseau est proche/loin de la
plate-forme d’atterrissage.

o augmentée/réduite plus le vaisseau est lent/rapide.

o résuite plus le vaisseau a un angle important par rapport
a la verticale.

o augmentée de 10 points pour chaque pied qui est en
contact avec le sol.

o réduite de 0.03 pour chaque pas de temps ol un moteur
latéral est utilisé.

o réduite de 0.3 pour chaque pas de temps ou le moteur
central est utilisé.

A la fin de I’épisode, un récompse finale de -100 ou +100
est donnée en fonction de la réussite ou non de I’atterrissage.

Un épisode est considérée comme étant réussie a partir d’un
récompense totale d’au moins 200 points [24] . Les épisodes
durant plus de 1000 pas de temps sont tronqués.

Une seconde version du probleéme est introduite ou
I’observation est constituée a partir du rendu graphique de
I’environnement, en concaténant 4 images consécutives ré-
duites en taille et mise en niveau de gris, ce qui permet de
construire les observations issues d’(2. Le schéma [3] explicite
le placement des espaces d’observations S et €2 dans le cas

du Lunar Lander.

B. Machine a états utilisée

Initialisation

B <0.2ety>1
ey
0>02

non(G ou D)

Fig. 4: Etats de la MAE avec leurs conditions de transition

La MAE utilisée pour la suite a pour but de découper
I’espace d’état avec une heuristique simple. L’objectif de
ce découpage est d’avoir des états ou il est attendu que la
politique soit différente afin de pouvoir déceler des difficultés
d’apprentissage sur différents ensembles d’états. Les états sont

o Etat 0 : Haut. Le vaisseau a un angle tres faible et est
dans la partie haute de 1’environnement.
o Etat 1 : Instable. Le vaisseau a un angle non négligeable.



o Etat 2 : Bas. Le vaisseau a un angle tres faible et est dans
la partie basse de I’environnement.

o Etat 3 : Atterri. L'un des deux pieds du vaisseau touche
le sol.

Le schéma [4] représente la MAE ainsi que les conditions de
transitions entre ces différents états.

V. MISE EN PLACE DE LA MAE

Nous décomposerons simplement un algorithme de DRL
comme étant la succession de deux phases. Une premicre
phase exploratoire de récolte d’expérience et une seconde
phase d’apprentissage utilisant ces expériences afin de mettre a
jour I’état de la politique qui servira pour créer une nouvelle
politique exploratoire pour une nouvelle phase exploratoire.
Cette représentation est illustrée par la figure 5] Avec ce
découpage simple, nous pourrons étudier plusieurs possibilités
de placements de MAE.
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Fig. 5: Schéma générique d’apprentissage par renforcement

A. Définition du couplage de la MAE au sein de [’algorithme
de DRL

Une premiere question est si la fonction de transition de
la MAE est utilisée lors de la phase d’exploration ou bien
lors de la phase d’apprentissage. En effet, les deux placements
n’ont pas acces aux mémes informations.

Une premiere facon consiste a utiliser la MAE lors de
phase d’exploration. Dans ce cas, on s’appuie sur la MAE
a chaque interaction avec l’environnement. Elle peut alors
étre placée en "série", c’est-a-dire qu’elle permet de définir
I’espace d’observation et/ou 1’espace d’action de la politique
apprise par DRL comme décrit par la figure [6a] Elle peut
également étre placée en parallele de la politique, c’est a dire
qu’elle utilise le méme vecteur d’observation que la politique
comme décrite par la figure [6b]

Lorsque la MAE est lors de la phase
d’apprentissage, les informations a sa disposition sont
I’ensemble des transitions en mémoire et des métriques
d’apprentissage calculées.

utilisée
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(b) MAE placée en parallele

Fig. 6: Placement schématique d’'une MAE en phase ex-
ploratoire

B. Modification algorithmiques permises par ces différents
usages de la MAE

Les modifications algorithmiques induites par I’utilisation
d’une MAE peuvent étre soit en phase exploratoire, soit en
phase d’apprentissage.

Pour les modifications en phase exploratoire, celles qui
modifient ’espace d’entrée de la politique et/ou le choix des
actions, doivent étre gardées pour la solution finale. Dans le cas
d’une MAE utilisée dans la phase exploratoire, le placement
en série implique naturellement ce type de modifications.
Pour une MAE placée en parallele, cela dépend de si elle
est utilisée pour augmenter 1’espace d’observation et/ou pour
changer activement ’action choisie. Ainsi, une MAE utilisant
S et modifiant I’espace d’observation ou d’action ne peut étre
utilisée comme une solution finale & un probleme de décision
séquentielle, car cela revient a utiliser des informations non
accessibles.

Pour les modifications en phase d’apprentissage, I’utilisation
de la MAE a une influence sur la maniere algorithmique
de mettre a jour les poids du réseau de neurones et/ou sur
la politique exploratoire utilisée pour la phase exploratoire.
Une différence notable par rapport aux modifications en phase
exploratoire est qu’elles n’induisent pas de modifications sur



la définition de la politique finale.

VI. RECONSIDERATION DE L’ETAT DE L’ART AU REGARD
DES DEFINITIONS PRECEDENTES

A. Fonctionnement et modification en phase exploratoire

Les approches mélant une MAE avec le DRL de cette fagon
modifient la problématique initiale de I’environnement en
utilisant une MAE pour la définition de I’espace d’observation
et/ou d’action de la partie apprise par DRL.

Ainsi, plusieurs approches placent la MAE en série avec
une architecture utilisant un macro et un micro contrdleur
afin de cibler I’apprentissage sur une partie considérée comme
complexe tout en gardant un contrdle et une compréhension
sur le modele final. Par exemple, dans [17], la fonction de
politique est apprise pour un seul état de la MAE et garde
une définition symbolique pour les fonctions de transition et
pour la politique appliquée dans les autres états. Dans [16],
la politique apprend directement en utilisant 1’état du systeme
mais son espace d’action agit sur une MAE construite a partir
d’un contrdleur Proportionnel Dérivé qui transmet des actions
plus bas niveau aux actionneurs.

Une utilisation d’'une MAE placée en parallele est proposée
par [18]. Tout d’abord, la fonction de récompense est une
Reward Machine et 1’observation est augmentée par 1’état
courant de la MAE qui est utilisée en parallele des interactions
de la politique afin d’obtenir la récompense. Un résultat
intéréssant prouvé par [ 18] est que cette utilisation peut rendre
un probleéme, initialement non markovien, markovien grace
aux informations fournies par 1’état courant de la MAE.

B. Fonctionnement en phase exploratoire et modification de
la phase d’apprentissage

Ce type d’approche utilise une MAE lors de la phase
d’exploration et tire profit des informations données par la
MAE sur les transitions afin d’améliorer I’apprentissage.

Les algorithmes les plus notables sont le HRM et le QRM
issus de [[18] qui profitent tous les deux de la structure de
MAE pour augmenter artificiellement le nombre de transitions
rencontrées en rejouant chaque transition avec tous les états
possibles de la MAE. De plus, le HRM maintient une politique
différente pour chacun des états mais comme cela a été
soulignée, cela implique que la MAE doit étre gardée pour
la politique finale afin de choisir quelle politique doit étre
utilisée.

Plusieurs travaux se sont penchés sur le fait d’apprendre au-
tomatiquement une MAE ou un automate dans ce contexte [|19]]
mais ces approches perdent alors 1’intérét d’utiliser une MAE
créée par un humain qui est plus facilement interprétable.

C. Fonctionnement en phase d’apprentissage et modification
de la phase exploratoire

Les méthodes de 1’état de 1’art se rapprochant le plus de ce
concept sont issues du Curriculum Learning mais n’utilisent
pas la structure de MAE, mais plutot celle de graphe [14]. En
effet, plusieurs approches mettent en place un ensemble de
taches et font évoluer la tache courante a partir de laquelle les

interactions sont générées en phase exploratoire en fonction
de T1’état d’avancement de la politique dans son processus
d’apprentissage.

Article
18] [19]
(L8]l [19]

Placement Modification

Exploratoire

Apprentissage

Parallele
Exploratoire

Exploratoire S -
Apprentissage

Exploratoire [L6f [17]

Série Q

Apprentissage

Exploratoire [14]

Apprentissage

Apprentissage

TABLE I: Tableau récapitulatif des méthodes présentées avec
I’approche proposée

VII. PERSPECTIVES

Cette section propose des premieres pistes de couplage
entre une MAE et un algorithme de DRL appliquées a
I’environnement Lunar Lander. Ces études ont comme but
d’évaluer des gains en performances et en explicabilité afin
d’avoir une approche permettant une application finale ex-
ploitable dans notre contexte industriel.

A. Nouvelles métriques d’évaluation de 1’état courant de la
politique

Plusieurs approches se basent sur des métriques de 1’état
courant de la politique afin de pouvoir mettre en place des
rétroactions dans le processus d’apprentissage, par exemple,
I'utilisation de 1’entropie pour [10]. Ainsi, ces métriques
permettent d’ajuster le mécanisme d’apprentissage en prenant
en compte I’état courant de la politique afin d’ajuster la
rétroaction.

L'utilisation d’une MAE en phase exploratoire de fagon
parallele peut permettre de classifier chacune des observa-
tions a un état issu de la fonction de transition. Cet ajout
d’information peut permettre de créer de nouvelles métriques
permettant d’évaluer I’état courant de la politique. Afin
d’illustrer I’approche proposée, un entralnement utilisant PPO
[10] sur I’environnement Lunar Lander a été fait, en utilisant
la MAE de la section [[V-B| en parallele lors de la phase
exploratoire. Cela permet d’avoir, pour chacune des transitions
de I’environnement, la valeur de 1’état dans lequel la MAE
est au cours de I’épisode sans modification algorithmique de
I’apprentissage.

Un premier type de métrique est d’utiliser la proportion de
chacun des états comme une métrique. La figure [/| montre
la proportion moyenne de chacun des états rencontrés par
la politique par épisode au cours d’un apprentissage. Ainsi,
ce type de métrique peut permettre d’avoir des éléments de
compréhension sur 1’état courant de la politique au cours
de l’apprentissage. En effet, on voit ici que le début de
I’apprentissage se concentre sur la phase aérienne car la pro-
portion de I’état 3 est tres faible, puis le concept d’atterrissage



devient beaucoup plus présent avec une forte proportion d’état
3. Finalement, on observe une phase ou les proportions des
états convergent vers des valeurs stables avec notamment une
récompense totale moyenne qui évolue beaucoup moins.
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Fig. 7: Apprentissage sur I’environnement Lunar Lander avec
PPO en utilisant une MAE en paralléle a partir de S pour
classifier les différents états

Un second type de métriques est d’utiliser des métriques
déja existantes, mais de les évaluer par état afin d’avoir une
évaluation de I’état de la politique pour chacun des états. La
figure 8] montre I’écart a la valeur moyenne de I’entropie
de l'acteur par état cours de l’entrainement. On peut voir
ici une différence notable entre les différents états et plus
particulierement de 1’état 3 par rapport aux autres états donc
I’évaluation de métriques par état semble intéressante pour
déceler des différences au cours de 1’apprentissage face a des
transitions venant d’états différents.

De facon similaire a 1’algorithme HRM issu de [18]], il peut
étre intéressant de différencier le traitement algorithmique en
fonction des états grace a ces différentes métriques afin de
profiter de la structure de la MAE pour diviser la complexité
du probleme global en sous-problemes plus simple.

B. Utilisation d’une MAE Politique

Dans un cas ou une MAE existe déja pour répondre au
probleme de décision séquentiel visé, comme dans notre cas
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Fig. 8: Ecart a la valeur moyenne de 1’entropie de 1’acteur par
état

industriel, il peut étre intéressant d’étudier la capacité de tirer
profit de la structure de MAE tout en ayant accés a une
politique pour chacun de ces états. Cependant, il est bon de
noter, qu’on se place dans un contexte ou la politique fournie
par la MAE est sous-optimale car sinon, I’intérét d’appliquer
une méthode d’apprentissage par renforcement est inexistant.

On définit ici une machine a états politique (MAE-7) par
une machine de Mealy définie par un tuple (Q, U, J, o, A, )
avec (Q,U, d, qo) une MAE, A I’ensemble des actions possi-
bles et m : Q x U — A, une fonction de sortie, qui permet
donc d’avoir une politique, dépendant de 1’état courant de la
MAE et de I’observable.

Dans la littérature, on trouve différentes méthodes pouvant
utiliser des MAE politiques. En effet, il est possible d’utiliser
les approches de Transfer Learning basées sur 1’utilisation
d’une politique extérieure (notamment le Policy Transfer ou le
Learning from demonstration), bien qu’elles ne tirent pas profit
de la structure de la MAE et qu’elles doivent étre capables
de tirer profit d’une politique imparfaite. Il peut donc étre
intéressant d’explorer 1'utilisation de ces approches, mais en
tirant profit de la structure de MAE, ce qui permettrait d’avoir
un traitement différent et potentiellement plus adéquat pour
chacun des états.

Les MAE politiques semblent intéressantes pour une util-
isation en parallele avec des modifications dans la phase
exploratoire, car cela permet d’introduire une action alternative
a celle fournie par la politique optimisée, ce qui peut permettre
de guider I’exploration lors de I’apprentissage grice a une
heuristique métier si certains états sont complexes. De plus,
il est également possible de restreindre I’utilisation de la
politique issue du DRL a seulement certains états de facon

similaire a [|17].

C. Utilisation de S comme espace d’entrée de la MAE

Une MAE utilisant directement ) peut &tre complexe a
mettre en place lorsque ’observation est difficile a traiter,
notamment avec des données déstructurées (images, nuage de
points lidars, sonars). Cependant, lorsque 1’espace S existe
et qu’il est possible grace au simulateur d’y avoir acces, une



approche pourrait étre d’utiliser directement S comme espace
d’entrée de la MAE. En reprenant 1’approche et les termes de
qui décompose le probleme de la décision séquentielle
en un probleme de compréhension de 1’observation et un
probléme de choix de I’action, dans notre cas, cette approche
permet de nous affranchir du probleme de compréhension de
I’observation pour la création de la MAE. Ainsi, I'utilisation
d’Q) semble intéressante dans les environnements ou le prob-
Iéme de compréhension de 1’observation est complexe.

Cependant, cela implique une utilisation de la MAE sans
nécessité de 1'utiliser pour I'inférence de la politique finale.
En effet, les informations issues de S ne sont pas accessibles
dans le cas d’une résolution réelle. Toutes les approches
modifiant la phase d’apprentissage ou bien agissant seulement
sur la politique exploratoire peuvent étre envisagées, comme
celles présentées dans les sections[VII-Alet[VII-B] Cela permet
de simplifier la création de la MAE et donc potentiellement
d’augmenter son efficacité.

Afin d’illustrer ce concept, un apprentissage a partir de
Q2 tout en utilisant la MAE de la section [V-B] en parallele
a partir de ’espace S a été fait a 1’aide de PPO, ce qui
implique aucun changement algorithmique dans le processus
d’apprentissage. La figure [0] montre 1’évolution de la récom-
pense moyenne ainsi que de la proportion d’état par épisode.
Tout d’abord, on note que la modification de I’observation
complexifie 1’apprentissage avec un nombre d’interactions
nécessaires plus grand et une performance plus faible. L’ajout
de la MAE permet notamment de voir que la proportion de
I’état 1 (instable) est beaucoup plus grande que celle observée
pour I’apprentissage a partir de S (figure [7) ce qui donne
des informations sur les difficultés rencontrées au cours de
I’apprentissage pour obtenir une politique capable de stabiliser
I’angle de roulis du vaisseau a partir de €.

CONCLUSION

L apprentissage par renforcement profond est une approche
tres intéressante pour la résolution de probléme de décision
séquentielle comme celui de la mise en place d’un modele
opérateur en simulation numérique. Cependant, cette approche
présente des lacunes sur ’efficience de 1’utilisation des don-
nées et I’explicabilit¢ du modele final. Dans un contexte
industriel, et en particulier celui de la défense nationale,
la nécessité d’obtenir un résultat explicable avec un cofit
calculatoire raisonnable ce qui est tres critique dans la stratégie
d’investissement matériel et logiciel.

Les MAE sont déja fortement présentes pour résoudre ce
type de probleme, car elles montrent de bonnes performances
tout en restant explicables. En outre, 1’utilisation couplée d’une
MAE avec le DRL est une approche efficace et déja largement
utilisée dans la littérature pour ajouter des connaissances
extérieures afin d’aider le processus d’apprentissage. En effet,
cela permet d’accélérer la convergence et/ou d’augmenter
I’interprétabilité du modele final soit par des restrictions de
I’espace d’action ou bien par des processus d’apprentissage
plus compréhensibles.

150 A
Q
£ 1004
o]
2
Q
(%]
T
a 50 1
E
[=]
(=)
Q)
e« o4
504
1000 2000 3000 4000 5000
Mise a jour
(a) Récompense totale moyenne par épisode
1.0 1
0.8 4
c
9O 061
£
o
j=N
2
& 04
0.2+
0.0 4

6 1060 2500 . 30“30 4060 5060
Mise a jour
(b) Proportion moyenne par épisode de chaque état
Fig. 9: Apprentissage sur ’environnement Lunar Lander util-
isant PPO a partir d’Q) en utilisant une MAE en paralléle a
partir de S pour classifier les différents états

Nous avons donc défini un cadre théorique pour
I'incorporation d’une MAE au sein d’un processus
d’apprentissage par renforcement. Ainsi, ces définitions
permettent d’identifier les contraintes et les gains potentiels
en fonction du placement du couplage et nous les avons
utilisées pour replacer plusieurs approches de 1’état de
I’art. En outre, cela a permis d’identifier des couplages
algorithmiques intéressants, et non explorés jusqu’a
présent. Tout d’abord, la mise en place de nouvelles
métriques utilisant la structure d’une MAE afin d’avoir plus
d’informations sur 1’état courant de la politique au cours de
I’apprentissage. En outre, I'utilisation d’une MAE politique
semble également étre une approche intéressante pour tirer
profit de connaissances a priori sur le comportement souhaité.
Finalement, [D’utilisation d’information supplémentaire non
accessible pour le modele final peut permettre de simplifier
et d’améliorer la mise en place de MAE et donc d’améliorer
les gains d’explicabilité et de performance d’un couplage.
Ces différentes approches proposées sont en cours de
développement sur I’environnement Lunar Lander, dans un
but de résolution de la problématique industrielle exposée
initialement.
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Abstract—Autonomous Underwater Vehicles (AUV) are key in
seabed warfare applications. Seabed observation can be realized
with an embedded camera processed with Artificial Intelligence
(AI) that performs real-time semantic segmentation of the un-
derwater images; this requires high performances and light-
weight neural networks. However, AUV embedded computing
capacity is limited and we cannot consider using a large network
to obtain high performances. Knowledge distillation (KD) is a
method for teaching a lightweight network with a large pre-
trained supervisor network. This makes KD an ideal solution
for training a network both highly efficient and capable of
operating in real time embedded on a AUV. In this context, we
evaluate different semantic segmentation network architectures,
initially designed for urban datasets such as Cityscapes, over an
underwater dataset: the semantic Segmentation of Underwater
IMagery (SUIM) dataset. In addition, we evaluate the capacity
of several KD methods to transfer knowledge in the underwater
image domain with the SUIM dataset.

Experiments demonstrate that the change of domain from
urban scenes to underwater scenes achieves good results, both
for semantic segmentation and KD.

Index Terms—knowledge distillation, semantic segmentation,
autonomous underwater vehicle

I. INTRODUCTION

The underwater domain holds a strategic importance for
defense applications. In particular, the surveillance of the
seabed is crucial for maintaining national security as it enables
the detection of suspicious objects like mines or other threats.
In this context, AUV play an important role in monitoring this
environment, ensuring that security forces can respond swiftly
and effectively to any underwater threat. However, those AUV
need to be equipped correctly to move underwater without
difficulty, and to detect threats.

Vision in underwater context can be performed using Al
techniques applied to images/videos acquired by underwater
acquisition systems. The sonar imagery approach can be very
efficient as it can work from long distance to the seabed
and with a good resolution [1]. Synthetic aperture sonar can
be used to get high-resolution images of the sea bed. An
alternative solution is to use an underwater optical imaging
system to get to know the environment around the AUV
[2]. Optical images in an underwater context have some
drawbacks, specifically the effective distance, but they allow
gathering real-time vision of the environment in front of the

AUV, and some works have managed to improve underwater
performances of optical devices [3].

With prior treatment, the AUV can use the video informa-
tion to navigate. This treatment can be performed by deep
learning with semantic segmentation algorithms. However, this
raises a question about real time usability. Deep learning
is sometimes not well suited to this application. From this
perspective, it is of paramount importance to use methods
of compression to obtain light-weight and real time neural
networks to compute the semantic segmentation of the envi-
ronment of the AUV. In addition, it goes together with the
notion of ecodesign. A compressed network will require less
energy per inference and it can therefore reduce the negative
environmental impact of the AUV.

Semantic segmentation, which aims to predict a class to
every pixel of an image, is an important topic in autonomous
navigation. Autonomous driving and AUV navigation require
indeed the knowledge of the environment to move correctly
and semantic segmentation provides this type of informa-
tion. Semantic segmentation has made great strides thanks
to advances in Deep Learning, mainly in the urban and
aerial domains [4]], with databases such as ADE20K [5]] or
Cityscapes [6]. More occasionally, a few adaptations have also
been made in the underwater domain [2]], [[7].

With the evolution of research in semantic segmentation,
two families of neural networks have emerged: one based on
the Fully Convolutional Network (FCN) architecture [8|] and
another based on the Vision Transformer (ViT) architecture
[9. Among the architectures that took the FCN as a base, some
of them achieved very good performances such as PSPNet [[10]]
or DeepLab [11]]. On the side of the ViT-based architecture, we
can cite the Segformer architecture [[12]] that achieved stunning
performances on the semantic segmentation task. However,
regardless of the architecture used, those good performances
were obtained by wide architectures with many parameters.
This limits the possibilities of using these architectures for
real-time purposes. The computing capability of autonomous
AUV is greatly limited, thus using the best performing seman-
tic segmentation architectures is not an option. In addition,
large neural network inference on images after being trained
is energy consuming, and this must also be taken into account
to embed a neural network in an AUV with limited energy



capacity.

However, one can surpass those limitations by various
methods of neural network compression: pruning, quantization
[13]. Those methods aim to reduce the size of the neural
networks while limiting performance loss. A part of the
research in this domain is dedicated to reducing the number
of floating-point operations and the size of the models. One
can do it either by designing light-weight models, by trying
to remove useless parameters from wide architectures with
network pruning or by using parameters quantization to reduce
the size and the inference time of a neural network. These
methods will be efficient in terms of computation time but
often reduce the performance of the resulting compressed
neural networks. Another field of research tries to overcome
this issue: KD [14]]. The main objective of KD is to train on a
specific task a light-weight neural network, called the student
network, under the supervision of a larger and more efficient
neural network, called the teacher network. By doing so, one
raises the performances of the student network without any
augmentation of its size and number of parameters.

In this paper, we propose an investigation about the use of
common semantic segmentation architectures and KD methods
in an underwater context. To the best of our knowledge, KD
were never exploited to train lightweight neural networks in
an underwater context. Our investigation therefore focuses on
the feasibility of using it in this domain. We focus on the
following points:

o We evaluate the performances of three semantic seg-
mentation architectures, designed for urban scene, on an
underwater database SUIM [7]]. With this part of the work
we highlight the necessity to use KD for the training of
light-weight neural network.

o We evaluate three KD methods, specifically, two con-
ceived for FCN based architectures and one conceived
for ViT based architecture.

In Part [II, we present related work in the fields of semantic
segmentation and KD. In Parts [III| and we introduce some
generalities of semantic segmentation and KD and describe the
different methods considered for the investigation. Finally, we
present and analyze the results obtained with these methods
on the SUIM database in Part [Vl

II. RELATED WORK
A. Semantic segmentation

Semantic segmentation is among the most important fields
of computer vision with the constant development of au-
tonomous driving and aerial surveillance. The principle behind
semantic segmentation is the auto-encoder: an architecture
composed of an encoder and a decoder. Among the most basic
architectures of semantic segmentation, we can find the Fully
Convolutional Network (FCN) [8] that only use convolutions,
pooling and skip connections. PSPNet [[10], which is a FCN,
introduces the pyramid pooling that is a method to focus on
the context by gathering information from different scales. The
exclusive use of the convolution can cause problems related

to receptive fields. When using conventional convolutions, the
collection of information between two distant areas of an
image can prove difficult due to the low receptive fields of
the convolution. An answer to this issue is the atrous/dilated
convolution used for example in DeepLab [11]] and Dilation
[15], which are both FCN. This type of convolution allows
aggregating information from a wider zone without using
spatial pooling. It has to be noted that all these methods are
based on convolutional neural networks such as ResNet [16]
or VGG [17] if one needs good performances, or MobileNet
if one wants low latency computation.

Another way to tackle the receptive field issue is using a
self-attention-based architecture, and specifically a ViT based
architecture [9)]. ViT uses the self-attention to gather infor-
mation of the whole images given as input to compute the
feature maps, even in the first layers of the network. ViT was
originally designed for tasks as detection or classification, but
recent works used this architecture for semantic segmentation.
A solution adopted by the SEgmentation TRansformer (SETR)
architecture [18]] to use ViT for this task is to keep the encoder
and add a simple decoder. Other architectures like Swin Trans-
former or Segformer [12]] complexify the Transformer encoder
by splitting it in several Transformer block. As for classical
CNN encoders, each Transformer block computes a feature
map with decreasing spatial size and increasing number of
channels as one goes deeper in the encoder. To go further, both
architectures propose several encoders with different sizes.
Other methods propose using the Transformer as a decoder
to compute the semantic segmentation. Mask2Former [19] for
example uses a variation of the Transformer with masked self-
attention to compute the semantic segmentation.

However, both convolution-based and Transformer-based
architectures are often quite cumbersome. This implies the
need to reduce their size so that they can be embedded in
AUV.

B. Knowledge distillation

The basic concept of KD was introduced with the classifica-
tion task by Hinton et al. [[14], by comparing class probabilities
of teacher and student models. The main objective of KD is to
find a trade-off between the performance of the student model
after the distillation and its size. According to Yang et al. [20],
we can separate KD in three different types: response-based,
feature-based and relation-based KD. Firstly, response-based
KD corresponds to the distillation of information between
the outputs of teacher and student models. Secondly, feature-
based KD goes deeper in the networks by distilling knowledge
directly between feature maps of teacher and student models.
Finally, relation-based KD is a bit more complex as it distills
knowledge between different samples of the training dataset
or even different layers of the teacher and student models.
With the success of KD to obtain performing lightweight
classification models, this approach was also applied to the
semantic segmentation task.

Among the first work done in the domain of FCN distilla-
tion, Xie et al. [21]] propose to distill two types of knowledge



from the teacher network to the student networks simultane-
ously: first, the zero-order knowledge, the pixel probabilities,
and secondly, the first-order knowledge, the sum of differences
between a pixel and its eight neighbors. He et al. [22]] use the
knowledge from affinity maps to distill long-range informa-
tion from the teacher’s features to the student, it is feature-
based KD. To tackle inconsistency caused by the difference
in terms of shape between the teacher’s and the student’s
features, a pre-trained auto-encoder is used to transform the
teacher’s features. Lui ef al. [23] propose structural KD in
two different ways. First, a pairwise distillation which aims
to transfer pairwise pixel similarity to the student network,
and secondly, a holistic distillation that uses a generative
adversarial learning approach to align the segmentation map
computed by the student network on the one of the teacher
network. The Cross Image Relational Knowledge Distillation
method (CIRKD) proposed by Yang et al. [24] is a relation-
based KD that distillates two types of knowledge pixel-to-pixel
information and pixel-to-region information. The distillation
is performed either on mini-batches or on a memory bank
composed of information extracted from the teacher network
during the previous steps of the training. With the Channel-
Spatial Knowledge Distillation method (CSKD), Karine et al.
[25] used the similarity between the channels and the pixels
of the intermediate feature maps to transfer knowledge from
the teacher network to the student network.

As ViT-based architectures are more recent than FCN-based
architectures, fewer methods have been implemented. Liu et
al. propose with TransKD [26]] a way to make profit of the
specificities of the ViT architecture, and more specifically
the Segformer [12] architecture. In the encoding part of the
architecture, we find two types of information, the patch
embeddings, that are fed into the different Transformer blocks,
and the corresponding output feature maps. The distillation is
performed between the patch embeddings and the feature maps
of the student network and the teacher network.

III. CONSIDERED SEMANTIC SEGMENTATION
ARCHITECTURES

A. Principle

The objective of semantic segmentation is to assign to each
pixel of an image a class prediction. The networks used for this
task are generally composed of two parts. Firstly, an encoder
that extracts from the input image a feature map f € R4xXwx",
where w, h and d denote respectively the height, the width
and the number of channels of the feature map. Secondly,
a decoder that computes a logit prediction z € RE*WxH
from the feature map, where W and H denote the height
and the width of the image and C denote the number of
classes considered for the prediction. Finally, the semantic
segmentation of the input image y € RE*W*H i obtained
pixel by pixel by applying successively a softmax function, to
get the probability distribution corresponding to the pixel, and
an argmax function, to get the class prediction of the pixel.

For a classical semantic segmentation training, the loss
used to compare each pixel of the logit prediction of the

network with the corresponding ground truth is the cross-
entropy measurement:
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Here, y&7 denotes the ground truth label of the i-th pixel
of the image, z; denotes the i-th pixel of the network logit
prediction, o denotes the softmax function and C'E denotes
the cross-entropy loss.

B. Considered methods

1) FCN: The first FCN-based semantic segmentation ar-
chitecture considered is PSPNet. This semantic segmentation
architecture capture global contextual information based on
a pyramid pooling module. This module extracts features at
multiple spatial scales, enabling the network to understand the
overall structure of the scene while retaining the finest details.
PSPNet combines these multi-scale features via a pyramid
parsing module, which improves the representation of the
overall context in the final feature map.

The second FCN-based semantic segmentation architecture
considered in this investigation is DeepLabV3. This archi-
tecture uses atrous/dilated convolutions to extract features at
different levels of resolution while maintaining high spatial
resolution. DeepLabV3 also incorporates an improved version
of the spatial pyramid pooling technique, called Atrous Spatial
Pyramid Pooling (ASPP), to efficiently capture contextual
information at multiple scales. By combining these features,
DeepLabV3 improves segmentation performance, while mit-
igating the problem of loss of fine detail in segmentation
objects.

DeepLabV3 and PSPNet have proven their effectiveness
in the field of semantic segmentation by achieving state-of-
the-art performances across various benchmark. Given their
widespread adoption and established performance, these ar-
chitectures provide a strong basis for further developments in
knowledge distillation.

For both architectures, feature extraction is performed using
a ResNet18, ResNet101 or MobileNetV2 convolutional neural
network.

2) ViT: The ViT-based semantic segmentation architecture
considered in this investigation is Segformer. Segformer is a
semantic segmentation architecture that combines the strengths
of FCN-based and ViT-based architectures. It uses a hierar-
chical structure with a multistage feature extraction process,
where each stage applies a mix of convolutional layers and
Transformer encoders. This design allows Segformer to effi-
ciently capture both local and global contextual information.
There are several versions of Segformer, depending on the
size of the part dedicated to feature extraction. Unlike tradi-
tional ViT-based architectures, some versions of Segformer are
lightweight and computationally efficient, making it suitable
for real-time applications and knowledge distillation.



IV. CONSIDERED KNOWLEDGE DISTILLATION METHODS
A. Principle

When using KD to train a semantic segmentation network,
two losses are generally considered. The first loss is the
cross-entropy loss, presented in equation (I)), used on the
student network logit prediction. The second loss compares
information between the teacher network and the student
network. According to the method, this KD loss Lxp can
be divided into several sub-losses, and we will see that it
is the case for the different methods discussed in this paper.
Generally speaking, the global loss Lgiopq to train student can
be formulated as follows:

Lgioval = Log + Axp X LD 2

Here, A\xp denotes a coefficient that weights KD loss
against the cross-entropy loss.

Inspired by Hinton et al., a basic way to formulate the KD
loss for semantic segmentation is to use the Kullback-Leibler
divergence to compare the logit predictions of the teacher 2™
and the student z°. This loss can be formulated as follows:

1 22 2r
e =g 25 (7 (3) o(7)) o
Here, KL denotes the Kullback-Leibler divergence and
T denotes a temperature. With this basic loss function, the

knowledge is distilled from the teacher output to the student
output. Thus, KD is response based in this case.

B. Considered methods

In this section, the precise description of the different KD
methods considered for this investigation has been placed in
the appendices [A] [B] and

1) Distillation from FCN: The first FCN-based method we
consider for this investigation is CIRKD, proposed by Yang
et al. [24]]. This KD method is relation- and feature-based. It
means that information from different images is used for the
distillation during one step of the training, and particularly
the feature maps extracted from the encoder of the semantic
segmentation network are used. Three different distillations
are conducted during the training of a student network with
CIRKD, in addition to the classical KD, presented in equation

The details of the method are presented in Appendix [A] The
complete distillation loss of the CIRKD method if formulated
as follows:

£p2p—batch

Lcrrkp =LcE + Lxp +MLATRKD @)
p2p—memory p2r—memory
+ )‘2£CIRKD + )‘3£CIRKD

Here, E’gfg}’(‘gd’, £€?ng on Y and L’g{ riep Y denote
the three distillation losses proposed by the method. The losses
Lcp and Lk p are the ones presented in equations and
respectively. Finally, A1, A2 and A3 are weights set to 1, 0.1
and 0.1 respectively, as proposed in the original paper.

The second FCN-based method we consider for this investi-
gation is CSKD, proposed by Karine et al. [25]. This method

is feature- and response-based: information from the output
of the teacher network and from intermediate calculations
are used to distill information to the student. Two different
distillations are conducted in addition to the classical KD,
presented in equation (3). For each distillation one uses a
dedicated module to catch information of feature maps, a
Channel self-Attention Module (CAM) and a Position self-
Attention Module (PAM).

The details of the method are presented in Appendix [B] The
complete distillation loss of the CSKD method if formulated
as follows:

Lcskp =Lce +AxpLkp

PAM CAM
+ ApamLoskp + Aeam LESK b

&)

Here, LE54M,, and LE4M ) denote the two distillation losses
proposed by the method. The losses Log and Lxp are the
ones presented in equations (I) and (3) respectively. Finally,
Apan and Ao apr are weights for the PAM and CAM losses
set to 0.8 and 0.3 respectively, as proposed in the original
paper.

2) Distillation from ViT: The ViT-based method we con-
sider for this investigation is TransKD, proposed by Liu et
al. [26]. This method is specific to the Segformer semantic
segmentation architecture. As this architecture is based on the
ViT architecture, two types of features can be found in the
encoder: classical feature maps and patch embeddings. The
method proposes one distillation for each type of feature. More
specifically three variations of the patch embedding distillation
are proposed.

The details of the method are presented in Appendix [C| The
complete distillation loss of the TransKD method if formulated
as follows:

PE F
ETransKD = ﬁCE =+ ETr(msKD + ‘cTransKD (6)

Here, £L5E  pand £F . denote the two distillation
losses proposed by the method. Depending on the variation of
TransKD, £EE . takes different forms. The loss Lo is
the one presented in equation (I).

V. EXPERIMENTATION
A. Dataset

The underwater dataset we use for the investigation is
SUIM [7]]. This dataset is composed of 1635 underwater
images annotated for semantic segmentation among 8 different
classes. As proposed by the authors of the dataset, images
are partitioned in two sub-datasets, 1525 are dedicated to the
training phase and 110 are dedicated to the validation and
testing phases. The size of images fluctuates from 375 x 590
to 960 x 1280 pixels, but most of the images (~80%) have a
size of 480 x 640 pixels.

B. Experiments Details

1) Semantic Segmentation Architectures: For the different
experiments, we use three semantic segmentation architec-
tures. We use a DeepLabV3 and a PSPNet both with a
ResNetl101 encoder as a teacher network for the CIRKD



and the CSKD methods as they were designed for FCN
architectures. The student networks used with these methods
are also DeepLabV3 and PSPNet with different encoders,
ResNet18 and MobileNetV2. For the experiments performed
on the TransKD method, we use as a Teacher a Segformer
with encoder MiT-B4 or MiT-B2 as TransKD is designed for
this architecture. The student network is a Segformer with a
MiT-B0 encoder.

2) Metric: The metric we use to evaluate the different
trained networks is the mean intersection over union (mloU).
For a given class c, the IoU is formulated as follows:

|AN B

JoU = —!
V= [A0B]
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Here, A denotes the area assigned to the class by the
evaluated network on the prediction of an image and B denotes
the area of the same class on the ground truth semantic
segmentation of the image. To obtain the mIoU we simply
mean the ToU over all the classes.

3) Training Setup: The training setup is the same for all
the experiments performed, with the exception of a few points
or training for architectures based on FCN or ViT. In terms
of data augmentation on the input images, we apply random
horizontal flip, random scaling from 0.5 to 2 and crop of
size 240 x 320. A stochastic gradient descent (SGD) with a
momentum of 0.9 is used to update the parameters of the
networks during training. The total number of iterations is
40000, and the trained network is tested on the validation
dataset every 800 iterations. The batch size is set to 16, but
experiments were also made with a batch size of 8. The
learning rate is where there is a difference between FCN- and
ViT-based architectures. For the FCN-based architectures, the
initial learning rate is set to 0.02 while it is set to 0.0002 for
the ViT-based architectures. In both cases the learning rate is
updated at each iteration by multipling it by (1— %)0‘9,
where iter denotes the current iteration and Total;;., denotes
the total number of iterations.

C. Semantic Segmentation Results

In this section, we compare the results of the different
semantic segmentation architectures that we will use either
as students or teacher in the following.

In Table [[] and Table [ we show the results on the dataset
SUIM of the different FCN-based and ViT-based semantic
segmentation architectures respectively. A first observation we
can make is that regardless of the semantic segmentation
architecture family, a logical trend can be observed. The more
parameters a neural network has, the better its performance.
The only exception is the DeepLabV3 associated with a
MobileNetV2 encoder that has better performances than the
PSPNet associated with a ResNetl8 encoder although it has
fewer parameters.

If we now compare the FCN- and ViT-based architectures,
it clearly appears that the different Segformers outperform the
convolutional networks. If we look first at the performances

of the Segformer MiT-B0, it outperforms FCN-based architec-
tures with a comparable number of parameters. If we look now
at the performances of the two other Segformer architectures,
they clearly outperform every other architectures. We partic-
ularly note the Segformer MiT-B2, which, with a reasonable
number of parameters, achieves high performances.

TABLE I
RESULTS ON SUIM OF SEMANTIC SEGMENTATION ON THE DIFFERENT
FCN-BASED ARCHITECTURES. R AND MN DENOTE RESNET AND
MOBILENET ENCODERS RESPECTIVELY.

Method Params (M) | mloU (%)

PSPNet R101 68.1 69.50

DeepLabV3 R101 61.1 69.66

DeepLabV3 R18 13.6 67.72

PSPNet R18 12.9 64.60

DeepLabV3 MNV2 3.2 66.03
TABLE 11

RESULTS ON SUIM OF SEMANTIC SEGMENTATION ON THE DIFFERENT
VIT-BASED ARCHITECTURES.

Method Params (M) | mloU (%)
Segformer MiTB4 64.0 72.20
Segformer MiTB2 27.4 70.92
Segformer MiTBO 3.7 68.37

However, it is worth noting that for both FCN- and ViT-
based architectures, there is a relatively large gap between
the performances of the lightest and heaviest neural networks.
This justifies the use of KD in this context, to improve the
performances of the DeepLabV3 ResNetl8, the DeepLabV3
MobileNetV2, the PSPNet ResNetl8 and the Seformer MiT-
BO.

D. Knowledge Distillation Results

1) Results: In this section, we analyze the results obtained
on the SUIM database with the different KD methods pre-
sented in Part In Table and Table we present
the results of the different KD methods applied to the neural
network studied in the previous part. The Table [[II| regroups
the results of the CIRKD and the CSKD methods applied
to the FCN-based semantic segmentation neural networks
DeepLbV3 and PSPNet, while Table regroups the results
of the different TransKD methods applied to the ViT-based
semantic segmentation neural network Segformer.

It is worth noting that the results obtained with those
methods on the Cityscapes dataset are very good, for all pairs
of teacher and student CIRKD, CSKD and TransKD methods
allow improving the performances of the student.

For the FCN-based architectures, depending on the choice
of the student and the teacher, the results can be significantly
different. If we first look at the training performed with the
DeepLabV3 ResNet101 as a teacher, using CSKD seems to be
more pertinent associated with this teacher as every student
trained with CSKD and supervised by it outperforms the
same student trained with CIRKD. Moreover, for all students,



Input image Ground truth DeepLabV3 CIRKD | CSKD | Segformer TransKD Ba%e TransKD EA TransKD

R18 Student

MiT-BO [26] [26] GLMixer
Student

Fig. 1. Qualitative semantic segmentation results on the SUIM dataset. First two columns represent the considered image and the corresponding ground truth.
Next three columns correspond to the results of CIRKD and CSKD methods using a student DeepLabV3 ResNetl8. Last four columns correspond to the
results of the three variations of TransKD methods using a student Segformer MiT-BO.

TABLE III
RESULTS ON SUIM OF KD ON THE DIFFERENT FCN-BASED

ARCHITECTURES. THE LETTER T DENOTES THE TEACHER NETWORKS,

AND THE LETTER S DENOTES THE STUDENT NETWORKS. R AND MN
DENOTE RESNET AND MOBILENET ENCODERS RESPECTIVELY.

Method Params (M) | mloU (%)
T: DeepLabV3 R101 61.1 69.66
S: DeepLabV3 R18 67.72
+ CIRKD 13.6 65.73
+ CSKD 68.57
S: DeepLabV3 MNV2 66.03
+ CIRKD 32 64.66
+ CSKD 65.61
S: PSPNet R18 64.60
+ CIRKD 12.9 64.41
+ CSKD 66.86
T: PSPNet R101 68.1 70.08
S: DeepLabV3 R18 64.60
+ CIRKD 12.9 67.75
+ CSKD 66.70
S: PSPNet R18 67.72
+ CIRKD 13.6 69.98
+ CSKD 68.63
TABLE IV

RESULTS ON SUIM OF KD ON THE DIFFERENT VIT-BASED

ARCHITECTURES. THE LETTER T DENOTES THE TEACHER NETWORKS,

AND THE LETTER S DENOTES THE STUDENT NETWORKS.

Method Params (M) | mloU (%)
T: Segformer MiT-B2 274 70.92
S: Segformer MiT-BO 68.37
+ TransKD-Base 4.6 67.71
+ TransKD-EA 68.31
+ TransKD-GLMixer 68.58
T: Segformer MiT-B4 64.0 72.20
S: Segformer MiT-BO 68.37
+ TransKD-Base 4.6 62.15
+ TransKD-EA 62.77
+ TransKD-GLMixer 65.11

the performance obtained after training with CIRKD was
lower than that obtained with conventional training without
KD. For its part, with the exception of the DeepLabV3
MobileNetV2 student, all the training carried out with CSKD
improved the performance of the student. In conclusion, the
best performance is obtained from CSKD with a DeepLabV3
ResNet101 teacher. However, the best results are obtained
when the same architecture is used as a teacher and student,
in this case a DeepLab ResNetl01 teacher and a DeepLab
ResNet18 student.

Regarding to the training performed with the PSPNet
ResNetl01 as a teacher, the results are completely different.
This time the CIRKD method allows obtaining better results
than the CSKD method. In both cases, the performances of
the student trained with a KD method are better than those
obtained with a student trained without KD. In the same way
as above, the student with the same architecture as the teacher
obtains the better performances, in this case the PSPNet
ResNet18 with the PSPNet ResNet101 teacher.

As for the FCN-based architectures, the result of KD on
ViT-based architecture is very dependent on the choice of the
student and the teacher. If we consider first the Segformer
MiT-B2 teacher, the results are mixed. For all the TransKD
variations, the performances of the student trained with KD
are very close to the results of the student trained without,
and only the TransKD-GLMixer allows to barely exceed it.

The different trainings performed with the Segformer MiT-
B4 teacher are quite disappointing. None of the methods works
with this choice of teachers. In all cases, the performance of
the student trained with TransKD is far inferior to that of the
student trained alone. The process of KD in this case doesn’t
transmit information, but rather loses it.

We show in fig. [I] some results of KD on the test dataset
of SUIM. A first observation can be made is that for all
images, the DeepLabV3 ResNetl8 student seems to offer
smoother segmentation than the MiT-BO Segformer. The most



obvious example is the boundary between classes. For the
DeepLabV3 ResNetl8 they are clearly defined, even if they
sometimes stray from the class boundaries of ground truth. On
the contrary, for the Segformer MiT-B0O, boundaries are noisy,
even if the zones correspond to the right classes in relation
to the ground truth. After the application of the different KD
methods, we observe for all students an amelioration in the
segmentation. For the DeepLabV3 ResNet18, the segmentation
is more accurate and for the Segformer MiT-B0, boundaries
are less noisy. If we compare the results of the students after
KD, similar results can be observed for the first image. For the
next two images, there is confusion for some classes for all
students. For the second image, a class is incorrectly predicted
by the Segformer MiT-BO students trained with TransKD,
whereas it was correctly predicted without knowledge dis-
tillation. For the last image, it is the DeepLabV3 ResNetl8
students trained with CIRKD and CSKD that fail to correctly
predict a class in the background. We conclude, however, that
in all cases, there is still room for improvement to get closer
to the ground truth.

2) Interpretation: The poor results of the CIRKD method in
our investigation can be explained by the choice of the dataset.
This method is based on a memory bank composed of pixel
and region embeddings collected during the training. However,
the SUIM dataset is very uneven in terms of class distribution.
For example, the class ”Robot” is very underrepresented in
the dataset, thus its representation in the memory bank can
be erroneous or incomplete and it can negatively impact the
training for this class.

Other results can be explained by the difference between
the number of parameters of both networks and by the size
of the dataset. As the SUIM dataset is relatively small in
comparison to datasets such as Cityscapes, the student has
a limited diversity in the knowledge that is transferred from
the teacher to learn the task of semantic segmentation. If in
addition to that, the difference in terms of parameter is too high
between the teacher and the student, it is harder for the student
to reproduce the behavior of the teacher network and it leads
to poor performances. It is the case for the Segformer MiT-BO
trained under the supervision of the Segformer MiT-B4, and
the DeepLabV3 MobileNetV2 trained under the supervision
of the DeepLab ResNet101.

However, it appears that KD can be effective in an under-
water context. The CSKD method shows good performance,
especially when the student and the teacher share the same
architecture. For the ViT-based architecture, the results are
mixed. If the networks trained without KD achieve good
performances, the best we can obtain with KD is to equalize
those performances. However, the KD in the field of ViT-
based architectures is still in development and improvement
is expected in the future. Another way of improving results
could be to expand the underwater dataset, either by finding
new images, which would involve both finding and annotating
these images, or by improving the data augmentation process
upstream of training.

VI. CONCLUSION

This paper presents an investigation of different KD meth-
ods for underwater image semantic segmentation. An alter-
native to KD would have been to reduce the size of large,
high-performing networks using the pruning or quantization
methods, mentioned in the introduction. We have not yet con-
sidered these methods, but it could be interesting to compare
them with KD to compare the performance obtained, both
in terms of network compression and semantic segmentation
quality.

The KD methods considered in this investigation were
CIRKD and CSKD for the FCN-based architectures and
TransKD for the ViT-based architectures. The results of the
investigation show that KD methods originally designed for
urban semantic segmentation applications, and therefore not
taking into account certain aspects such as water turbidity,
can be effective in an underwater context. However some
limitations reduce the effectiveness of KD such as the lim-
ited number of annotated images of underwater scenes. The
difference in the number of parameters between the teacher
and the student turned out to be a point of interest. Too great
difference added to the limited amount of data cancels out the
benefits of KD. The aim of this investigation was to evaluate
the ability to compress neural networks for embedding in
AUV. We investigated KD showing that it is possible to reduce
the size of the network by a factor of 5 for the FCN-based
architectures, while limiting the degration in performance.

As a perspective, we are planning to introduce a new KD
method which takes into account the problems mentioned
above. Another perspective would be to find a better set
of parameters for the training. For this study, the choice of
parameters, in particular the A parameters used to weight
the different losses, were the same as those proposed in the
original papers of the methods used. One way of improving
the performance of the KD methods used could be to carry
out a grid search to optimize these parameters.
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APPENDIX A
CIRKD

A. Mini-batch-based Pixel-to-Pixel Distillation

The first distillation is performed among a mini-batch of
N images {z,}._,. The objective is here to compute the
similarity between intermediate features obtained from the
images of the mini-batch for the student network and for the
teacher network. Then the similarities of the student network
are compared with the ones of the teacher network to obtain
a loss measurement. For the mini-batch, one considers the
spatially flattened intermediate feature maps on the network
that are noted { f}, € ]Rdx’””}nN:l. For two images zj, and x;
of the mini-batch, with k,l € {1,2,..., N}, the cross-image
pairwise similarity matrix is si; = f f;. Now we can compute
the similarity between images of the mini-batch, a first loss
can be formulated as follows:

N N
p2p7batch p2p
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Here, 7 denotes a temperature, sy, and s?, denote the
similarity between the k-th and the [-th feature maps of the
mini-batch for the student network and the teacher network
respectively, and for both student and teacher networks, sj; ;
denote the ¢-th row of the similarity matrix.

B. Memory-based Pixel-to-Pixel Distillation

Mini-batch size is often small, this is why a second distil-
lation is performed using a memory bank. The memory bank
takes the form of a class aware pixel queue Q,, updated with
a first-in-first-out strategy. For a class, every corresponding
pixel prediction is similar, thus it is not useful to fill the
memory bank with every pixel corresponding to this class.
In this context, at each iteration of the training, only a small
number of pixel embeddings extracted from the teacher feature
map are used to update the pixel queue.

With the same notations as before, for an image z,, of a
given iteration, the flatten intermediates feature maps of the
student and teacher networks are respectively f2 € R4*hw
and fI' € R¥"_ One forms a matrix V, € R¥»*< composed
of K, pixel embeddings sampled from the pixel queue Q,,.



Then, for both student and teacher, the similarity matrices
between the corresponding feature map and the matrix V), are
computed as follows:

c RthKp,pT c RthKp (10)

T T

= (1) = (Vofa)
Finally, the knowledge from the teacher is distilled to the
student by using the Kullback-Leibler divergence once again

between both similarities:

ey e(o(£) ()

Here, for both student and teacher network, p; denote the
i-th row of the similarity matrix.

£p2p memory __
CIRKD

C. Memory-based Pixel-to-Region Distillation

The last distillation is similar to the memory-based pixel-
to-pixel distillation, except this time instead of using a queue
composed of pixel embedding, a region queue Q,. € RE*Nrxd
composed of region embeddings is used, where N, is the
length of the queue for each class. The region queue is
composed of C' channels, one for each class, and each channel
is filled with N, region embedding of size d. Instead of
updating the queue with several pixel embeddings at each
iteration, Q,. is updated with the mean value of all pixel
embeddings for each class.

Here again, for an image x, of a given iteration, the
spatially flatten intermediates feature maps of the student
and teacher networks are respectively f2 € R*h and
fF e R¥h One forms this time a matrix V,, € RErxd
composed of K, pixel embeddings sampled from the region
queue Q,.. Then, for both student and teacher, the similarity
between the corresponding feature map and the matrix V. is
computed as follows:

s\T hwx K, T T hwx K
= (Vof)) eR™ ot = (Vofy) e R*™5 (12)

Finally, the knowledge from the teacher is distilled to the
student by using the Kullback-Leibler divergence once again
between both similarities:

S Smnle() (1)) oo

D. Complete Distillation Process

£p2'r memory __
CIRKD

Finally, the complete distillation loss of the CIRKD method
if formulated as follows:

2p—batch
Lerrgp =Lop+ Lixp +MLE R D

/\ £p2p—memory )\ LPQT—me'mory (14)
+A2LcirKD +A3LcirkD

Here, A\, Ay and A3 are weights set to 1, 0.1 and 0.1
respectively.

APPENDIX B
CSKD

A. CAM

The objective of the CAM is to capture information between
the channels of a semantic segmentation network output. For
this, the module computes a matrix to weight the feature map
and select the channel information. This operation is done for
both student and teacher networks and the resulting matrix are
used for the distillation.

Given a feature map f € , it is flattened spatially to
get f/ € R To obtain the relation between the i-th and
the j-th channels of the feature map f’, the channel attention
weights ij;AM € R are computed as follows:

fif

e (%)
g ] fifi
Slie ()

Here, f} and f] denote respectively the j-th and the i-th
rows of the feature map f’, and 7 denotes a temperature. Once
the channel attention weights w;,; are computed, one can obtain
the weighted feature e“4M € R4*"*w_channel by channel,
as follows:

Rdxhxw

15)

CAM
€j

BZ (WHAMF) + £

The resulting channel of the final feature map is the original
feature map channel added to the weighted sum of all channels
multiplied by a parameter 3 learned during the training.

B. PAM

The objective of the PAM is to capture spatial information
between the pixels of a semantic segmentation network output.
As for the CAM, the starting point is the logit output of the
network f. With two additional convolution layers, two new
feature maps a,b € R >"*w are computed from f, with
d, < d, and they are flattened spatially to obtain feature maps
a,b € R4>*h Then similarly to the CAM, position attention
weights w?; AM ¢ R are computed as follows:

exp (—ai'b-j )
—
Sapmcey

Here, a; and b; denote respectively the j-th and the i-th rows
of the feature map a and b, and 7 denotes a temperature, the
same used in equation (I3). For the next step one computes,
with another convolution layer, a new feature ¢ € R¥*h*w
and flatten it spatially to obtain ¢ € R Now the
position attention weights w;; are computed, one can obtain
the weighted feature e’4M ¢ R4*"><w position by position,
as follows:

(16)

PAM __
Ji -

a7

hw
PAM __ § PAM

=1

¢i) +a; (18)

The resulting position embedding of the final feature map at
the position j is the pixel at the position j in the feature map



a added to the weighted sum of all the pixels of the feature
map ¢ multiplied by a parameter « learned during the training.

C. Complete Distillation Process

The metric used to compare the feature maps obtained
with CAM and PAM for the student network and the teacher
network is the centered kernel alignment (CKA) [27]. If one
notes e~° and e~" the feature obtained with CAM or PAM
for the student network and the teacher network respectively,
the CKA metric is defined as follows:

_T\T oS ||
CKA (5, e-T) = [ e
) = e e ey e,

Here ||| denote the F-norm. this metric has values
between O and 1. From here, two losses can be defined, one
for CAM and the other for PAM:

19)

EQQ%D = —log (CKA (eCAM’S, eCAM’T)) (20)
LEGN, = —log (CK A (ePAM5 PAMT))  (21)

Finally, the complete distillation loss of the CSKD method
if formulated as follows:

Lesxkp =Lcr +AxpLip

(22)
+ Apam LEAM ) + Aoam LEAM,

Here, Ap s and Ao aps are weights for the PAM and CAM
losses set to 0.8 and 0.3 respectively.

APPENDIX C
TRANSKD

A. Patch Embedding Distillation

For the patch embedding distillation, the basic method is
called TransKD-Base. To perform the distillation one uses a
module, composed of dense layers, on the student network
patch embeddings to match the size of the teacher patch
embeddings. Then a mean square error (MSE) loss is used to
compare the student and teacher patch embeddings as follows:

4
Lyl Base — Z ApEiMSE (Mpp_pase (€7) el ) (23)

i=1

Here, 5 € R¥N*4 and ¢ € R¥*4 denote the patch
embedding of the ¢-th Transformer block of the encoder for
the student and the teacher respectively, with ¢ € {1,2,3,4},
N the number of patches used for the patch embedding and d?
and d! the patch embedding size of the i-th Transformer block
for the student and the teacher respectively. Then, A pr denotes
a weight vector set to [0.1,0.1,0.5,1]. Finally, Mpg_Base
denotes the dense module used to resize the student patch
embedding.

The two other variations, TransKD-EA and TransKD-
GLMixer, use the previous method as a base. For TransKD-
EA, an embedding assistant is used in addition to the dense
layer module to obtain a more adapted version of the student
patch embedding. For the TransKD-GLMixer method, only the

last patch embedding distillation is modified. In addition to the
dense module, the student patch embedding passes through
another module composed of convolutions and attention com-
putations to mix global and local information. In both cases,
the patch embedding loss is also computed with the MSE.

B. Feature Map Distillation

The feature map distillation is common to all three varia-
tions of TransKD. Despite the fact that it is not commonly
done by most of feature-based distillation methods, informa-
tion is here distilled across different depths of the Segformer
encoder. For a given Transformer block of the student encoder,
one notes f{ the output feature map of this block, with i
the index of the Transformer block. To be compared with the
corresponding feature map fI of the teacher encoder, f is
mixed with the feature map computed by the next Transformer
block with a module noted M to obtain a new feature map
g5 The operation is done as follows:

97 = Mr (f2.951)

Then, g passes through a convolution layer to obtain the
final feature maps f; "% = conuvsys (97). Finally, for each
Transformer block, fif inal.5 s compared to fT using the
hierarchical context loss (HCL) [_28]]:

(24)

4
Lhetien = Y AnHCL (F75,fT)  @3)
i=1

Here, Ap denotes a weight vector set to [1,1,1,1].

C. Complete Distillation Process
Finally, the complete distillation loss of the TransKD
method if formulated as follows:

‘CTTGTLSKD = ECE + E;rE;znsKD + ‘CgransKD (26)
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Abstract—Le projet de recherche collaboratif POPCORN (Pe-
uplement OPérationnel de bases de COnnaissances et Réseaux
de Neurones) a pour objectif de porter a maturité des technolo-
gies d’extraction d’informations contenues dans des documents
textuels. L’article présente nos contributions autour de I’un
de nos cas d’usage ''renseignement militaire'' concernant trois
questions : Quelles données utiliser pour ’entrainement de nos
modeles d’intelligence artificielle ? Quelles informations extraire
? Quels modeles adopter ? Nous exposons dans cet article les
résultats obtenus sur deux tiches : I’extraction d’entités d’intérét
et I’extraction des relations entre ces entités.

Index Terms—extraction d’information, renseignement mili-
taire, traitement automatique du langage naturel, intelligence
artificielle

I. INTRODUCTION
Le projet de recherche collaboratif POPCORN a pour

objectif de porter a maturité des technologies d’extraction
d’informations contenues dans des documents textuels. Ce pro-
jet de 36 mois est subventionné par I’Agence de 1’'Innovation
de Défense (AID) et implique les entreprises Emvista et Airbus
(Defence and Space) ainsi que le Laboratoire d’Informatique
de Grenoble (LIG). Le consortium ainsi formé est fort
de spécialistes du domaine de recherche de I’Extraction
d’Information (EI) et plus généralement des techniques de
Traitement Automatique du Langage Naturel (TALN). Le
projet touche a sa fin et nous présentons dans cet article nos
contributions a 1’état de 1’art scientifique ainsi que quelques
retours d’expériences et réflexions autour de I’'un de nos cas
d’usage « renseignement militaire ».

La section [l décrit ce cas d’usage et explicite les contraintes
métiers et techniques ainsi que les objectifs a atteindre. Un
état de D’art scientifique relatif aux verrous a lever dans le
cadre de ce cas d’usage est dressé en section Pour chacun
des verrous identifiés, nous détaillons quelles approches ont
été expérimentées pour contribuer a leur levée et les résultats

Le projet POPCORN duquel ces réflexions sont issues a bénéficié d’une
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obtenus. Enfin, nous présentons en section [[V|I’intégration de
nos résultats dans différents démonstrateurs.

II. CAS D’USAGE « RENSEIGNEMENT MILITAIRE »

Nous nous focaliserons dans cet article sur I'un des cas
d’usage de POPCORN qui concerne la compréhension des
menaces par un suivi des individus et des groupes subversifs,
criminels ou terroristes et de leurs activités dans le domaine
du renseignement de sécurité/défense. Pour tendre vers une
maitrise de ces menaces, POPCORN s’est concentré sur la
capacité a extraire des informations & partir de bulletins de
renseignements et autres sources de données textuelles. Il
s’agit de se focaliser dans un premier temps sur 1’analyse de
bulletins en frangais car peu de travaux scientifiques traitent
cette langue pour les tiches d’EI concernées par ce cas d’usage
(cf. section [III)).

Dans ce cadre, il existe plusieurs systemes (Palantir, IBM
i2 Analyst’s Notebook, DCGS, SIEM, etc. ) qui disposent de
capacités permettant a des utilisateurs de capitaliser les con-
naissances dans une base dédiée, mais ces fonctions sont au-
jourd’hui encore en grande partie quasi entierement exécutées
manuellement et demandent aux utilisateurs de s’approprier
de grands ensembles documentaires afin de les structurer,
ce qui est une charge lourde et cofiteuse. Par la mise en
ceuvre de techniques automatisées d’extraction d’information,
le projet POPCORN vise a simplifier le travail des utilisateurs
en automatisant la transformation d’informations non struc-
turées en informations structurées afin de peupler les bases
de connaissances. Cette automatisation permettrait notamment
d’augmenter la quantité d’informations en bases de connais-
sances et de réduire le temps nécessaire a I’intégration de ces
connaissances dans lesdites bases.

Les avantages procurés par une base ainsi structurée a
partir de milliers de documents consistent globalement en
I’apport de connaissances aux opérationnels qui impactent leur
compréhension de la situation. Par ailleurs, des alertes sur des
entités critiques peuvent étre levées automatiquement dans le
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but d’augmenter la réactivité des opérationnels. Par exemple,
en sécurité maritime, une alerte peut concerner un navire de
transport devenu suspect en raison des relations entretenues
par ses propriétaires.

I1I. ETAT DE LA QUESTION

Dans le but de peupler une base de connaissances a partir
d’informations extraites de textes tout venant (non structurés),
il est nécessaire de considérer a minima les deux tiches
suivantes :

o Extraction d’entités d’intérét (EEI) : il s’agit d’extraire
les éléments textuels qui ont un intérét pour le cas
d’usage considéré et de les classer, par exemple des
termes désignant des exercices militaires ou des incidents
diplomatiques (cf. Fig. [I) ;

« Extraction de relations d’intérét (ER) : il s’agit de repérer
et de classer les relations explicites et implicites qui
existent entre deux entités d’intérét. Par exemple les
relations temporelles ou locatives des événements (cf.
Fig. [I).

Les progres récents en intelligence artificielle laissent penser
que ces tiches appliquées a des cas d’usage sécurité et défense
pourraient atteindre des résultats satisfaisants. Dans la suite,
nous exposons les trois verrous traités dans POPCORN ainsi
que nos contributions, respectivement sur la représentation des
connaissances, 1’acces aux données, et la performance des
modeles.

A. Quelle représentation adopter ?

Les deux tiches décrites ci-avant nécessitent 1’existence
d’une liste de classes d’intérét prédéfinies (au moins pour une
phase d’évaluation des systemes) pertinentes pour le métier.
Ces classes liées par les relations forment 1’ontologie qui
permet de représenter les connaissances d’intérét pour un cas
d’usage donné. Etant donné que le consortium de POPCORN
n’a pas accés aux ontologies réellement utilisées par les
services de renseignement, le consortium a expérimenté deux
ontologies :

o Ontologie POPCORN. D’une part, le consortium s’est
appuyé sur l’ontologie MIM (Multilateral Information
Model) (cf. Fig. [3), développée dans le cadre du Mul-
tilateral Interoperability Programme (MIP), un organe
de standardisation qui comprend 24 nations, 1’agence
européenne de défense et ’OTAN. Ce modele adapté
du MIM est structuré autour du pentagramme du ren-
seignement (Joint C3 Information Exchange Data Model -
JC3IEDM) et vise a fournir un standard d’interopérabilité
pour les applications de C2 (Command and Control) et
d’ISR (Intelligence Surveillance and Recognition). De
cette ontologie qui représente 1200 classes d’intéréts,
nous avons décliné une ontologie plus modeste, contenant
une cinquantaine de classes d’intéréts, utilisables con-
cretement dans le cadre de nos expériences (cf. Fig.[2). La
conception de cette ontologie a été guidée par le besoin
d’Airbus Defence and Space.

o Ontologie MR4AP. En guise d’alternative a I’ontologie
POPCORN et afin d’éviter le développement de solu-
tions ayant une dépendance trop forte avec le métier,
nous avons congu et développé une ontologie qui est
en mesure de représenter la totalité de 1’information
véhiculée dans le texte quel que soit le métier. Elle
se distingue nettement de 1’ontologie POPCORN par le
fait qu’elle est centrée « événement ». Cette ontologie,
nommée MR4AP (Meaning Application For Application
Purposes) permet de structurer la totalité de 1’information
(i.e. pas uniquement les informations d’intérét pour un cas
d’usage) d’un document et est robuste au multilinguisme
[[7]. MR4AP est accessible librementﬂ

Dans la suite, nous présentons les expérimentations de
structuration d’information en utilisant de part et d’autre les
deux ontologies.

B. Quelles données utiliser ?

En raison du caracteére extrémement sensible de la donnée
opérationnelle, le consortium de POPCORN n’a pas acces aux
données réelles du cas d’usage. Pourtant, les données sont
nécessaires pour le développement d’intelligences artificielles,
au moins pour leur évaluation.

Concernant la tiche d’EEI, en particulier d’entités nommées
(noms de personnes, d’organisations, de lieux, etc.), de nom-
breux jeux de données en francais annotés ont été publiés.
Certains sont commercialisés (par exemple ESTERE]), d’autres
sont inaccessibles (par exemple DAWT [25]) ou distribués a
usage non commercial uniquement (par exemple WikiNeural
[34]). Enfin, certains sont annotés avec les URI DBpedia mais
pas directement avec les types d’entités (par exemple [36])
et sont plutot destinés a une tiche de liage d’entités. Notons
que des approches permettent de générer des jeux de données
annotés en entités nommées « a la volée » en fonction de
certains criteres (par exemple GeNER [52]).

Nous avons finalement recensé onze jeux de données en
francais qui sont & la fois accessibles et libres d’utilisation
(cf. Tab. [). Dix des onze jeux de données sont annotés avec
un nombre de classes inférieur a quinze. Sur cet aspect, le
jeu de données Wikipedia-ner [40] se distingue des autres
puisqu’il contient 41 classes bien qu’il soit limité en taille
(21 855 tokens). Il apparait ainsi qu’au lancement du projet,
il n’existait aucun grand jeu de données en frangais annoté
en entités et en relations selon des ontologies représentant
plusieurs dizaines de classes et de relations d’intéréts pour
le renseignement militaire.

Suite a ces constats, dans le cadre du projet POPCORN,
nous avons construit les jeux de données suivants :

o« DWIE-FR : jeu de données en francais développé a partir
d’un jeu de données en anglais nommé DWIE [37]]. La
totalité du jeu de données ainsi que la méthode suivie
pour son développement ont été publiés [2]. Ce jeu de

Uhttps://github.com/Emvista/MR4 AP/tree/main
Zhttp://catalog.elra.info/product_info.php?products_id=999
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Fig. 1. Exemple d’un texte annoté manuellement avec 1’ontologie MR4AP. Cette annotation comporte I’identification des entités d’intéréts (cadres verts) et

des relations reliant ces entités (liens étiquetés). |ﬂ]]

Entity Classes Definition
Actor Person or Organization
Organization Administrative or functional structure. Remarks: An Organization is constituted to accom-

Government Organization
Military Organization

Non-Military Organization

Group of Individuals

Intergovernmental Organization

Non-Governmental Organization
Person

Civilian

Criminal

Military
Event

Accident

CBRN Event

Civil Unrest
Agitating Trouble Making
Civil War Qutbreak

Coup d’Etat
Demonstration

plish an aim, purpose, or mission

Organization controlled by a national or international government

Government Organization that is officially sanctioned and is trained and equipped to exert
force

Organization that controls and administers public policy either under a national or interna-
tional mandate

Group of people gathered under a label for a specific purpose

Organization conducted by two or more governments

Organization that doesn’t belong to the government

Human being

Person not in the armed services or the police force

Person who violates the law or atiempts to further their views by a system of coercive intim-
idation

Person who belongs to a military force

Routine, cyclical. planned, or spontaneous activities that significantly affect organizations,
people, and military operations

Unfortunate event, especially one causing physical harm or damage, brought about uninten-
tionally

Event that involves chemical, biological, radiological or nuclear material individually or in
combination, and are NOT attacks

Event that expresses dissatisfaction of citizens through disturbance and agitation, typically
involving public demonstrations or disorder

Stirring up of public interest on a matter of controversy, such as a political or social issue
Events related to a war among fellow citizens or within the limits of one community
Violent or illegal seizure of power

Public meeting or march legallv expressing protests. opinions or feelings towards a cause.

Fig. 2. Apercu de I’ontologie POPCORN
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Fig. 3. Exemple de graphe MR4AP résultant de I’analyse du texte « Who committed the murder of that police officer, and was it for revenge or for love? » ;
le méme graphe MR4AP est obtenu pour le texte « Was this murder perpetrated out of revenge or out of love? And who killed that policeman? »

Jeu de données Tokens Annotations | Classes | Références
MultiNERD 4 300 000 279 300 15 [35]
WikiNeural 3 240 000 231 000 4 [34]

Le tour du monde en 80 jours 84 972 6 076 12 [40]
WiIiNER-Fr 322 931 24 144 7 (53]

Wikipedia-ner 21 855 6132 41 [400

CAP Twitter env. 60 000 6 562 13 [38]

Europeana-newpapers-ner 207 000 13 860 3 [42]
Quaero French Medical Corpus 72 183 16 233 10 [43]
French TreeBank 350 931 11 636 7 [44]
WikiNer-Fr 3 499 695 420 061 4 [45]]
UkraiNER env. 400 000 43 623 8 [24]

TABLE T

JEUX DE DONNEES EN FRANCAIS, ANNOTES EN ENTITES ET ACCESSIBLES

données contient 589 394 tokens dont 60 292 annotés en
entités d’intérét selon 169 classes ;

« POPCORN-data-manual : rédigé et annoté en partie par
un prestataireEL ce jeu de données contient 2 000 textes
simulant des bulletins d’information. Ce jeu de données
a été annoté avec 1’ontologie POPCORN. Une partie du
jeu de données a été publié [26] ;

« POPCORN-data-auto : jeu de données annoté selon
I’ontologie POPCORN en utilisant des IA génératives.
Une partie du jeu de données a été publié [26] ;

o Renseignor : bulletins d’informations issus de Ren-
seignmﬂ Ces données sont en cours d’annotation d’une
part avec 1’ontologie POPCORN et d’autre part avec

3https://fr.isahit.com/
4https://cf2r.org/publications/lettre/renseignor/

I’ontologie MR4AP.

Concernant la tdche d’ER, il n’existe a notre connaissance
aucun jeu de données en frangais accessible librement qui
soit annoté dans un contexte sécurité défense. Parmi les
jeux de données annotés en entités que nous avons pro-
duits, POPCORN-data-manual a également été annoté en
relations, entierement manuellement, et Renseignor est en
cours d’annotation. Quelques centaines de textes déja annotés
permettent de publier les premiers résultats dans cet article (cf.

section [[II-C).

A la fin du projet, POPCORN aura produit quatre jeux
de données en frangais annotés avec plusieurs dizaines de
classes d’entités d’intéréts pour le renseignement militaire,
dont deux jeux de données annotés en relations d’intéréts.
Notons que, bien que le jeu de données UkraiNER indiqué
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Fig. 4. Exemple d’un texte annoté manuellement issu de POPCORN-data-manual (texte 5_1470)

en section [[II] soit annoté avec seulement 8 classes génériques
(non spécifique a la sécurité / défense, la thématique du corpus
en fait le quatrieme jeu de données annoté connu jusqu’a
maintenant (cf. . A ce jour, les seuls jeux de données
« sécurité/défense » accessibles qui sont annotés a la fois en
entités et en relations sont les jeux de données POPCORN-
data-manual et POPCORN-data-auto.

C. Quels modéles
Uinformation ?

d’IA  pour structurer et extraire

Le troisieme verrou qui doit étre résolu dans POPCORN
concerne les performances limitées des modeles supervisés
pour I’extraction d’entités et de relations d’intérét, en parti-
culier lorsque 1’on traite plusieurs dizaines de types d’entités
et de relations. Le consortium de POPCORN a donc entreprit
la reproduction et I’expérimentation de modeles a I’état de
Part, dans le but de les comprendre et de comparer leurs
performances sur les jeux de données issus du consortium.

Les premieres expérimentations ont porté sur des modeles
d’EEI « classiques » reposant sur des modeles de langage
francophones largement utilisés pour leur capacité a vectoriser
I’information dans les documents, tels que CamemBERT
et FlauBERT , augmentés d’une couche linéaire de clas-
sification pour I’étiquetage de mots.

Les préoccupations récentes en extraction d’entités, telles
que I’attention portée a 1’extraction de fragments plutot qu’a
I’étiquetage de tokens, la détection d’entités imbriquées et
la prédiction de multiples labels pour une méme mention,
nous ont conduit a explorer des modeles plus récents, no-
tamment DeepSpanRepresentations [29], Biaffine-NER [30],
Boundary Smoothing (BS) [8] et PromptNER [31]l, des mod-
eles représentant efficacement les fragments textuels par des
opérations bi-affine, des Bi-LSTM ou une meilleure gestion
de I’ambiguité liée aux frontieres des mentions. Par ailleurs

N

des modeles d’extraction de relations a I’état de Dart tels
que DREEAM [48], ATLOP [51], PEMSCL [49] et KD-
DocRE [50] ont aussi été expérimentés. En parallele, nous
avons également développé notre propre modele résolvant les
différentes modalités, le modele unifié [23]].

Le développement du jeu de données POPCORN-data-auto
(cf. section [M-B) a été rendu possible grice a I’utilisation
d’un grand modele de langage génératif (LLM), Vigostral-7BEl
un modele conversationnel en frangais librement accessible et
affiné a partir de Mistral-7B [9].

Le développement du jeu de données POPCORN-data-auto
(cf. section [II-B) a nécessité 1’expérimentation de proces-
sus sophistiqués impliquant des grands modeles de langage
génératif (LLM) tels que Vigostral-7BE|, un modele conversa-
tionnel en frangais affiné a partir de Mistral-7B [9).

Les expériences menées avec les modeles mentionnés, leurs
résultats et les analyses qui en découlent sont présentés dans
nos contributions [23]] et [26]. Nous reportons ici quelques
résultats obtenus sur I’ontologie POPCORN avec des modeles
entrainés sur peu de données en comparaison avec les données
dont dispose le consortium : 400 textes issus de POPCORN-
data-manuel enrichis de 400 textes de POPCORN-data-auto
(cf. Tableau [[I). Notons que ce rapport de 1 pour 1 (400
textes rédigés et annotés manuellement pour 400 produits de
facon automatique) a apporté les meilleurs résultats a ce stade.
Ces 800 textes sont librement accessibles afin d’assurer la
reproductibilité de nos expériences par des tiers.

D. Quelles performances ?

1) Avec l’ontologie POPCORN: Les modeles traitant de
fagon conjointe les deux taches (noté « Modele joint » dans
le Tableau [[I) sont légeérement plus performants, ce qui a par

Shttps://huggingface.co/bofenghuang/vigostral-7b-chat
Shttps://huggingface.co/bofenghuang/vigostral-7b-chat
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Jeu de données | Tokens Entités annotées | Relations annotées | Classes d’entités | Classes de relations | Références
DWIE-FR 589 394 60 292 0 169 0 [21
POPCORN 114 469 43 264 37 065 55 36 [1206]
Renseignor en cours en cours en cours 70 39 a paraitre

TABLE IT

JEUX DE DONNEES ACCESSIBLES OU PROCHAINEMENT ACCESSIBLES, EN FRANCAIS, ANNOTES AVEC DES CLASSES METIERS « SECURITE/DEFENSE ».

ailleurs encouragé I’annotation des jeux de données a la fois
en entités et en relations. Il apparait que les meilleurs résultats
sont de ’ordre de 81% de F1 Micro pour la reconnaissance
d’entités d’intérét et de 59.01% pour la reconnaissance des
événements. On remarque une difficulté a extraire les entités
de type « événements » bien que la tiche semble trés proche
de la reconnaissance d’entités.

Dans le cadre de cette évaluation, les modeles d’extraction
de relations ont pris en entrée le texte déja annoté (manuelle-
ment) en entités d’intéréts ; les résultats présentés ici corre-
spondent donc uniquement a la tiche de reconnaissance de
relations et d’étiquetage. L’extraction de relations atteint un
F1 Micro de 59.38% avec le modele ATLOP contraint par
les restrictions sémantiques sur les domaines (i.e. téte) et co-
domaines (i.e. queue des relations).

Les évaluations menées dans le cadre de POPCORN ont
généralement montré une faiblesse de ces modeles concernant
la détection des frontieres gauche et droite des entités d’intérét.
Une augmentation jusqu’a 10% sur le score F1 est observée
lorsque ’on fait I’hypotheése d’une identification parfaite des
frontiéresﬂ Dans ce sens, des expériences sont en cours :
dans un premier temps, nous avons choisi de remplacer le
module Bi-LSTM de I’architecture Biaffine-ner par un GCN
(Graph Convolutional Networks). Nous aimerions savoir si
I’ajout d’une représentation « graphe » est intéressante pour
la détection de frontieres.

2) Avec l’'ontologie MR4AP: La tiche de structuration de
I’information selon des formalismes de représentation sé-
mantique tels que AMR [32] ou MR4AP [7] est complexe.
De nombreuses recherches sont effectuées a ce sujet. Le
premier modele accessible permettant de transformer un texte
en francais en un graphe régi par un tel formalisme a été
publié par I'un d’entre nous en 2023 [33]. Les résultats
obtenus avec les méthodes a I’état de 1’art (LLM, apprentissage
par transfert, ou encore méta-apprentissage) ne permettent
pas pour I'instant de dépasser des méthodes plus classiques
fondées sur 1’idée d’un systeme hybride (i.e. utilisant a la fois
des techniques d’apprentissage et de regles linguistiques). La
raison est certainement liée au manque de données annotées.
Cela est illustré en tableau [IV] dans lequel le systéme hybride
RLA (Recursive Linguistic Analyzer) dont les prémisses ont
été publiées en 2019 [41], obtient les meilleurs résultats
notamment en termes de précision probablement grace aux
régles linguistiques qui guident les modeles sous-jacents. A
noter qu’aucune adaptation n’a été apportée au RLA dans le

7Cette observation est d’importance lorsque 1’on considére un module de
liage des mentions du texte avec les entités de la base qui se situent en aval
des modeles étudiés ici.

cadre de cette évaluation. L’apport de connaissances issues
du jeu d’apprentissage (par exemple, des listes de noms
d’organisations) améliorerait sans aucun doute les résultats. Il
faut noter que les résultats mettent en évidence que la struc-
turation selon MR4AP est plus complexe qu’avec I’ontologie
métier POPCORN : sur des tiches identiques, les modeles
communs appliqués aux deux ontologies obtiennent des résul-
tats inférieurs au RLA d’au moins 13 points sur les scores F1
Macro et F1 Micro.

Dans le cadre de cette évaluation, comme dans le cadre
des expériences avec I’ontologie POPCORN, les modeles
d’extraction d’information ont pris en entrée le texte déja
annoté (manuellement) en entités d’intérét ; au contraire le
systeme RLA a directement traité le texte brut en entrée ce qui
complique la tiche. Néanmoins, la précision haute (88.09%)
permet d’envisager I'intégration de ce systtme qui a pour
vocation de structurer 100% des informations véhiculées dans
le texte dans une application ot moins de 12% des résultats
devraient étre corrigés par un utilisateur. En revanche, le rappel
est treés faible (environ 25%) ce qui pourrait étre rattrapé par
la prise en compte des résultats d’autres modeles.

IV. INTEGRATION DES RESULTATS

Dans cette section, nous présentons succinctement deux
démonstrateurs, 1’un utilisant les modeles d’EEI et d’ER selon
I’ontologie POPCORN et I’autre selon 1’ontologie MR4AP.
Cette derniere n’étant pas une ontologie métier, nous donnons
I’intuition du processus qui permet a un utilisateur de 1’adapter
rapidement a son cas d’usage.

A. Avec I’ontologie POPCORN

L’adaptation d’outils d’extraction d’information aux métiers
du renseignement a montré 1I’'importance de la sélection des
connaissances capitalisées en base et du maintien de leur
cohérence. Les résultats exposés précédemment montrent que
I’amélioration de la qualité de I’extraction d’information a
I’état de I’art ne suffit pas encore a garantir cette cohérence,
notamment a cause de 1’accumulation des erreurs en cas de
capitalisation automatique sans vérification ni modification
humaine.

Dans le cadre de POPCORN, un démonstrateur fonctionnel
permet d’évaluer la difficulté du role de I’humain dans la
chaine globale de peuplement de bases de connaissances. Il
est illustré en figure E} Ici, ’humain est le validateur final
des éléments extraits par I'IA. La réalisation du démonstrateur
a requis de lister les modifications possibles par 1’humain
et de décider de la maniere la plus pertinente de les lui
proposer : au niveau des entités ou de leurs mentions, dans
le texte ou dans le graphe. Certaines modifications n’ont



[ Tache [ Mode¢le [ Précision [ Rappel | F1 Macro | F1 Micro |
Extraction Modele joint 52.87 43.21 44.79 59.38
des événements Biaffine-NER + Boundary Smoothing 41.13 49.16 43.92 55.94
Camembert-base(p.e. Wikikner) + BiLSTM + CRF 46.84 44.76 44.02 57.80
EEI sauf événements Modele joint + contraintes domaines 76.23 67.01 69.23 82.31
Biaffine-NER + Boundary Smoothing 62.65 66.14 65.82 81.14
Camembert-base(p.e. Wikikner) + BiLSTM + CRF 72.18 65.48 66.67 81.75
ER Modele joint + contraintes domaines 54.73 49.88 47.78 58.02
Dreeam + contraintes domaines 72.11 47.65 53.48 59.24
ATLOP + contraintes domaines 68.35 50.27 54.33 59.38

TABLE TIT
RESULTATS OBTENUS PAR LES MODELES EXPERIMENTES SUR L’ONTOLOGIE POPCORN ET UN JEU DE DONNEES CONSTITUE DE 400 TEXTES ISSUS DE
POPCORN-DATA-MANUEL ENRICHI DE 400 TEXTES SYNTHETIQUES I1SSUS DE POPCORN-DATA-AUTO

[ Tache [ Modgéle/Systéeme [ Précision | Rappel | F1 Macro | F1 Micro |
Extraction Biaffine-NER + BS (p.e. WikiNer-FR) 11.18 10.49 9.90 34.45
des événements Camembert-base (p.e. WikiNer) + BiLSTM + CRF 13.79 12.35 12.07 41.80
RLA 53.98 55.41 57.05 59.69
EEI sauf événements Biaffine-NER + BS (p.e. WikiNer-FR) 20.87 21.30 19.95 58.78
Camembert-base (p.e. WikiNer) + BiLSTM + CRF 28.74 25.97 25.19 62.38
RLA 69.99 58.11 55.17 55.24
ER ATLOP 19.41 14.25 15.84 66.82
RLA 88.09 25.75 34.90 39.85

TABLE TV
RESULTATS OBTENUS PAR LES MODELES ET LE SYSTEME EXPERIMENTES SUR LES DONNEES RENSEIGNOR, WIKIPEDIA, WIKINEWS ANNOTEES AVEC
L’ONTOLOGIE MR4AP (EN COURS D’ ANNOTATION ; EXPERIENCES MENEES AVEC 19K fokens ANNOTES DONT 1835 MENTIONS D’EVENEMENTS ; P =
PRECISION ; R = RAPPEL. L’ABBREVIATION "P.E." SIGNIFIE "PRE-ENTRAINE SUR".
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pas nécessairement a E&tre accessibles depuis chaque vue.
Ainsi, 'utilisateur est capable de modifier toute information
détectée (relations, attributs, mentions textuelles de ces entités
et leurs coréférences, entités de référence en base), et d’ajouter
de nouveaux éléments non détectés. Coté graphe, 1’interface
utilise les couleurs et icones ainsi que les épaisseurs de traits
pour expliciter les natures et provenances des informations.
Une fois que les résultats de I'TA ont été revus par I’humain,

la base de connaissances est mise a jour et les prochaines
analyses bénéficieront de 1’ensemble du contenu de la base.

B. Avec l'ontologie MR4AP

L’utilisation de 1’ontologie MR4AP a pour intérét de ne
pas restreindre 1’apprentissage de I’'TA & un seul cas d’usage.
Techniquement, MR4AP est une ontologie qui contient des
centaines de concepts et seulement 44 relations qui permettent
de représenter la totalité de I'information véhiculée dans un
texte. Nous avons développé une interface qui permet a un
utilisateur d’aligner les concepts et relations génériques de
MR4AP avec les siens. Ainsi les informations visualisées
sur I’interface adoptent le vocabulaire métier nécessaire aux
opérationnels.

La figure [] montre un bulletin d’information a partir duquel
un événement MR4AP de type « Murder » a été détecté. Des
informations relatives a cet événement ont été détectées : la
date (normalisée afin d’étre intégrée en base de données),
I’agent (celui qui fait 1’action), le patient (celui qui subit
I’action), le lieu. Ces informations sont liées a une base de
données (DBpedia pour ce démonstrateur) lorsque cela est

rendu possible. Dans 1’exemple, la fiche contenant des infor-

mations sur le lieu de I’événement peut étre visualisée. Toutes
les informations peuvent étre éditées avant leur intégration
dans la base de connaissances.

V. CONCLUSION

Le projet POPCORN a contribué aux méthodes scientifiques
de structuration d’information pour des cas d’usage sécu-
rité/défense. De nombreuses expériences ont été effectuées
pour extraire les entités d’intéréts et les relations qu’elles
entretiennent entre elles. Les résultats obtenus permettent
d’envisager I'insertion de certains types d’entités et relations
en bases de données avec leurs indices de confiance et les
sources desquelles elles proviennent afin d’étre vérifiées par
un analyste qui en aurait 1’utilité. Pour un cas d’usage ou il
s’agirait de peupler les bases de données avec les informations
extraites, il est aujourd’hui encore nécessaire que 1’humain
valide certaines informations extraites automatiquement par
I’'TA, notamment pour les types d’informations dont les ré-
sultats sont trop faibles.

Le systeme global répondant au cas d’usage est en cours
de développement : a partir d’une évaluation plus fine que
celle présentée ici, nous avons pu déterminer quel type
d’information est le mieux inféré pour chaque modele. Méme
si de facon globale les types obtiennent des résultats similaires,
certains modeles sont plus robustes aux faibles quantités
d’exemples présents dans leur jeu d’entrainement.

L’étude des données synthétiques est prometteuse pour
la suite de nos recherches. Ces données résultent en une
augmentation significative des performances qualitatives des
modeles. La qualité des données générées automatiquement
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Fig. 5. Apercu du démonstrateur POPCORN : vues synchronisées du texte et des connaissances extraites.

Texte original

Huit islamistes présumés abattus par les forces de sécurité, dans I'extréme nord du Mozambique... Huit membre
présumé ont été tués par les Forces de défense et de sécurité (FDS) du Mozambique dans le district de Palma, d
Delgado, dans I'extréme nord du pays, a-t-on appris samedi des sources des FDS et de la police. Les membres d
groupe qui a lancé des attaques sporadiques contre la police et les civils depuis octobre dernier, semant la terre
déplacement des habitants dans plusieurs districts de la province du Cabo Delgado. « Sur le site ou les huit me

islamiste radical ont été tués, un fusil AK47

membre des FDS, qui a requis I'anonymat. Selon la source de la police qui était impliquée dans la mission de rec
d'informations pourraient étre publiées officiellement dans quelques jours. « Ce groupe était censé étre dans les|
peuvent avoir accés a I'eau pour la consommation personnelle et I'hygiéne » a-t-il dit. (Radio Chine internationa

Analyser uniquement I'événement principal

et des machettes qu'ils utilisaient pour décapiter les gens ont été ret

Fiche technique

Doparment

9

Huit présumés membres d'un groupe islamiste radical ont été abattus par les forces de sécurité du Mozambique dans I'extréme nord du pays, selon des sources des FDS et de la police.

timeEvent age
0 Thing/Abstract/ 2024-07-22T09:21:
Event/murder 42.389258550
abattus

patientCardinality

forces de sécurité ]
du Mozambique

présumés membres
d'un groupe
islamiste

patient recipientCardinality

recipient

I extréme nord du

Mozambigque

Fig. 6. Exemple d’un texte annoté automatiquement issu de Renseignor. Image avant 1’étape de configuration "métier". Le tableau contient une ligne générée
automatiquement qui représente un événement "Murder", sa date, les personnes impliquées, son lieu. La fiche technique contient des informations de la base

de connaissance associées au lieu identifié.

fait actuellement I’objet de recherches et des données de
meilleure qualité a venir dans les prochains mois permettront
de produire de nouvelles versions des modeles.

L’ apparition des LLM conversationnels au cours du projet
POPCORN a permis de les considérer sérieusement comme
une alternative aux modeles déterministes avec 1’avantage
qu’ils ne nécessitent pas (ou peu) de données annotées.
Néanmoins, les LLM a eux seuls s’averent peu performants
pour structurer I’information selon des ontologies complexes

(cf. EvalLLNﬂ. Une voie de prolongement de ces travaux
consisterait a tester des modeles de taille bien supérieure (d’un
facteur 10 ou 100) et/ou des modeles plus centrés sur le
frangais afin de déterminer si nos méthodes de création de
données synthétiques résultent en un gain qualitatif dans ces
contextes.

8Atelier sur I’évaluation des modeles génératifs (LLM) et challenge
d’extraction d’information few-shot : https://evalllm2024.sciencescont.org/
program?lang=fr
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Pourquoi se limiter a une recherche quand on
peut I’étendre ? Amélioration de I’architecture
RAG par des stratégies d’expansion de
requétes et d’agrégation de documents
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Abstract—Le Retrieval Augmented Generation (RAG)
améliore les réponses générées par des grands Modeles
de Langage (LLMs) en récupérant des informations
externes. Cependant, la performance de ces systemes
dépend fortement de la qualité des documents récupérés.
Dans cet article, nous proposons d’employer plusieurs
stratégies d’expansion de requétes, telles que la reformu-
lation, la décomposition de requétes et la génération de
documents hypothétiques (HyDE) afin d’améliorer cette
phase de récupération. Nous intégrons ces techniques
dans une architecture RAG optimisée, qui comprend
un routeur sémantique pour sélectionner la meilleure
stratégie et un module d’agrégation pour fusionner les
résultats des requétes étendues. Nos expériences sur un
corpus de 80 000 documents montrent une amélioration
notable du rappel et de la qualité des réponses pour les
questions complexes, tout en limitant les hallucinations.
Cette nouvelle architecture présente un potentiel promet-
teur pour améliorer les systemes RAG dans des domaines
spécialisés.

Mots-clés : Retrieval-Augmented Generation, ex-
pansion de requétes, grands modeles de langage, agré-

gation de documents, recherche d’information.

I. INTRODUCTION

Si les grands Modeles de Langage (ou LLM pour
Large Language Models) sont capables de générer
automatiquement du texte d’une qualité qui tient la
comparaison avec les productions humaines [1]], le fait
que leurs connaissances paramétriques soient limitées
aux données suffisamment saillantes dans leur corpus
d’entrainement les restreint dans de nombreux cas
d’usage. Il n’est, par exemple, pas viable d’utiliser
directement un LLM comme un systeme de Question
Answering dans un domaine spécifique. Pour pallier
cette limitation, une nouvelle architecture, nommée
RAG (Retrieval Augmented Generation), a été pro-
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posée [2[]. Elle consiste a combiner une étape de
recherche documentaire (retrieve) dans un large corpus
constitué en amont, afin de sélectionner les docu-
ments les plus pertinents par rapport a la requéte de
I'utilisateur (query) et d’inclure ces documents dans
Iinstruction (prompt) fournie au LLM, dans le but de
lui fournir des connaissances non paramétriques utiles
a la réalisation de la tache de génération.

Bien que D’architecture RAG apparaisse comme
une alternative prometteuse et frugale par rapport
a d’autres méthodes, telles que le fine-tuning, pour
adapter les LLMs a des domaines de spécialité [3]],
son succes dépend de la qualité de la recherche docu-
mentaire effectuée. En effet, I’ajout de contextes non
pertinents dans I’instruction augmente non seulement
le temps et le coiit de réponse, mais dégrade également
la qualité [4].

Améliorer la phase de récupération des documents
est donc crucial pour optimiser les performances d’un
systetme de Question Answering basé sur une archi-
tecture RAG, ce qui nous amene a aborder des prob-
Iématiques d’optimisation des moteurs de recherche
documentaire. La plupart des retrievers utilisés dans
les architectures RAG reposent soit sur la fréquence
des mots, comme le modele BM25 [5], soit sur la
similarité vectorielle entre le plongement lexical (em-
bedding) de la requéte et celui des documents, en util-
isant des algorithmes tels que K-Nearest Neighbours
(KNN) ou Approximate Nearest Neighbours (ANN)
[6]. Avec cette derniere méthode, de loin la plus
répandue actuellement, la qualité de la récupération
dépend directement du modele d’embedding utilisé. En
effet, le modele employé va mettre 1’accent sur certains
aspects de la question mais en ignorer d’autres.



De maniere plus générale, la qualité de la récupéra-
tion dépend fortement de la formulation précise de
la question ; méme une simple erreur orthographique
peut réduire significativement la pertinence des doc-
uments sélectionnés. Les systetmes de recherche
d’information (RI) sont connus pour étre sensibles a
la variation de leur entrée et moins efficaces lorsqu’ils
sont confrontés a des requétes ambigués ou tres
courtes. Ainsi, les documents réellement pertinents
sont souvent écartés au profit de ceux qui sont plus
proches de la formulation de la question. Des lors, il
sera intéressant de s’inspirer des différents travaux en
recherche d’information pour éviter ce phénomene.

Un moteur de recherche commence généralement
par une phase de query understanding, consistant
a extraire de la question l’information pertinente.
Cette phase comporte le plus souvent une étape
d’élimination des erreurs d’orthographe, de lemma-
tisation, mais aussi de reformulation (query rewrit-
ing) en une requéte capturant mieux l’intention de la
recherche. Optionnellement, une expansion de la re-
quéte (query expansion) 7] est réalisée pour améliorer
la performance de I’extraction, est réalisée. Les tech-
niques classiques consistaient a établir des diction-
naires de synonymes et de termes proches sémantique-
ment, ou a utiliser des ressources annotées. Cependant,
on s’attendait a ce que le passage par des embeddings
assure déja 1’utilisation de synonymes.

L’intersection de la recherche d’information (RI)
et des LLMs a déja été explorée sous deux angles.
Certains auteurs, focalisés sur I’amélioration du RAG,
présentent l’intégration de I’expansion de requétes
comme une piste intéressante a creuser [8]]. Ainsi, Ma
et al. [9] soulignent que, bien que plusieurs équipes
de chercheurs aient essayé d’améliorer les modeles
d’extraction de documents en les alignant par fine-
tuning sur le modele de génération lors d’une phase
d’entralnement commune, peu de travaux ont été réal-
isés en amont pour tenter de transformer la ques-
tion de l'utilisateur. Ils suggerent donc d’investiguer
une nouvelle architecture en trois étapes : rewrite,
retrieve, read. La transformation qu’ils proposent est
d’ordre vectoriel, modifiant le modele d’embedding de
la question de l’utilisateur via un apprentissage par
renforcement. Or, modifier un modéle de cette maniere
nécessite de disposer d’un grand corpus avec des
questions, les documents pertinents et des propositions
de réponse, ce qui rend le processus non reproductible
dans tout domaine de spécialité sans un lourd travail
d’annotation.

Avant que I’architecture RAG ne se démocratise, des
chercheurs comme Claveau [[10] ont tenté, avec des

résultats prometteurs, d’utiliser des modeles génératifs
pour effectuer une expansion de requétes dans le but
d’améliorer des systemes de recherche documentaire
[11]-[13]. Cette approche, plus facilement généralis-
able, a donné lieu a de nombreux travaux établissant
le lien entre le paradigme de query expansion et le
prompt engineering [14]], ainsi qu’a la proposition de
différentes stratégies d’expansion.

Néanmoins, si ’expansion de requétes est une tech-
nique prometteuse pour augmenter le rappel de la
phase de récupération, s’appuyer sur des LLMs, sus-
ceptibles aux hallucinations [15] risque de dégrader
les performances du systéme, notamment sa précision.
Des lors, comment intégrer 1’expansion a I’architecture
RAG de maniere a limiter les risques ponctuels de
dégradation des résultats ?

Cet article se propose :

o d’opérer une présentation synthétique des dif-
férentes stratégies d’expansion de requétes par
LLMs et de comparer leurs apports et défauts.

« de proposer une nouvelle architecture RAG plus
complexe intégrant I’expansion de requétes au
moyen d’un routeur sémantique et procédant a
une agrégation des documents en cas de requétage
multiple.

o de comparer cette nouvelle architecture & celle
du RAG classique en les testant sur un corpus
spécialisé.

« de proposer un début de réflexion sur I’évaluation
non triviale des nouveaux composants de ce sys-
téme.

II. STRATEGIES D’EXPANSION DE REQUETES

Un certain nombre de travaux propose des tech-
niques de reformulation de la question de I’utilisateur
pour améliorer les résultats d’'un RAG. Si certaines
de ces idées semblent prometteuses, la rigueur de
leur présentation et de 1’évaluation est tres variable.
Ces méthodes ont rapidement été implémentées dans
des frameworks permettant de construire une archi-
tecture RAG en quelques lignes de code, mais selon
une implémentation opaque pour Iutilisateur. A notre
connaissance, aucune étude a ce jour n’a regroupé
de maniere exhaustive ou comparé ces techniques. Il
convient donc de déterminer leurs mérites respectifs.

A. Le Step Back

Cette technique est directement inspirée d’un des
premiers articles sur le prompt engineering, qui sug-
gérait qu’encourager un LLM & décomposer sa réponse
en lui demandant « take a deep breath and think
» améliorait ses performances sur des tiches de



raisonnement [16]]. Le principe du Step Back [17]
est d’utiliser un LLM avec un prompt demandant de
simplifier la question de l’utilisateur en prenant du
recul. On obtient alors une question plus générale,
ce qui risque d’apporter des documents fournissant
plus d’informations contextuelles et d’éviter que la
formulation de la question initiale n’influence trop
la récupération. Cette technique peut étre consid-
érée comme 1’équivalent de I’emploi d’hyperonymes
dans la phase de query rewriting d’'un moteur de
recherche. Cependant, effectuer un Step Back n’est pas
nécessairement bénéfique, surtout si la question posée
demandait une information précise, ce qui pourrait
entrainer une baisse de précision.

B. La reformulation de question (query rewriting)

Cette technique consiste 8 demander a un LLM de
reformuler la question de base de plusieurs manicres
différentes. En combinant les résultats de recherches
effectuées a partir de formulations différentes, on
espere récupérer tous les documents intéressants, in-
dépendamment de la lettre exacte de la question de
départ. Cette stratégie peut étre considérée comme
I’équivalent de I’emploi de synonymes dans la phase
de qguery rewriting d’un moteur de recherche.

C. La décomposition de requéte (query decomposi-
tion)

Cette méthode consiste a demander a un LLM de
décomposer la question en sous-questions dont les
réponses sont nécessaires pour pouvoir répondre a la
question globale. Cette décomposition tire parti des ca-
pacités de raisonnement et de planification des LLMs
et peut faciliter I’extraction d’informations précises,
qui, combinées lors de la génération finale, permettent
de trouver la bonne réponse (par exemple, « Quelle
ville entre Paris et Londres est la plus peuplée ? »
se décompose en [« Combien d’habitants y a-t-il a
Londres ? », « Combien d’habitants y a-t-il & Paris ?
»]). Sur des questions plus abstraites, cette technique
peut encourager 1’exploration de différentes pistes con-
cretes étayées par des récupérations plus précises. On
utilise donc les capacités de raisonnement des LLMs
pour améliorer le résultat de la collecte d’information.
L’idée de décomposer une requéte en sous-requétes
thématiques est déja explorée en RI depuis bient6t 20
ans (Topical Query Decomposition) [|18]].

D. Document fictif / HyDE

Lors de la récupération, on compare par similarité
vectorielle une question (modalité interrogative, phrase
généralement assez bréve) a un extrait de document
(modalité déclarative, texte plus long, factuel) ce qui

peut entrainer une dissonance sémantique qui peut
expliquer I'imprécision des résultats. Pour pallier ce
probleéme, il faudrait comparer des objets similaires,
ce qui implique soit de créer pour chaque document
une liste de questions auxquelles il répond et effectuer
la recherche de similarité entre les questions, soit de
convertir la question en document fictif. Associer des
questions a chaque document entraine une indexation
coliteuse et inefficace si la question differe trop des
questions indexées. La piste du document fictif a été
développée dans ’article [|19] qui présente la technique
HyDE Hypothetical Document Embeddings. Si cette
proposition est stimulante, utiliser un LLM de la sorte
risque d’introduire du bruit car il pourrait halluciner
lors de la génération du document fictif, et le contenu
de ces hallucinations serait utilisé pour calculer les
similarités. L’idée de partir d’un document pour éten-
dre une requéte rappelle la technique PRF (Pseudo-
Relevance Feedback) [20] employée en RI depuis les
années 80 et qui consiste a améliorer les résultats
en enrichissant automatiquement la requéte initiale
avec des termes extraits des premiers documents jugés
pertinents.

E. Autres stratégies

D’autres stratégies comme par exemple Least-to-
Most prompting [21] ont été proposées notamment
pour traiter les questions a rebonds multiples (multi
hop questions comme « Quel est le nom du mari de
la fille du maire de Héron-ville? »). Ces méthodes
nécessitent une architecture itérative différente de celle
considérée dans le présent article et ne seront donc pas
approfondies.

F. Bilan

Chaque stratégie présente des intéréts particuliers et
aide a répondre a certains types de questions, au risque
de parfois dégrader la réponse de questions simples et
factuelles pour lesquelles la récupération avec la query
initiale donnait une réponse correcte.

Technique d’expansion
Step Back

Types de question

Question comportant des détails trop précis
Question ambigué ou a la formulation trop
spécifique

Question abstraite ou générale compor-
tant plusieurs dimensions, Question dont la
réponse nécessite un raisonnement
Question ot la réponse apparait dans un
type de document spécifique

Reformulation

Décomposition

HyDE / document fictif

TABLE 1: Usage respectif des stratégies d’expansion
selon le type de question posée

Transformer la requéte pourrait dégrader les résul-
tats de la recherche compte tenu de la propension des
LLMs a commettre des hallucinations. Pour limiter



ce risque, il serait prudent de ne pas utiliser unique-
ment la requéte transformée pour la récupération mais
d’amalgamer ces résultats avec ceux de la ques-
tion originale. De plus, certaines stratégies proposent
plusieurs reformulations de la question. Il convient
donc de complexifier 1’architecture RAG classique
pour prévoir le choix d’une méthode d’expansion et
possiblement la gestion de plusieurs récupérations en
parallele a partir de différentes requétes étendues.

III. ADAPTATION DE L’ ARCHITECTURE RAG A
L’EXPANSION DE REQUETES

A. Nouvelle architecture proposée

L’intégration de 1’expansion de requétes a de poten-
tielles récupérations multiples souléve plusieurs ques-
tions :

o Comment choisir la stratégie d’expansion?

o Comment optimiser la transformation de la re-
quéte ?

e Comment amalgamer les résultats produits par
différents processus de récupération ?

Chacun de ces trois roles sera pris en compte par
un nouveau composant de 1’architecture. En effet
I’architecture du RAG classique ne suffit plus a en-
glober un tel systeme et doit étre élargie de fagon
modulaire [22]. Un module de redirection (ou routeur
sémantique) est chargé de déterminer si la question
nécessite une expansion, et le cas échéant quelle tech-
nique serait la plus bénéfique. Un module d’expansion
est chargé de procéder a la transformation de Ia
requéte. Apres les phases de récupération paralleles,
un module d’agrégation amalgame les résultats (voir
annexe 1 pour plus de détails).

La phase de récupération peut inclure un reranking
pour affiner les résultats de similarité vectorielle. Des
modeles spécialisés, comme les cross encoders sont
utilisés pour évaluer la pertinence d’un document par
rapport a une requéte et produire un classement plus
précis [23].

B. Le routeur : role et fonctionnement

L’étude de la littérature a permis de sélection-
ner quatre stratégies d’expansion prometteuses. Néan-
moins, chaque article n’évalue que la méthode qu’il
introduit sans la comparer a d’autres méthodes
d’expansion. De plus, pour les questions simples («
Quelle est la capitale de la France ? »), aucune expan-
sion n’est a priori nécessaire. Pour éviter qu’un emploi
systématique de I’expansion ne dégrade la précision du
systeéme sur les questions simples, il faudrait pouvoir
sélectionner la bonne action a effectuer sur une requéte
(expansion ou non, et le cas échéant quelle stratégie).

Pour ce faire, il est possible de s’inspirer de la notion
de routing, également issue des travaux sur les moteurs
de recherche.

Un LLM peut étre employé comme agent respon-
sable de la redirection comme démontré par cer-
tains travaux [24]. Il s’agit alors d’écrire un prompt
décrivant la tache et les outils disponibles, avec
éventuellement des exemples via few-shot prompting.
La réponse du LLM est analysée pour déterminer
la technique d’expansion choisie. Cependant, utiliser
un LLM n’offre pas toujours une explication claire
du choix de la méthode. Par exemple, 1’ordre de
présentation des stratégies d’expansion peut influencer
les résultats (order bias) [25] et sélectionner un mode
d’expansion n’est pas trivial.

Notre implémentation du routeur a été testée sur un
benchmark de 150 questions réparties équitablement
en 5 catégories de difficulté progressive.

o Catégorie 1: questions factuelles admettant une
réponse unique.

o Catégorie 2: questions
plusieurs réponses.

o Catégorie 3: questions nécessitant la présentation
structurée d’un déroulé chronologique ou d’une
chalne de causalité.

o Catégorie 4: questions abstraites.

o Catégorie S5: questions volontairement ambigués
ou contenant des erreurs.

factuelles admettant

Catégorie 1
REFORMULATION
‘QUERY DECOMPOSITION

7% SIMPLE QUERY 167%
lﬂ-;:* STEP BACK 33.3%

Catégorie 2

REFORMULATION

78.6% 50.0%

SIMPLE QUERY QUERY DECOMPOSITION

Catégorie 3 Catégorie 4

REFORMULATION

207% REFORMULATION
3a5%
69% | STEP BACK
QUERY DECOMPOSITION | 39:2%
72.4%

QUERY DECOMPOSITION

103%

STEP BACK

Catégorie 5

QUERY DECOMPOSITION
34.5%

65.5
REFORMULATION

Fig. 1: Choix du routeur de la stratégie d’expansion
selon la catégorie de difficulté de la question

On a ensuite analysé les choix du routeur en fonction
de la catégorie de difficulté des questions. Pour la plu-
part des questions simples (deux premieres catégories)
le routeur choisit de ne pas réaliser d’expansion.
Quand la question est plus complexe et nécessite un
raisonnement (catégories 3 et 4), le routeur choisit



le plus souvent d’effectuer une décomposition. Enfin
lorsque la question est ambigué ou contient des in-
formations fausses, c’est le plus souvent une refor-
mulation qui est appliquée. Ce comportement corre-
spond a priori aux attentes qu’on avait d’un routeur
qui n’utilise I’expansion que lorsque nécessaire. Pour
s’assurer du bon fonctionnement du LLM en tant
que routeur, les trois auteurs ont associé a chaque
question d’un corpus de difficulté variable la méthode
d’expansion qu’ils considéraient comme la plus ap-
propriée et ont obtenu des distributions de stratégies
similaires a celle du LLM du moins en ce qui concerne
le choix de réaliser ou non une expansion. L hésitation
est plus grande sur la méthode d’expansion a appliquer.

A noter que la technique du document fictif n’est
jamais choisie. Cela peut s’expliquer par le fait que
le bénéfice de cette méthode est moins clair que
celui d’une reformulation par exemple pour le LLM
chargé d’effectuer le routing. La description de I’ utilité
de I'outil qui devait rester succincte dans le prompt
n’encourage pas le LLM a la choisir. La méthode
de Step Back est également trés peu utilisée peut-étre
parce que ses objectifs recoupent en partie ceux plus
larges de la reformulation.

C. Algorithmes d’agrégation

Pour limiter les risques qu’une mauvaise expansion
ne dégrade les résultats du systeéme, nous n’utilisons
pas uniquement la requéte modifiée, comme c’est
souvent le cas dans d’autres travaux, mais effectuons
plusieurs récupérations en parallele a partir de la
requéte initiale et de ses expansions. Cela est par-
ticulierement nécessaire lorsque la méthode choisie
génere plusieurs reformulations.

Dans I’architecture RAG classique, chaque proces-
sus de récupération est limité a j documents. La
nouvelle architecture peut potentiellement extraire j
documents par récupération soit jusqu'a (¢ + 1) x j
documents, ou ¢ correspond au nombre de requétes
modifiées issues de l’expansion, et 1 représente la
requéte initiale, a condition qu’aucun doublon ne soit
présent.

Néanmoins, la fenétre de contexte des LLMs ayant
une taille limitée, il ne sera pas possible d’inclure tous
ces documents dans le prompt final. Il convient de
plus de les ordonner du plus au moins pertinent pour
optimiser la génération finale. Ce probléme rejoint un
probleme plus général en algorithmique qui est celui
de la fusion de classements. Le probleéme n’est pas
symétrique car on souhaite accorder plus d’importance
aux documents issus de la question initiale qu’aux

requétes modifiées. Cette agrégation des résultats peut
s’effectuer selon différentes stratégies :

1) Reranking par rapport a la query principale:
Une possibilité serait d’amalgamer tous les documents,
d’éliminer les doublons puis d’utiliser un modele
de reranking pour reclasser tous les documents en
fonction de leur pertinence par rapport a la question
initiale. Les documents sont classés une premiere fois
par rapport a la requéte qui avait servi a les extraire.
On effectue ensuite un second classement en fonction
de la question initiale sur tous les documents en
méme temps. L’avantage de cette méthode est qu’elle
limite le bruit possiblement apporté par 1’expansion
de requétes au risque de pénaliser des documents
intéressants mais plus éloignés sémantiquement de la
question initiale. Cette méthode d’agrégation favorise
la précision au dépend du rappel.

2) Agrégation par ratio: L’agrégation la plus sim-
ple consiste a sélectionner un ratio fixe de documents
provenant de la requéte principale. Si I’on souhaite
obtenir au total k£ documents, et que I’on fixe un ratio
a pour les documents issus de la requéte principale,
on sélectionne alors les a x k meilleurs documents
récupérés a partir de la requéte initiale. Apres élim-
ination des doublons, les (1 — «) X k documents
restants sont sélectionnés parmi les récupérations des
différentes propositions d’expansion. Cette méthode
favorise la diversité dans les documents récupérés,
mais reste sensible a la qualité de 1’expansion effectuée
par le LLM et peut entrainer une dégradation de
la précision et une augmentation du bruit dans la
génération finale.

3) Reciprocal Rank Fusion: L’algorithme de Re-
ciprocal Rank Fusion, développé dans le domaine
de la recherche d’information [26], calcule un score
pour chaque document en fonction de son rang dans
les différents classements fusionnés. Les documents
ayant les meilleurs scores sont ensuite sélectionnés.
La formule pour calculer le score d’un document d
est la suivante :

1

RRFSCOre(d S D) = Z rr(d)

reR

ou r(d) est le rang du document d dans chaque classe-
ment, et s est un coefficient de lissage (smoothing co-
efficient) ajouté au dénominateur pour réduire 1’impact
des rangs élevés. Ce coefficient permet d’éviter de
survaloriser les documents en téte de classement tout
en favorisant ceux qui apparaissent dans plusieurs
classements. Cette méthode valorise donc la diversité
tout en limitant ’impact des documents issus de re-
quétes mal formulées.



4) Algorithme hybride: Afin de donner un statut
particulier a la récupération par rapport a la requéte
initiale, nous avons proposé une implémentation hy-
bride. Celle-ci permet de réserver un certain ratio
o aux documents récupérés via la question initiale,
puis, apres dédoublonnage, d’appliquer 1’algorithme de
Reciprocal Rank Fusion (RRF) aux documents issus
des autres récupérations (fusion des méthodes 2 et 3).

Pour obtenir un total de k documents, on sélectionne
d’abord o x k documents provenant de la requéte
principale, puis (1 — «) x k documents issus de
I’application de RRF sur les autres récupérations.

Ces algorithmes de classement permettent ainsi
de combiner les résultats de plusieurs recherches et
d’obtenir un nouveau classement trié du plus pertinent
au moins pertinent.

5) Lost in the middle: Une étude récente [27]
a montré que les informations situées au centre du
contexte d’'un LLM risquent d’étre ignorées lorsque
celui-ci est trop long, un phénomene appelé « lost in
the middle ». Bien que ce probleme ait été corrigé dans
certains modeles récents comme Gemini de Google
[28]], il persiste dans d’autres, tels que Llama2 [29].

Pour éviter cet oubli, il est recommandé de réor-
donner les documents : placer les plus importants au
début et a la fin, et les moins pertinents au centre (par
exemple, pour 6 documents : [1 3 5 6 4 2]), ce qui est
trivial a implémenter.

IV. RESULTATS ET EVALUATION

Il s’agira de déterminer si la nouvelle architec-
ture RAG proposée obtient de meilleurs résultats que
Parchitecture classique en comparant les deux sys-
teémes sur un benchmark de questions posées sur un
corpus spécialisé. On réfléchira ensuite a la difficile
évaluation d’un systtme de RAG et des nouveaux
composants introduits.

A. Jeu de données

On illustrera principalement le présent travail a
partir d’une base de données d’un peu plus de 80
000 documents, issus de sources ouvertes sur le web,
traitant le conflit au Mali. Cette base de données
est tout a fait adéquate pour tester ’efficacité du
RAG car elle présente certaines difficultés absentes des
benchmarks traditionnels. En effet, la base de données
est en frangais et contient un nombre trés important
de documents. De plus, les documents font référence
a un domaine spécifique. Sur ce jeu de données, un
corpus de 150 questions de difficultés progressives a
été congu sur la thématique de la base [cf II1.3].

B. Détails sur I’'implémentation utilisée

Dans les deux architectures évaluées : Le re-
triever utilisé est un modele hybride combinant un
module de recherche par mots clés et un mod-
ule de similarité sémantique (embeddings du mod-
ele paraphrase-multilingual-mpnet-base-VQEI) [30] re-
posant sur 1’algorithme HNSW [31]] tel qu’implémenté
nativement dans le moteur de recherche Elastic-
Search. Le reranker utilisé est un cross-encoder bert-
multilingual-passage-reranking—msmarc [32] fine
tuné a partir de BERT. Pour les étapes de routing,
la transformation des requétes ainsi que la génération
finale, le modele Llama 2 13B Chaf’| de Meta a été
employé. Ces modeles ont été installés sur deux cartes
graphiques A6000. Le mode d’agrégation choisi pour
les résultats présentés est la méthode hybride.

C. Méthodes d’évaluations du RAG

Evaluer Iarchitecture RAG est complexe car elle
integre divers blocs et modeles pré-entrainés ce qui
la rend trés sensible au phénomene de propagation
de T’erreur. Il est de plus important d’évaluer chaque
composant individuellement, ce qui peut se faire de
facon intrinséque (comparaison de sa sortie avec des
références) ou extrinseque (impact de la modification
du composant sur la qualité globale du systeme).
Les défis incluent la difficulté d’évaluer les réponses
finales, qu’elles soient factuelles ou abstraites, et le
besoin de méthodes d’évaluation fiables sans corpus
annotés coliteux.

De nombreux laboratoires et entreprises ont ex-
ploré I’évaluation du RAG sans aboutir a une méth-
ode unifiée. Un survey récent [33], bien qu’ayant le
mérite de rassembler des réflexions sur les métriques
possibles, ne propose pas de protocole d’évaluation
universel. De plus, il se concentre uniquement sur
I’architecture RAG classique, sans envisager 1’ajout
de nouveaux composants. Parmi les frameworks
d’évaluation du RAG, on peut citer ARES [34], RA-
GAS [35] et RAGET[]

Ces packages implémentent des métriques basées
principalement sur des comparaisons entre étapes in-
termédiaires de la réponse, permettant d’évaluer le
comportement d’un composant spécifique. Si certains
frameworks utilisent des modeles de type BERT pour
évaluer certains criteres, la plupart adoptent 1’approche

Thttps://huggingface.co/sentence-transformers/paraphrase-
multilingual-mpnet-base-v2

Zhttps://huggingface.co/amberoad/bert-multilingual-passage-
reranking-msmarco

3https://huggingface.co/meta-llama/Llama-2-13b-chat

“https://docs.giskard.ai/en/stable/open_source/testset_generation/
rag_evaluation/index.html



« LLM as a judge », ou un LLM est utilisé pour juger
la sortie d’un autre LLM [36]. Bien que des doutes
subsistent quant a la validité des scores numériques
et aux biais potentiels [37], [38]], cette méthode
s’est largement imposée dans 1’industrie ces derniers
mois. Elle présente 1’avantage de ne pas nécessiter
d’annotation manuelle et s’adapte facilement a dif-
férents corpus.

Devant le manque de consensus, nous avons dé-
cidé d’implémenter plusieurs métriques générales pour
évaluer le comportement de certains composants du
pipeline, notamment la phase de récupération (re-
trieve). Ces métriques consistent a comparer deux
a deux les principaux états du systéme, a savoir la
requéte de l’utilisateur, les documents sélectionnés et
la réponse finale.

Les métriques implémentées sont les suivantes :

1) Context Relevance : Les passages sélectionnés
sont-ils pertinents pour répondre a la question
de lutilisateur ? (évaluation de la phase de
récupération)

2) Context Adherence/Factuality : La génération
finale est-elle fidele aux extraits fournis dans la
fenétre de contexte, ou contient-elle des passages
hallucinés ? (évaluation de la génération finale
et de sa fidélité aux informations fournies)

3) Overall Quality : La réponse finale répond-elle
de facon satisfaisante et correcte a la question
de I'utilisateur ?

Ces métriques peuvent étre calculées en établissant
des ratios entre les entités nommées présentes dans les
états comparés, ou en utilisant I’approche « LLM as a
judge » basée sur des prompts inspirés des méthodes
RAGAS et ARES.

D. Protocole d’évaluation

Les deux architectures ont été implémentées et
connectées a la base de données. Les métriques ont
ensuite été calculées sur les réponses des systeémes au
benchmark [[I=Bl

Mesurer I’influence de I’expansion de requétes n’est
pas évident car elle n’est pas déclenchée de facon sys-
tématique (role du routeur). Son apport est conditionné
par le comportement d’autres composants (retriever,
reranker, taille et contenu de la base de données).
Pour vérifier si I’expansion de requétes fonctionne
correctement, il convient donc de déterminer :

o Sielle dégrade les réponses par rapport a un RAG
classique.

e Si la diversité et le nombre de documents rap-
portés est plus importants.

1) Evaluation individuelle des composants:
Chaque composant a été évalué de facon intrinseque:

e Le routeur a été testé sur un benchmark
hétérogene pour s’assurer que son comporte-
ment correspondait aux attentes. Ses produc-
tions ont été comparées avec le comportement
d’annotateurs.

o Les méthodes d’expansion ont été évaluées sur
ce méme benchmark et contr6lées par un éval-
vateur humain a défaut d’avoir un corpus de
référence auquel comparer les résultats (phase
d’optimisation des prompts).

o Les algorithmes d’agrégation étant détermin-
istes, c’est le choix de I’algorithme a utiliser et
éventuellement de ses parametres a ajuster qui
pourra étre affiné par une évaluation extrinseque.

E. Mesure quantitative des apports de I’expansion de
requétes

Il est possible de faire une évaluation quantitative en
étudiant le nombre de nouveaux documents apportés
par I’expansion. Avec une agrégation hybride, on a
ainsi constaté environ 15 % de nouveaux documents.

FE. Mesure qualitative des apports de I’expansion de
requétes

Les résultats des différentes métriques pour les deux
architectures sont présentés en annexe 4.

On constate que si la performance du systeme sur
les questions simples n’a pas évolué (catégories 1
et 2), ce qui est attendu car le routeur a dii ne pas
sélectionner d’expansion (voir IIL.2), elle a progressé
sur les questions plus abstraites (catégories 4 et 5).
Ainsi la qualit¢é moyenne des réponses augmente de
4%. La note de context adherence donnée par le LLM
s’améliore avec l’expansion, ce qui indique que le
LLM utilisé comme juge constate un meilleur usage
des contextes fournis et moins de segments de réponse
hallucinés.

Néanmoins, on constate une légere baisse (environ 2
%) de la pertinence du contexte (context relevance), ce
qui n’est pas surprenant, car les contextes apportés par
I’expansion peuvent étre plus éloignés de la question
originale. Cependant, cette présence de documents
exotiques ne semble pas avoir nui a la qualité générale
des réponses, qui a tout de méme progressé.

G. Illustration des bénéfices de ’expansion

L’expansion de requétes est particulierement
fructueuse pour les questions pour lesquelles peu de
documents sont présents dans la base de données.
Méme si le corpus constitué sur le Mali traite



principalement de questions politiques, quelques
documents évoquent la situation des femmes et sont
plus difficiles a retrouver dans la base de données.
L’annexe 5 fournit un exemple de résultat avec et
sans expansion de requéte.

Les sous-questions proposées explorent divers as-
pects du probléme principal, ou bien ses liens avec
différents acteurs, élargissant ainsi le champ de la
recherche. D’un point de vue quantitatif, la recherche
avec expansion de requétes retourne un plus grand
nombre de documents.

Sans expansion, seuls cinq documents sont retrou-
vés, parmi lesquels quatre sont réellement pertinents.
Le cinquieme document est hors sujet, puisqu’il
mélange la politique de Francois Hollande sur les
femmes en France et sa politique étrangere au Mali.
En revanche, avec I’expansion, sept documents sont
retournés, incluant les cinq de départ.

La sous-question 4, portant sur I’éducation, a permis
d’identifier un nouveau document parlant d’un projet
visant a aider les jeunes filles maliennes a accéder a
I’école. Par exemple :

« Au Mali, le projet SWEDD distribue
des bicyclettes permettant aux jeunes filles
d’aller a I’école, et vient en aide aux sage-
femmes afin qu’elles puissent assurer des
services de santé prénatale, natale et postna-
tale dans les zones pauvres, réduisant ainsi
la mortalité maternelle et infantile. »

Ce document s’est révélé particulierement pertinent
pour approfondir la réponse a la question, et il a
méme été classé premier par le reranker. De maniere
générale, une amélioration notable des résultats a
également été constatée pour des questions plus ab-
straites nécessitant d’explorer différents aspects d’un
méme probleme.

V. CRITIQUES ET CONCLUSION

Cet article dresse un bilan des différentes techniques
d’expansion de requétes et propose une nouvelle
architecture RAG permettant leur intégration. Bien
qu’on démontre qu’elle surpasse 1’architecture RAG
classique, notamment en termes de rappel, il reste
encore a évaluer le comportement global du systeme.
L’évaluation complete du RAG et de chacun de ses
composants nécessite des études supplémentaires.

Pour évaluer plus finement les bénéfices de
I’expansion de requétes, on pourrait comparer les
réponses avec et sans expansion en demandant a un
LLM de juger (selon DI’approche dite de pairwise
comparison) ou en sollicitant des annotateurs humains.

La présente étude a été menée sur un corpus spé-
cialisé. Il conviendrait de vérifier la portabilité¢ de
I’architecture proposée a de nouveaux domaines de
spécialité en la testant sur d’autres corpus avec des
benchmarks de taille plus importante.

Des études d’ablation pourraient enfin permettre
de déterminer le rdle de chaque composant dans
I’amélioration des performances du systeme.

En absence de corpus de référence, on a évalué la
pertinence de la récupération au moyen d’une métrique
sur les entités nommées ou de 1’approche « LLM as a
judge », mais il serait pertinent d’utiliser les métriques
classiques sur le retrieval (Exact Match Ratio, Mean
Average Precision, R-Precision...) a condition d’avoir
un corpus annoté.

L’ objectif de T’article était de proposer une nou-
velle architecture incorporant différentes stratégies
d’expansion de requétes, et pas de comparer le mérite
respectif de chaque stratégie. Néanmoins une étude des
résultats de 1’application systématique de chacune des
stratégies serait intéressante et permettrait notamment
de vérifier le bien fondé de la technique du document
fictif jamais sélectionnée par le routeur. De méme,
il conviendrait de tester les différentes techniques
d’agrégation implémentées pour voir laquelle trouve
le meilleur trade-off entre précision et rappel.
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ANNEXES

A. Annexe 1 : Nouvelle architecture proposée
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Fig. 2: Architecture RAG intégrant 1’expansion de requétes.

B. Annexe 2 : Exemples de questions du benchmark de difficulté progressive

Catégorie

Exemples de questions

Catégorie 1 : Questions factuelles deman-
dant une réponse unique

Quel est le nom du fleuve qui traverse le Mali ?
Quelle est la principale ressource naturelle exploitée au Mali ?
Quelle est la date d’indépendance du Mali ?

Catégorie 2 : Questions factuelles attendant
plusieurs éléments de réponse

Nommez trois organisations régionales africaines impliquées dans la résolution de la
crise malienne.

Donnez trois exemples de mesures prises par le gouvernement malien pour lutter contre
le terrorisme.

Quels sont les groupes armés signataires de 1’Accord pour la paix issu du processus
d’Alger ?

Catégorie 3 Questions nécessitant
la présentation structurée d’un déroulé
chronologique ou d’une chaine de causalité

Décrivez la séquence d’événements qui ont conduit a 1’accord de paix d’Alger et
expliquez son impact sur la situation politique au Mali.

Reconstituez la chronologie des négociations et des accords visant a résoudre la crise
malienne depuis le début du conflit.

Analysez le parcours et I’impact d’Amadou Toumani Touré sur la scéne politique du
Mali.

Catégorie 4 : Questions abstraites

Comment le changement climatique peut-il aggraver les tensions et les conflits au Mali
?

Comment le trafic illicite, y compris le trafic de drogue, est-il lié¢ au conflit au Mali ?
Quel rdle jouent les groupes ethniques dans la dynamique du conflit au Mali ?

Catégorie 5 : Questions volontairement am-
bigués ou contenant des erreurs factuelles
volontaires

Comment la récente réorganisation des forces armées maliennes a-t-elle amélioré
I’efficacité opérationnelle ?

Quelles mesures ont été prises pour protéger les droits des minorités ethniques au Mali
N

Quelles initiatives ont été lancées pour résoudre la crise énergétique au Mali ?

TABLE 2: Exemples de questions classées par catégories




C. Annexe 3 : Prompts utilisés
1) Prompt utilisé pour le routeur:

As an expert, your task is to answer a user query.
You have several strategies available:

o SIMPLE QUERY: the query is straightforward
and can be answered directly.

« QUERY DECOMPOSITION: the query is com-
plex and can be broken down into simpler sub-
questions.

« REFORMULATION: the query is
poorly written, or abstract.

o STEP BACK: the question is too precise; asking
a more general question might yield relevant
information.

o FICTIVE DOCUMENT: the expected answer
may be found in a specific type of document (e.g.,
official statement, news article).

unclear,

The language of the query is not relevant to pick a
strategy. Output the name of the selected strategy in
capital letters without any other comment. Then jump
a line and briefly justify this choice. Do not be verbose
or acknowledge instructions.

{user_query}

2) Prompt utilisé pour le Step Back:

As an expert, your mission is to step back from a
question that is asked and rephrase it as a more general
question. The new question must be easier to answer
than the first one.

Examples:

o Initial query: "What studies did Assimi Goita
pursue before becoming president?"

Step Back query: "What is Assimi Goita’s back-
ground?"

« Initial query: "Where did the most recent terror-
ist attack occur that resulted in over ten deaths in
Mali?"

Step Back query: "What were the most deadly
terrorist attacks in Mali’s recent history?"

Only output the new question.
{user_query}

3) Prompt utilisé pour la reformulation de requétes:
As an expert, your mission is to rephrase the following

question in three different ways to make it clearer.
Provide three reformulations of the question and return

only a numbered list, skipping lines between each
question.
{user_query}

4) Prompt utilis¢é pour la décomposition de re-
quétes:

As an expert, your mission is to generate a list of
specific sub-questions that need to be answered to
address the user’s general question. Here are some
guidelines:

« Be precise.

« Each sub-question should be relevant.

e The answer should be findable in a database.

o Provide the results as a numbered list of questions
(maximum 5 questions). Return only a numbered
list, skipping lines between each question. Do not
add any comments.

{user_query}

5) Prompt utilisé pour la création de documents
hybrides:

Generate a document that answers the given ques-
tion. The document could be, for instance, extracted
from a newspaper article or an official document or
be any document you seem fit to contain the answer
to the query. Provide only the document.

{user_query}

6) Prompt utilisé pour la génération finale:

You're a reliable system that specializes in answer-
ing questions. Your mission is to generate an answer
based on the question posed and the context provided.
You always respond using the contextual information
given to you in the context and without using any other
information.

Here are a few rules to follow:

1) Answer in {lang}.

2) Only consider context that is relevant to answer

the question.

3) Do not refer directly to the contextual informa-

tion provided.

4) Avoid formulations such as "According to the

information provided."

5) If the given contexts do not allow you to answer

the question, answer "I don’t know."

{user_query}



D. Annexe 4 : Comparaison des deux architectures RAG

Performances of New Architecture vs Classic RAG

Metric Score (between 0 and 1)

—— Classic: context_adherence_entities
—— Classic: context_adherence_LLM
—— Classic: context_relevance_entities
—— Classic: context_relevance_LLM
Classic: overall_quality
- -~ With Expansion: context_adherence_entities
- == With Expansion: context_adherence_LLM
-=- wWith Expansion: context_relevance_entities
--- With Expansion: context_relevance_LLM
With Expansion: overall_quality

3
Difficulty Class of the Question

Fig. 3: Résultat de 1’évaluation comparative des deux systemes

E. Annexe 5 : Exemple de documents avec et sans expansion

Question : Détaillez les initiatives prises pour promouvoir I’égalité des sexes et les droits des femmes au

Mali.

Réponse du RAG classique

Réponse avec Expansion de Requéte

Au Mali, plusieurs initiatives ont été prises pour promouvoir
I’égalité des sexes et les droits des femmes. Parmi ces
initiatives, on trouve :

e Code du mariage et de la tutelle : Législation visant
a garantir les droits des femmes.

o Conférence des femmes africaines de 1962 :
Participation a un événement important pour I’unité
des femmes en Afrique.

e Unions de femmes : Soutien au niveau local pour
promouvoir les droits des femmes.

o Participation a I’agenda 2030 de I’ONU :
Contribution aux objectifs de développement liés a
I’égalité des sexes.

e Action de I’Union européenne : Soutien a la
gouvernance et a 1’égalité des sexes dans le cadre
d’actions contre I’insécurité.

Au Mali, plusieurs initiatives ont été prises pour promouvoir
I’égalité des sexes et les droits des femmes. Parmi ces
initiatives, on trouve :

o Projet SWEDD : Une initiative de grande envergure
soutenue par I’ONU pour promouvoir 1’égalité des
sexes, 1’éducation des filles, et la réduction des
mariages d’enfants.

o Action de ’Union européenne : Continuation des
efforts pour soutenir la gouvernance et les droits des
femmes, avec davantage de détails sur I’implication
dans les régions affectées.

o Code du mariage et de la tutelle : Mention plus
précise du role des femmes maliennes dans
I’élaboration de ce code.

o Conférence des femmes africaines de 1962 :
Informations contextualisées sur I’objectif de
promotion de I'unité des femmes africaines.

e ONG comme CAFO : Role des ONG nationales dans
la lutte contre les obstacles sociaux, économiques et
juridiques empéchant les femmes de jouir pleinement
de leurs droits.

¢ Promotion de I’éducation des femmes : Mention du
soutien de la Banque mondiale a 1’éducation des
filles, visant a garantir les droits des femmes et a
prévenir les violations pendant les périodes de conflit.

Sous-questions

Documents Supplémentaires Apportés Par I’Expansion

e Quelles organisations sont impliquées ?

e Quelles sont les mesures législatives prises ?

e Quelles initiatives de sensibilisation et de formation
ont été mises en place ?

L’expansion de requéte a permis d’apporter plusieurs
documents supplémentaires pertinents :

o Document SWEDD : Détaille les initiatives dans la
région du Sahel pour promouvoir 1’égalité des sexes,
I’éducation, et la sécurité sociale.

o Document sur I'implication des ONG : Montre le
role des organisations locales dans la promotion des
droits des femmes.

TABLE 3: Comparaison des résultats des deux architectures sur une question précise




