Actes de la conférence CAID 2025

(Conference on Artificial Intelligence for Defense)

Organisée par

G JAMAD

Liberté
Egalité
Frateriité




Sim2Real SAR Image Restoration: Metadata-Driven
Models for Joint Despeckling and Sidelobes
Reduction

Antoine De Paepe!, Pascal Nguyen?, Michael Mabelle?, Cédric Saleun', Antoine Jouadé!, and Jean-Christophe Louvigne!

IDirection Générale de I’ Armement Maitrise de 1’Information, Bruz, France.
2Agence Ministérielle pour 1'Intelligence Artificielle de Défense, Bruz, France.

Abstract—Synthetic aperture radar (SAR) provides valuable
information about the Earth’s surface under all weather and
illumination conditions. However, the inherent phenomenon of
speckle and the presence of sidelobes around bright targets pose
challenges for accurate interpretation of SAR imagery. Most
existing SAR image restoration methods address despeckling
and sidelobes reduction as separate tasks. In this paper, we
propose a unified framework that jointly performs both tasks
using neural networks (NNs) trained on a realistic SAR simulated
dataset generated with MOCEM. Inference can then be per-
formed on real SAR images, demonstrating effective simulation
to real (Sim2Real) transferability. Additionally, we incorporate
acquisition metadata as auxiliary input to the NNs, demonstrating
improved restoration performance.

Index Terms—SAR, Image Restoration, Despeckling, Sidelobes
Reduction, Metadata Injection, Sim2Real

NOTATION AND TERMINOLOGY

Throughout this paper, the term SAR image refers broadly
to SAR data, including both single look complex (SLC)
images and their amplitude representations. When necessary
for clarity, we explicitly distinguish between the two. For
Section |II} all vectors are represented as column vectors. The
symbol ‘T’ denotes the matrix transpose operation. For a given
column vector s = [s1,892, " ,Sn]T € 8", with S being
either R or C, s; denotes the kth entry of s. For the specific
case where S £ C, we write s = s + is™, with s € R”
denoting the real part and s'™ € R™ denoting the imaginary
part. We define D, = diag(s) € S™*" as the diagonal matrix
whose diagonal entries are given by the components of the
vector s.

I. INTRODUCTION

SAR imaging has emerged as a crucial remote sensing
technology, extensively applied across a range of domains, in-
cluding environmental monitoring, disaster management, and
military surveillance. Its capability to acquire high-resolution
imagery under various conditions renders SAR a valuable tool
for observing and analyzing the Earth’s surface.

Despite its many advantages, SAR imagery is often com-
promised by inherent noise—particularly speckle—as well as
sidelobes surrounding bright targets, which can obscure critical
details. To improve the quality of SAR image interpretation,

it is essential to address the challenges posed by both speckle
noise and the presence of sidelobes.

A variety of sidelobes reduction techniques have been
developed, each targeting different aspects of SAR signal
processing. The most widely used methods are windowing
functions [1]], such as Hamming, Hanning, and Kaiser win-
dows, which reduce sidelobes amplitude by smoothing the
radar signal during processing, albeit at the cost of some res-
olution loss. More sophisticated approaches aim to minimize
sidelobes levels without significantly compromising resolution
or signal strength, such as spatial variant apodization (SVA)
[2]. However, SVA presents several drawbacks: it distorts
statistics in speckle-dominated regions, spreads point-like tar-
gets across multiple pixels, and introduces a negative bias,
making homogeneous areas appear less reflective [3]. Recent
advancements in deep learning have introduced convolutional
neural network (CNN)-based [4] and bidirectional recurrent
neural network (RNN)-based [5] models to mitigate these
issues.

Parallel to sidelobes reduction techniques, SAR image de-
speckling has been extensively studied and is now commonly
addressed through two main categories of methods: variational
approaches and learning-based techniques.

Variational methods typically formulate the problem as the
minimization of a cost function balancing a data fidelity
term—which accounts for the statistical properties of speckle
under the Goodman speckle model [6]—and a regularization
term, which incorporates prior knowledge of the underlying
image ['7, 18]

Deep learning-based methods are usually trained on natural
image pairs augmented with synthetic speckle noise to effec-
tively learn the despeckling task. SAR-CNN [9] and ID-CNN
[LO] were specifically designed to handle the multiplicative
nature of speckle noise, inspired by the DnCNN architecture
[L1]. Additionally, UNet architectures [12], initially developed
for medical image segmentation, have proven highly effective
in natural image restoration tasks [13, 14, [15)], and their
adaptability has been demonstrated in SAR despeckling appli-
cations [[16, [17]. These networks excel at capturing multi-scale
features, which is crucial for restoring fine details in noisy
SAR images. Generative adversarial networks (GANs) have



also emerged as a powerful tool for SAR image restoration
[18L[19]. A more recent development in SAR image restoration
is the application of conditional diffusion processes [20, [21]]
for despeckling SAR images. Finally, self-supervised learning
approaches [22| 23], which eliminate the reliance on ground
truth (GT) data, are emerging as effective solutions for SAR
image restoration.

Despite the promise of deep learning methods, most are
primarily designed to reduce spatially uncorrelated speckle
due to their training strategies. However, in real SAR images,
speckle is often spatially correlated through the SAR transfer
function. This domain gap can lead to suboptimal restoration
in practical applications. Few methods have been developed
to address this challenge, such as MuLoG-DRUNet [24], a
plug-and-play (PnP) method that stands out as the first robust
technique to reduce spatially correlated speckle.

In this paper, we propose a novel approach for joint de-
speckling and sidelobes reduction for SAR image restora-
tion using deep learning-based methods. We use MOCEM
[25] to create a dataset of SAR images with access to GT,
specifically designed to replicate the speckle characteristics
and effects of the SAR transfer function observed in real-
world scenarios. This dataset is used for a supervised learning
task, and its consistency with real SAR acquisitions enables
effective Sim2Real SAR image restoration. Furthermore, we
propose incorporating SAR acquisition metadata to enhance
the restoration process. By integrating metadata into the deep
learning framework, we provide contextual information that
allows the NNs to tailor its restoration strategy according to
specific acquisition conditions.

II. METHODOLOGY

A. Problem Formulation

The SAR acquisition process involves a sensor, typically
mounted on an aircraft or satellite, which acts as an active
system that emits electromagnetic waves toward the Earth’s
surface and captures the reflected signals as a set of complex-
valued measurements. These measurements are coherently
combined to synthesize a long virtual aperture, forming the
SLC image y € J) £ C" of the scene reflectivity z € X £ R?
being imaged. For interpretability and practical processing,
SAR images are also expressed in terms of the amplitude
of the SLC, defined as § 2 |y|, with § € J 2 R%.
Owing to the impulse response of the SAR system and
the coherent nature of radar signals, SAR images are often
degraded by both sidelobes and spatially correlated speckle.
We denote by H € R™"*" the linear spatial-domain operator
associated with the SAR transfer function. Under the Goodman
model, it is commonly assumed that for a restoration task, the
measurement y, in the absence of electronic noise, follows
a circular Gaussian distribution [22] with independent entries
given by

(y|H,z) ~CN(0x,HD,H"), (1)

where CN (p, ) denotes a complex circular Gaussian distri-
bution with mean g € R™ and covariance matrix X € R"™*",
This model can be reparametrized to exhibit the multiplicative
nature of speckle as

y=H(C@*)on), n~CN0Oy, Iy), )

where C : R™ — C" is the complexification operator such that
C(x) = « + iz, and n represents the multiplicative speckle
noise in its complex form.

When the transfer function H is known, image restoration
can be achieved by finding the maximum a posteriori (MAP)
estimate of x, i.e.,

Imneagp(ﬂ\Hw) p(x), 3)

where the conditional probability density function (PDF)
p(y|H,z) is given by (1), and p(x) is a prior PDF on
x, which is generally unknown and replaced (in its post-
log form) by a regularizer promoting piecewise smoothness.
However, solving the inverse problem in (3) relies on knowl-
edge of H, which may be unavailable in many real-world
applications—particularly when the processing pipeline or
acquisition geometry is proprietary or undisclosed. In such
cases, traditional model-based restoration approaches become
inapplicable or unreliable due to the absence of an accurate
system model, especially in the joint task of despeckling and
sidelobes reduction.

To address this limitation, we consider an alternative strat-
egy that leverages a large collection of known SAR transfer
functions to train NN fy : 5) — X, parameterized by 0 € O,
which can generalize to unseen or implicitly characterized sys-
tems. The training process is formulated as the minimization
problem

0in Bz ) ~p(a,9) [(fo(g), )], (4)

where p(x, ) = [ p(g|H, z)p(H)p(x)dH is the joint PDF
of  and g, marginalized over p(H ), the PDF of possible
SAR transfer functions, and ¢ : X x X — R is a loss
function. In this way, the model implicitly learns to invert
the composite effect of the transfer function H and the
speckle noise. This approach enables model-free SAR image
restoration, particularly suited to operational contexts.

B. Sim2Real: Learning with Simulations for Real-World
Restoration

In real-world scenarios, obtaining a large dataset of paired
samples (x,y) ~ p(x,y) for supervised learning is nearly
impossible. It therefore becomes necessary to overcome this
limitation through simulation by generating synthetic training
datasets. We propose using simulated SAR images obtained
with the MOCEM [25] software. This simulation tool for
modeling SAR acquisition enables complete replication of the
SAR imaging chain, producing high-fidelity SAR images from
computer aided design (CAD) models while incorporating
fundamental electromagnetic material properties. In particular,



it provides access to the observed SLC image y € ), an
intermediate SLC image z € Z obtained before the system
transfer function H is applied (corresponding to C (sc%) oOn
in @), and the scene reflectivity € X. Although = does
not represent a physically measurable quantity, it serves as
an effective GT candidate because it is easily interpretable
by human operators. The different images are illustrated in

Figure [T}

(a) Scene
reflectivity @.

Fig. 1: Images produced with MOCEM.

(b) Amplitude of
SLC z.

(c) Amplitude of
SLC y.

The MOCEM software also provides, for each scene, de-
tailed metadata m = [my, -+ ,mg]" € M = R%, where d is
the number of metadata parameters per scene, including radar
geometry, squint angle, acquisition resolution, noise level,
and other acquisition-specific parameters. This supplementary
information can be leveraged to further enhance model per-
formance.

Our approach is to train restoration NNs exclusively on sim-
ulated SAR images generated by MOCEM, taking advantage
of both the known GT reflectivity scenes and the associated
metadata. Once trained, these models are directly applied to
real SAR acquisitions for inference, enabling image restoration
despite the absence of paired real data. This Sim2Real strategy
bridges the gap between synthetic training and operational
deployment by exploiting the physical fidelity of simulation to
generalize effectively to real-world SAR imaging scenarios.

C. Input Variations and Custom Loss Functions for Improved
Performance

For the supervised learning task, the minimization problem
@) for training the NN fg can be generalized as

mein]E(v,w)Np('v,w)[é(fe('v)’w)] o)

where v € V is the input of the NN, w € W is the target and
p(v,w) is the joint distribution. Defining the set of possible
inputs, targets, loss functions, and model architectures can
have a significant impact on restoration performance. As a
model choice, considering the effectiveness of the DRUNet
architecture [26]], originally designed for Gaussian denoising
in a PnP ADMM framework, we chose to retain it and adapt it
for SAR image restoration. We also implemented a DRUNet
enhanced with Squeeze-and-Excitation (SE) blocks—modules
that perform a squeeze operation via global pooling followed
by an multilayer perceptron (MLP) generating channel-wise
excitation weights to recalibrate feature maps [27]—which

we call SEDRUNet. We retain v = (g,y"™,y'™), stacking
the amplitude y alongside both the real and imaginary parts,
y™ and y™, as the input of the NNs. Although the am-
plitude information is contained in the real and imaginary
parts of y, we experimented (results not shown in the paper)
and found that using information from these three channels
improves performance. The target is set to w = x. We
propose training the DRUNet architectures using different
loss functions /: the mean absolute error (MAE), commonly
used in image restoration tasks; the perceptual loss (PL) [28]],
which compares high-level feature representations extracted
from a pretrained network to preserve perceptual quality; and
the edge preserving loss (EPL) [29], which emphasizes the
retention of sharp edges and fine structures by penalizing
differences in image gradients. For the following, we denote
by DRUNet EPL (resp. DRUNet PL) the models trained using
the corresponding loss function.
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Fig. 2: Overview of the architecture of M-SEDRUNet.

DRUNet Backbone—J

Finally, we also leveraged the available metadata in the
dataset to enhance the model’s restoration. In that context,
v = (9,y°,y™ m) and w = x remain the same as
before. We propose two different methods to incorporate the
metadata. The naive one, which we call M-DRUNet, consists
of passing the metadata through input maps, similar to image
metadata maps. For each metadata parameter m;, a map of
the same spatial dimension as the input amplitude ¥ is created



and filled with the corresponding single metadata value. The
second approach, called M-SEDRUNet, incorporates metadata
through SE blocks, inspired by the work of Plutenko et al. [30].
Metadata are then injected into the MLPs of the SE blocks,
enabling it to adapt dynamically to context. Figure [2] shows
the metadata injection principle for M-SEDRUNet.

III. EXPERIMENTS
A. Data Preparation

As previously mentioned, we used a dataset of SAR images
simulated using the MOCEM software. The GT images of
size n = 256 x 256 are composed of background maps into
which various CAD models are inserted. To ensure scene
diversity, a total of 78 distinct CAD models—representing
both military and civilian objects such as airplanes, boats,
antennas, land vehicles, and buildings—are randomly placed
with varying scales and orientations onto background images.
The background images themselves depict a range of environ-
ments, including forests, roads, fields, and airports. From these
composite scenes, MOCEM is used to simulate realistic SAR
acquisitions. It is important to note that, in this case, MOCEM
accurately models the electromagnetic scattering behavior only
for the CAD objects; the background images do not reflect
true radar backscattering properties and are included solely to
enhance contextual realism. To ensure diversity in acquisition
scenarios, the simulation process involves uniform sampling
of scene and sensor parameters, including radar acquisition
settings such as squint angle, spatial resolution, and noise
level. This variability contributes to the generation of a rich
and diverse dataset, better preparing the trained NN for real-
world generalization. The final generated dataset consists of
5,000 4-tuples (y, z, x, m) € Yx ZxX x M, which were split
into 4,631 training samples and 369 validation samples. The
split was performed by isolating specific acquisition parameter
ranges, as shown in Table |1], to ensure that the validation
set contains conditions not present in the training set. This
design explicitly tests the NNs ability to generalize to unseen
radar acquisition configurations. Note that all images are
standardized according to the statistics of the training split.
The same standardization procedure is applied individually to
each metadata variable.

Dataset .. -
Training set Validation set
Metadata
Bearing (°) [0,150[U]155, 360] [150, 155]
Incidence (°) [15,55[U]55.7, 75] [55,55.7]
Squint (°) [0,15[U]15.5,45] [15,15.5]
Resolution (m?) [0.2,0.35[U]0.36, 0.6] (0.35,0.36]
Noise level (db) [—40, —32[U] — 31.7,—20] | [-32,—31.7]

TABLE I: Partitioning of the training and validation sets
based on non-overlapping metadata intervals of simulated
acquisitions.

Finally, we used real UMBRAEl and CAPELLAEl SLC images

Thttps://umbra.space/open-data/
Zhttps://www.capellaspace.com/earth-observation/gallery

as a test set. These images have statistics properties similar to
those seen in training, thereby reducing the domain gap.

B. Experimental Settings

For performance evaluation, we compare our proposed
methods specifically with SARCAM [31]], a deep learning
architecture designed for SAR image despeckling, as well as
with AdalR [32] and IRNeXt [33], originally developed for
general image restoration. They are included in our compar-
ison as they are well suited to the joint SAR despeckling
and sidelobes reduction problem. In addition, we consider
MERLIN [22] and MuLoG-DRUNet [24], well-established
and effective approaches for real SAR data despeckling. Their
inclusion allows us to benchmark our method against robust
despeckling baselines, even though they do not explicitly
target sidelobes reduction. Note that both models are evaluated
only on real SAR images using publicly available pretrained
weights.

All models are trained using the Adam optimizer with an
initial learning rate of 1 x 10, coupled with an exponential
decay schedule. Training is conducted for 200 to 400 epochs,
depending on when convergence is observed on the valida-
tion set. The batch size is adjusted according to available
GPU memory. To improve generalization, data augmentation
techniques such as random flips and rotations are applied.
We use classical image restoration metrics such as peak
signal-to-noise ratio (PSNR) and structural similarity index
(SSIM) to evaluate image quality. In addition, we include
feature similarity index (FSIM) [34] and learned perceptual
image patch similarity (LPIPS) [35]], which capture perceptual
fidelity and better align with human visual perception. To
evaluate despeckling performance on real SAR images, we
use the equivalent number of looks (ENL), which measures the
level of speckle noise reduction in homogeneous SAR image
regions. No quantitative metric for sidelobes reduction is used,
as no established metric currently exists.

C. Results on Simulated SAR Images

Metric | boNR + | SSIM 4+ | FSIM 4 | LPIPS |

Model

SARCAM 299015 | 0897 | 0877 | 0347
IRNeXt 30023 | 0899 | 0874 | 0342
AdalR 30040 | 0899 | 0878 | 0.333
DRUNet 29794 | 0897 | 0876 | 0338
SEDRUNet 30012 | 0899 | 0874 | 0339
DRUNet PL 299019 | 0897 | 0879 | 0341
DRUNet EPL 29836 | 0896 | 0.880 | 0340
M-DRUNet 30272 | 0899 | 0878 | 0339
M-SEDRUNet | 30461 | 0901 | 0874 | 0335

TABLE II: Quantitative evaluation on the simulated SAR

validation set.

In terms of PSNR, the best-performing models are those
incorporating metadata, which highlights the impact of meta-
data integration on the image restoration task. On the other
hand, according to perceptual metrics such as SSIM, FSIM,



(a) GT

(c) DRUNet

(g) SARCAM (h) IRNeXt

(d) DRUNet EP (e) DRUNet PL

(i) AdalR (j) M-DRUNet

(k) M-SEDRUNet

Fig. 3: GT and and restored simulated SAR images.

and LPIPS, all models demonstrate comparable performance.
The comparison between DRUNet and SEDRUNet and their
metadata-driven counterparts demonstrates that metadata in-
jection enhances model performance, even though the im-
provement margin remains modest. From a visual standpoint,
the restored images appear similar across all models (see Fig-
ure [3). Speckle noise is completely suppressed, and sidelobes
are clearly eliminated in all restored outputs.

D. Results on Real SAR Images

Table [ summarizes the
quantitative evaluation of all Metric | 1
models on real SAR imagery Model
using the ENL metric. The | MERLIN 257.6
despeckling-oriented methods MuLoG DRUNet | 367.7
MERLIN and MuLoG-DRUNet | SARCAM 121.9

o . IRNeXt 242.1
exhibit strong performance, with AdalR 1731
MuLoG-DRUNet achieving the DRUNet 3335
best overall ENL, confirming | sgpruNet 175.7
their  effectiveness on real DRUNet PL 73.71
data. The metadata-driven DRUNet EPL 60.15
M-SEDRUNet attains the M-DRUNet 1212
second-highest ENL, surpassing | M-SEDRUNet 286.2

all  DRUNet-based  baselines TABLE TII: Quantitative
(DRUNet, ~~ DRUNet  EPL.,  cyajyation on real SAR
DRUNet PL) and demonstrating images.

the benefit of incorporating

acquisition metadata for improved
generalization to real imagery. IRNeXt and AdalR also yield
competitive results, indicating that general-purpose restoration
models can adapt well to SAR despeckling. Overall, these
results highlight that metadata-aware architectures can
approach the performance of specialized despeckling methods
while simultaneously addressing sidelobes reduction.

While ENL does not capture other critical aspects of
SAR image restoration, such as the suppression of sidelobes
or detail preservation in structured areas, relying solely on

ENL may provide an incomplete assessment of a model’s
performance. Visual inspection therefore remains crucial for
evaluating the overall quality of SAR image restoration.

Regarding the results shown in Figure [ the despeckling-
only methods MERLIN and MuLoG-DRUNet exhibit strong
speckle suppression performance on real SAR images but fail
to remove sidelobe artefacts, as they are not designed for
joint restoration. In contrast, the proposed approaches, along
with general-purpose models such as IRNeXt and AdalR,
demonstrate both despeckling and sidelobes reduction capa-
bilities. While most methods effectively smooth homogeneous
regions, IRNeXt tends to over-smooth certain areas, achieving
strong sidelobes suppression at the cost of texture fidelity.
DRUNet-based models generally preserve more structural de-
tails, though some loss is observed in regions with repetitive
patterns, particularly for DRUNet PL. The metadata-enhanced
variants maintain restoration quality comparable to their non-
metadata counterparts, offering a balanced trade-off between
noise suppression and detail preservation. Additional visual
results are presented in Figure [5]

Even if the effects of metadata are not always directly
observable in the restored images, an interesting outcome is
that metadata-driven models can implicitly interpret the under-
lying physics of the acquisition parameters for the restoration
task. For example, injecting a resolution parameter that differs
from the one used by the sensor to acquire the original SAR
image can influence the restored image’s effective resolution.
Figure [f] clearly illustrates that providing a higher resolution
parameter leads to visibly enhanced image detail. This capa-
bility, while promising, has some drawbacks. In particular, it
can introduce new sidelobes or artefacts when the injected
metadata significantly deviate from the original acquisition
parameters. Nonetheless, this adaptive functionality opens new
possibilities for dynamic image analysis and restoration tuning.
Similar behaviors are observed when varying the incidence
angle.



(h) IRNeXt (i) AdaIR

(j) M-DRUNet (k) MuLoG DRUNet (1) M-SEDRUNet

Fig. 4: Restored images from real UMBRA SLC.

(b)

Fig. 5: Optical GT (a) alongside CAPELLA SAR image (b)
and restored image with SEDRUNet (c).

() (b)

Fig. 6: UMBRA SAR image (a) and restorations with M-
SEDRUNet using the real sensor resolution set to 0.40m? (b)
and a different one set to 0.25m? (c).

IV. DISCUSSION

This study demonstrates the potential of the Sim2Real
approach, as well as the integration of SAR acquisition param-
eters into the NNs to enhance performance. However, several
limitations must still be addressed.

The injection of metadata into DRUNet and SEDRUNet
has shown improved performance, particularly in simulated
environments where GT data are accessible. Comparisons
using identical architectural baselines confirm the benefits of
this approach. However, we have not yet explored metadata in-
jection in other advanced models such as AdalR and IRNeXct.
Integrating metadata into these architectures could potentially

further enhance their performance and remains an avenue for
future investigation.

While the current results confirm that metadata can guide
the restoration process by modulating the network’s behavior
according to acquisition conditions, the quantitative character-
ization of this control remains limited. Specifically, the trade-
off between the degree of metadata influence and the risk of
artefact introduction has not yet been systematically evalu-
ated. Future work should therefore investigate how varying
the weighting or conditioning strength of metadata impacts
quantitative metrics and perceptual fidelity.

One major challenge is the domain gap between the sim-
ulated images used during training and real SAR images.
For certain SAR image providers, such as TerraSAR-XEl the
statistical properties of real images deviate from those seen in
training, leading to poor image restoration results. Currently,
no effective solution has been identified to reconcile these
statistical discrepancies, highlighting the limitations of super-
vised training strategies in this context. This motivates the
exploration of unsupervised approaches. Recently, deep poste-
rior sampling (DPS) approaches [36]] have gained attention for
solving inverse problems, where prior information is learned
using diffusion models. Methods such as BlindDPS aim
to jointly estimate the forward operator and the latent clean
image x. Applying such techniques in the SAR domain may
enable the joint estimation of both the SAR transfer function
and the underlying image, offering a promising direction for
future work.

V. CONCLUSION

In this work, we presented a unified deep learning frame-
work for simultaneous despeckling and sidelobes reduction in
SAR images. Leveraging the realistic SAR simulated dataset

3https://earth.esa.int/eogateway/missions/terrasar-x-and-tandem-x/
sample-data
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generated by MOCEM, which includes access to GT, we
enabled supervised training that effectively addresses both
inherent noise and artefacts in SAR imagery. Our results
demonstrate that incorporating acquisition metadata as aux-
iliary input improves restoration performance and enables the
guided control of image restoration.
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Abstract—Synthetic Aperture Radar (SAR) imaging supports
applications from environmental monitoring to defence. For Au-
tomatic Target Recognition (ATR), Deep Learning (DL) delivers
strong results but needs large datasets, and SAR data is scarce
due to cost and confidentiality. A common workaround is training
on synthetic data generated by simulators and Computer-Aided
Design (CAD) models, but these simplify complex electromagnetic
effects, creating a domain shift between training (synthetic) and
test (measured) domains. Although Data Augmentation (DA)
is used to improve representativeness and robustness, many
methods lack semantic, physics-informed changes to improve
recognition performance. In this paper, we propose a physics-
based DA to address the Synthetic-to-Measured (S2M) gap, first
validating physical parameter extraction from measured images
and then leveraging this knowledge to improve ATR. Training
solely on synthetic data, our approach achieves 70.97% accuracy.

Index Terms—ATR, classification, synthetic data, MOCEM,
SAR, data augmentation, ASC, deep learning, MSTAR.

I. INTRODUCTION

Synthetic Aperture Radar (SAR) Automatic Target Recogni-
tion (ATR) is often used in many real-world applications where
object identification is required via a classification system.
Deep learning-based SAR ATR has achieved increasingly high
performance in the past few years, particularly on the open
Moving and Stationary Target Acquisition and Recognition
(MSTAR) dataset under standard operating conditions (SOCs).
As a matter of fact, deep neural networks have proven in-
dispensable for tackling the complex task of classifying SAR
images due to the multiple electromagnetic effects they exhibit.

Most of the studies generally show cases where the test
conditions are close to the learning conditions using measured
data from neighbouring depression angles (15° versus 17°
most of the time). This case, although effective, is rarely
adapted to real operational conditions where exact target
information is rare or even unavailable, and where learning on
synthetic data is recommended (or even required). However,
synthetic data are based on simulators that cannot accurately
reproduce all the effects present in the measured data and
cannot cover all the variability found under real operating
conditions. As a result, models trained on these data often
have limited generalisation and robustness potential in the
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real world. This is why data augmentation (DA) techniques
are essential, whether to bring synthetic and real data closer
together, to present numerous variations to the model, or
simply to expand the training database. SAR images although
have unique physical properties that set them apart from
optical images, for which most data augmentation techniques
in the literature are designed and which do not always make
physical sense for this type of data (for example, rotations or
affine transformations). Techniques designed specifically for
the optical domain may raise questions, such as:

When does a target cease to be the same? While this
question is more obvious in optics, it is more difficult to
answer when dealing with a SAR image to which transforma-
tions are to be applied. Some transformations, such as affine
transformations, can change the target shape.

How to ensure that the applied transformations are suffi-
cient to cover the target domain? This kind of augmentation
techniques can improve the extraction of features of interest
for classification and provide generalisation ability for data
exhibiting the same type of variability. However, this does not
guarantee robustness to other variations such as pixel level
modification or target state variation (open doors...).

This paper therefore introduces a data augmentation tech-
nique that addresses three issues:

o Improving recognition performance while learning only

from synthetic data,

e Providing a new data augmentation technique for SAR

images,

« Introducing an artificial augmentation that resorts to phys-

ical mechanisms and that is interpretable.

The proposed SAR augmentation process draws on physical
knowledge based on scattering mechanisms. The objective of
this method is to confront synthetic training databases with
real measurements in order to achieve better performance and
robustness of SAR ATR algorithms. We believe that the use of
physics-based transformations can improve the guarantee that
the algorithm will work in real-world conditions and cover the
domain of use, by providing interpretable augmented samples.
The paper is presented as follows. Section II introduces back-
ground and related works. Section III brings in our approach



and presents the methodology adopted for carrying out this
work. Section IV shows the results of the data analysis and
details the results obtained for SAR ATR on the MSTAR
dataset. Section V addresses the limitations of the proposed
method. Finally, Section VI concludes the paper and discusses
future work.

II. RELATED WORKS

When training machine learning algorithms, it is typically
assumed that the data distribution of the training and test sets
is consistent. Nevertheless, this assumption often fails to hold
in practical applications and in particular when training is
performed on synthetic data [3]. Indeed, even though simu-
lation models are particularly efficient in providing physically
accurate SAR images, they are only simplified representations
of the complex mechanisms that form the signature of targets
in images [2], leading to residual discrepancies between mea-
sured and synthetic images. For example, Fig. 1 illustrates a
visible domain gap between synthetic and real images.

Synthetic

0 220 20 4o 50

Fig. 1. Domain Gap Example: 2S1 target (azimuth 358°). Images are
displayed with the same colour range with the QPM LUT.

Domain generalisation and domain adaptation are areas of
research aiming at alleviating this issue, often referred to as
domain shift or gap. To do so, several strategies have been
proposed in the literature to make models able to generalise,
to an unseen domain (also called target domain — measured
samples in our case), using a known domain (also called
source domain — synthetic samples in our case). They can
be primarily categorised into three types [3], being domain
alignment, meta-learning, and data augmentation, but we are
going to focus on the last one in this paper. More specifically,
data augmentation is the process of artificially generating new
data from existing data.

Particularly for the SAR S2M domain gap, we can name
two different (non-exhaustive) data augmentation strategies:

Image-level augmentation. According to [3], it creates new
examples similar to the original images but does not explicitly
focus on the concept of domain by performing a series of
transformations or noise addition to the original images in
the training set. For example, in [5], Inkawhich et al. tested
and compared several data augmentation techniques such as
rotation and the addition of Gaussian noise and analysed their
impact on saliency and feature-space representation. Similarly,
in his PhD work, Denton [6] proposed an alpha blending
approach to generate new data points by combining SAMPLE
extracted targets with MSTAR clutter samples.

Domain-level augmentation. According to [3], this type of
data augmentation method tries to increase the breadth of the
training domains and to cover the unseen target domain as
comprehensively as possible by generating a large number
of new samples with diverse distributions. For example, the
authors of [4] directly worked on synthetic and measured
images in order to bring them closer. They observed that the
synthetic and measured images in the SAMPLE dataset are
linearly separable and utilise a linear content erasure method
(LCDE) in order to transform the images and eliminate this
separability. Differently, Camus et al. in [2] proposed a domain
randomisation technique, in order to introduce randomness and
variations into samples within a simulated environment, com-
bined with adversarial training. More recently, they proposed
in [12] an even more advanced image generation pipeline, by
combining their ADASCA block, presented in [2], with two
other kinds of domain-level augmentation: semantic and radar
augmentations using, respectively, their ADAMO and M3D
Exploit tools.

Similarly to our approach, these different works try to bridge
the domain gap between synthetic and measured SAR images.
Nevertheless, we realise that most research papers:

1) either try to characterise and bridge the domain gap by
using learnt transformations (for example [4]), but do not
provide physical comprehension of them (for instance,
synthetic and measured samples exhibit specific target
signature differences),

2) or produce new samples without any guidance, hoping
that the augmented database will cover the target domain
as we assume that more diverse data can help reduce
generalization error (for example [12]).

As a consequence, and as stated in [3], we believe that
addressing the following question is of utmost importance:
"which data augmentation method is most useful in the current
task and why". Indeed, currently, most data augmentation
methods create samples that are not interpretable, such as
adversarial perturbation and adding noise, or without being
able to justify why they will be beneficial. With our approach,
we propose to resort to physical knowledge provided by
Attributed Scattering Centres (ASC) in order to both bridge the
gap between synthetic and measured samples and physically
characterise it. We believe that our approach, combined with
other DA techniques, such as the one of SCALIAN DS [12],
can improve even more recognition performance.

By passing, we found some papers in the literature that
also used attributed scattering centres for data augmentation
(for instance [7], [8]), but they only consider the measured-
measured configuration and do not deal with the synthetic-
measured gap. To our knowledge, this is the first work to
attempt to benefit from ASC to characterise and bridge the
synthetic-to-measured domain gap.

III. METHODOLOGY

Our approach uses a physical modelling of SAR images,
provided by the Attributed Scattering Centres Model. Thanks
to it, it is possible to describe both synthetic and measured



images and to use this physical knowledge to generate aug-
mented samples. Even though similar to the pipeline proposed
by SCALIAN DS in [12], our modelling and proposed DA
technique differs on two aspects: physical parameters can be
estimated from both synthetic and measured images, without
being adherent to MOCEM or CAD models, and can thus
provide an interpretable feature space shared between the two
domains, providing hints about their discrepancies.

A. Our approach

1) Attributed Scattering Centres (ASC) model: Proposed
by Gerry et al. [9] in 1997, the Attributed Scattering Centres
(ASC) model is based on the geometrical theory of diffraction
(GTD) and physical optics (PO) and enables one to accurately
model the scattering of a target. This model deals with both
localized (the scatterer appears to exist at a single point in
space) and distributed (the scatterer, in the imaging plane,
appears as a finite, non-zero-length current distribution) scat-
tering mechanisms, and characterises them with a set of several
parameters corresponding to:

o Frequency and aspect dependence,
« Physical attributes (such as the structure, location, orien-
tation, geometry, size).

Formally, the ASCM describes the total scattered field as a
function of frequency f and aspect angle ¢ as:
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With each term E;(f,¢;6;) representing the backscatter
from a single scattering mechanism, f. the centre frequency
of radar wave, c the velocity of light.

The parameter set of the ¢th scatterer has physical inter-
pretations related to the location and the geometry of the
scatterer. Specifically, A; represents the relative amplitude
of the measured field (4; € C2), x; and y; correspond,
respectively, to range and cross-range locations (in meters),
a; € {—1,-0.5,0,0.5,1} models the frequency dependence,
~v; describes the mild aspect dependence of localized scattering
centre cross section, L; models the length of the scattering
centre and ¢; models the orientation angle with respect to the
broadside.

This model has the advantage of being able to represent
several types of scattering centres depending on the different
values the parameters take, as presented in Table I.

TABLE I
GEOMETRIC SCATTERING TYPES DIFFERENTIATED BY FREQUENCY AND
ASPECT DEPENDENCE.

Geometric Scattering Type a ¥ L [
Trihedral 1
Localized Top Hat 95 | 50 0 | o
Sphere
Corner Diffraction -1
Dihedral 1
I Cylinder 0.5
Distributed Edge Broadside 5 0 >0 | #0
Edge diffraction -0.5

2) Extracting ASC parameters: Given a SAR image
D(x,y), the objective is to find the set of parameters Oy =
[fo, ..., On] that best fit the N scattering mechanisms present
in the object that is imaged.

To do so, we resort to the minimisation of a cost function
that represents the difference between the model and the actual
response in the image domain, as scattering centre responses
are isolated in the image domain when data is gathered at high
frequencies. Consequently, our problem can be expressed as:

On = argmin | D(,y) - D yion)| @)

where O are the scattering parameters, D(z,y) the SAR
image and D(z,y) — D(z,y; O ) the reconstructed image via
the ASC model.

First, as with every numerical optimisation process, we
initialise a set of values before starting the iterations. Next,
we use a gradient-based optimisation to numerically obtain
the set of parameter values that minimise the cost function.
Choosing the order of the problem, here IV, that corresponds
to the number of scatterers, is really difficult. For simplicity,
we fix it to a upper bound, the value of which we will examine
in IV-B1b. It is worth noting that this number of scatterers will
change, depending on the considered target, azimuth angle and
database.

3) Reconstructing images from ASC parameters: Given the
set of ASC parameters, it is next possible to generate the SAR
signal in the frequency-aspect angle domain using the equation
1. In order to retrieve the Cartesian domain data, it is then
needed to resample to a uniform grid on coordinates (f5, fy)
expressed as f, = f cos(¢) and f, = f sin(¢).

This resampling gives us an M x P array depending on f,
and f, in the frequency domain. In order to be comparable
with SAR images, we need to convert these data into the image
domain. To do so, the data are first multiplied by a Taylor
window (with a -35 dB side lobe level), and is next zero-
padded to a new size of M, x P, where M, = 1.5M and P, =
1.5N. Finally, we get the SAR image D(x,y) thanks to a two-
dimensional inverse Fourier (2D-IFFT). It is thus possible to
compare the images generated with the ASCM with measured
samples.

4) Using ASC for data augmentation:

a) Training pipeline: In the context of SAR ATR, our
approach uses the ASC model to obtain a representation in



the ASC domain of sample images. In this way, the data
augmentation process can be carried out in a domain ancillary
to SAR images, which is more physical and allows for better
control of the transformations performed.

The training pipeline relies on the process presented in Fig.
2:

1) Starting from a synthetic training dataset, the ASC
parameters are extracted on each image separately, ob-
taining an ASC training dataset.

2) Augmentations and transformations are then optionally
performed on the ASC parameters (red block).

3) In order to train the model of interest on SAR images,
the reconstruction step is necessary to convert the ASC
parameters back into SAR images.

We then obtain a synthetic reconstructed training dataset.
An example of reconstruction is shown in Fig. 3. In this new
dataset, only the targets are reconstructed (Step 3), resulting
in a zero background, which is not consistent with the real
test data set.

For a matter a time, we first overcome this issue and
compensate for reconstruction defects by averaging each re-
constructed sample with its original version (Step 4). We
emphasise the fact that it is only a temporary measure until
we have implemented a better ASC parameter estimation
algorithm and found a process to add background information
in reconstructed images. Finally, as is traditionally the case in
deep learning processes, the image is standardised: the model
is trained with the Quarter Power Magnitude (QPM) LUT on
the images, that are then normalised and cropped to a 64x64
format. These images are then used to train our model, which
is a ResNetl18. For information, we trained it for 500 epochs,
with early stopping (that happened at epoch 257), with batches
of 32 samples. We used an Adam optimiser with a learning
rate of 0.001.

b) Transformation types: As mentioned earlier, our data
augmentation method do not apply directly to the training
samples, in this case SAR images, but to the ASC parameters.
All augmentation types are then performed on ASC parameters
data type, before the reconstruction, i.e. between stages 2 and
3 in Fig. 3. Three families of transformation are used:

o Adding Gaussian noise to the parameters, on the reflec-
tors position or amplitude for example.
o Adding new reflectors:

— defined (type of effects and amplitude) randomly or
similar to the target.
— placed randomly or on the target area.

+ Removing random reflectors.

Fig. 4 illustrates the different types of transformation in the
resulting SAR reconstruction (Step 3) in Fig. 3). The SAR
reconstruction from ASC parameters is also performed on the
original sample without any transformation for comparison
purposes.

In this paper, we then refer to data augmentation techniques
applied directly to SAR images as image augmentations and

those applied in the domain of ASC parameters as ASC
augmentations.

B. Study of the ASC modelling

Our first experiments aim at evaluating the quality of our
ASC parameter extraction algorithm and to analyse the sets of
parameters extracted from our datasets.

1) Quality evaluation of the ASC parameters extraction al-
gorithm: The purpose of this study is to analyse the impact of
ASC extraction hyper-parameters on the reconstructions, and
thus select the most effective set of values for the experiments.
The extraction of ASC parameters is considered effective if the
reconstruction of the SAR image is close to the original image.
The impact of both the number of iterations and the number
of scattering centres will be evaluated.

2) Analysis of estimated ASC parameters: Analysing the
ASC parameters not only allows trends in the data to be
identified, but also any gaps in the data to be determined.
To do this, several aspects are studied:

o The number of parameters overall and per effect accord-
ing to the type of target, but also the angular sectors,
o The comparison of the parameters obtained from real and
synthetic data,
o The effectiveness of extraction on both types of data.
3) Metrics: To perform the experiments presented in the
previous section, we will use the following metrics.
a) Image comparison: For comparing an original image
Io and its reconstruction Ir, we use the Image Correlation
Coefficient metric (ICC):

Do 2o [Io(m,n)—fo} I:IR(m.,n)—fR} (4)

1CCIo, Ir) = _ _
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We also computed other metrics but, due to space consid-
erations, we only report ICC values that appear to be fairly
aligned with the human eye.

b) ASC parameters analysis: Heatmaps. Heatmaps are
used to show data depending on two independent variables
as a colour coded image plot. In this case, they represent a
number of elements associated with a colour bar.

Violin plots. Violin plots are used to compare data distribu-
tions in a similar way to box plots, but with the addition of
probability density information.

C. ASC data augmentation study for SAR ATR

The focus of the following experiments is on the benefits
of our DA technique regarding recognition performance. In
order to quantify the contribution of the proposed method
for SAR ATR, several test configurations are carried out. We
gradually add different ASC augmentation techniques, starting
from baselines. All tested configurations are listed in Table II.
Each of the three baselines has its own objective:

o The Baseline allows to define a starting point for perfor-

mance on original SAR images, without resorting to any
data augmentation.
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Fig. 3. Example of an ASC extraction and reconstruction on a 251 real target.
Images are displayed with the same colour range with the QPM LUT.
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Fig. 4. The different transformations effects on the reconstructed SAR image
on a real 2S1 example.
Images are displayed with the same colour range with the QPM LUT.

o The Augmented Baseline allows to quantify the final gain
obtained by adding traditional image data augmentation
techniques.

o The Baseline ASC represents a point of comparison for
each ASC-augmented test training via SAR reconstructed
images, without resorting to any data augmentation.

In order to confront our work to the state of the art, some
test configurations use traditional SAR image augmentation
techniques, inspired from and detailed in [1]: Gaussian noise
addition, colour jittering and random area erasing. We also
add random high pixels dropout and value shifting. What’s
more, all configurations use circular shifts (x and y offsets)

=

=

image

=

[ Averaging |

. Our data augmentation pipeline (ASC augmentation).

on the synthetic training images (original and reconstructed)
for the significant performance gain it provides, as mentioned
in [2]. The study is evaluated thanks to traditional classification
metrics Accuracy and Fl1-score.

IV. EXPERIMENTAL RESULTS

A. Data under study

1) Synthetic MOCEM MSTAR: The training set is based on
a synthetic database generated using the MOCEM software,
which is a CAD-based SAR imaging simulator developed by
SCALIAN DS for the French MoD (DGA) [11]. Synthetic
samples were directly provided by the French MoD who
reproduced the MSTAR dataset. They used one CAD model
per MSTAR class and the radar parameters provided by the
MSTAR metadata. They ran parametric simulations for the
depression angle of 15° and generated images at every 1°
azimuth for the full [0°, 360°[ range. Thus, they did not
consider exactly the same azimuth angles than MSTAR. These
3600 images were randomly split into train/validation sets
using a 75%/25% repartition for the first two baselines. For the
Baseline ASC and TSM1 to TSM10, the corresponding ASC-
based reconstructions are added to these splits, leading to a
total of 7200 images. Special attention is paid to ensuring that
both the original image and its reconstruction are included
in either the training set or the validation set. Addition is
considered instead of replacement to still take benefit from
the initial physical information provided by MOCEM.

2) MSTAR: The test set is the measured MSTAR dataset,
collected by the Sandia National Laboratory SAR sensor plat-
form and sponsored by Defence Advanced Research Projects
Agency and Air Force Research Laboratory [10]. The MSTAR
dataset allows the benchmark for experiments related to prob-
lems dealing with SAR images. Each MSTAR file has the same
structure: it includes experimental conditions (such as azimuth
angles, depression angles, and target classes, among others),
and the amplitude and phase information. The target images
were captured by X-band SAR sensor and have a resolution
of 0.3 x 0.3m. The test dataset consists of the central-cropped
64 x 64-sized 2425 SAR target images under a depression
angle of 15°. This dataset contains 10 target classes that are
composed of one bulldozer (D7), one truck (ZIL131), one air
defence unit (ZSU234), one rocket launcher (2S1), two tanks



TABLE II
TESTING SYNTHETIC-TO-MEASURED CONFIGURATIONS

Test name Training dptaset Augmentations
(number of images) ID Images ASC
Baseline SZ (3600) - - -
Augmented Baseline S (3600) A0 Traditional SAR images augmentations! -
Baseline ASC S + R3 (7200) - - -
TSM1 S + R (7200) Al - Gaussian noise on reflectors amplitude.
TSM2 S + R (7200) A2 - Gaussian noise on reflectors position (x and y)
TSM3 S + R (7200) A3 - Al + A2
TSM4 S + R (7200) A4 - Adding reflectors (randomly defined and similar to the target)
TSM5 S + R (7200) A5 - Random removing of reflectors.
TSM6 S + R (7200) A6 - A3 + A4
TSM7 S + R (7200) A7 - A3 + A5
TSM8 S + R (7200) A8 - Ad + A5
TSM9 S + R (7200) A9 - A6 + A5
TSM10 S + R (7200) A10 A0 A9

TThe data augmentation methods used are detailed in III-C.
28 = Original synthetic dataset.
3R = Reconstructed synthetic dataset.

(T62, T72), and four armoured personnel carriers (BMP2,
BTR60, BTR70, BRDM2).

B. Study of the ASC modelling

1) Quality evaluation of ASC extraction algorithm:

a) Impact of the number of iterations: Analysing the
effectiveness of ASC parameters extraction according to dif-
ferent iteration values allows us to choose the optimal value for
generating training data. Fig. 5 presents the ICC metrics result-
ing from all 2S1 synthetic SAR images compared with their
pairwise reconstruction. The left plot shows sorted ICC values
obtained from all pairs for different number of iterations. The
right heatmap presents the same results according to azimuthal
sectors. Both graphs allow us to conclude that reconstruction
improves as the number of iterations increases. However, after
100 iterations, the gain on the ICC metric weakens, which is
why a value of 200 seems to strike a balance between quality
and generation speed.

It is also very interesting to note that ICC performs much
better for certain angular ranges, particularly around 90° and
270°, which correspond to cases where the target is facing
forwards or backwards, regardless of the number of iterations.

b) Impact of the number of scattering centres: To con-
clude on the effect of the number of scattering centres con-
sidered in the algorithm, we propose to calculate the ICC
between the reconstructed image and the original image of
the synthetic data for all targets. Histograms for 5, 25, 50 and
100 considered reflectors are displayed Fig. 6. Five points are
clearly insufficient to reconstruct a high-quality image and a
real improvement is observed from 50 points onwards. Using
100 reflectors reduces the risk of obtaining data with a low
ICC, but considering the increasing calculation time with the
number of reflectors, a value of 50 reflectors will be retained
for the rest of the experiments.

2) Analysis of estimated ASC parameters:

a) Stability of extraction according to classes and angu-
lar sectors: To observe trends in ASC parameters in terms of
number of points between different targets, but also according
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Fig. 5. ICC analysis between the original SAR image and the image
reconstructed from the ASC parameters extracted according to 5, 50, 100,
200 and 500 iterations. The extraction is performed with 50 reflectors. On the
left are the ICC curves sorted for all images, and on the right is the heatmap
by angular sector for the different iteration values.
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reflectors and 200 iterations.



to the angular sector considered, the Fig. 7. presents heat
maps for synthetic and real datasets. All data is obtained by
extracting 50 reflectors, but some are null. Here, we consider
the number of points to be the number of non-null points
among the 50.
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Fig. 7. Average number of reflectors per angular sector for each target for
synthetic and real datasets.

Two main findings emerge from this study. Firstly, the study
reveals a similar trend between synthetic and real datasets
according to angular sectors around azimuths 90° and 270°
which have fewer reflectors. This corresponds to cases where
the target is facing forwards and backwards. This is not a
problem, as it has been observed Fig. 5 that reconstruction is
better at these angles.

Secondly, some synthetic targets show a significant gap with
measured data, which manifests itself in a lack of reflectors. In
particular, the D7 target has fewer reflectors in the synthetic
case, which is consistent with its smaller size compared to
other targets, but this trend, is in fact, absent in the real case.
This is also the case for T62 target, even though it is similar
to the T72. Also, the ZIL131 seems to be pathological for
azimuths between 120° and 150° as there are practically no
extracted reflectors.

The study can be refined by looking at the number of
reflectors per radar effect in the same cases. Fig. 8 presenting
the average number of effects for each angular sector for all
targets combined shows that trihedral and corner-diffraction
effects are predominant, while cylinder effects are rarely
detected.

Fig. 9 focuses on the ZIL131 pathological case via a syn-
thetic versus measured violin plot confronted to the 2S1 case.
The 2S1 distributions are more symmetrical between synthetic
and real cases, as shown by the EMD coefficient, which shows
greater similarity than the ZIL 131, which highlights significant
asymmetry.

For further analysis, Fig. 10 reveals that pathological cases
generally happen when a pixel or a small group of pixels is
significantly brighter than other pixels of the target, which end
up being ignored in the ASC extraction.

b) Extraction efficiency between real and synthetic data:
In order to study the differences in extraction between syn-
thetic and real data, we display Fig. 11 showing the ICC
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Fig. 8. Average number of reflectors for each radar effect.
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Fig. 9. Violin plot for the 2S1 and ZIL131 effects: synthetic vs real.

For visualisation purposes, we only display three effects. The Earth Mover
Distance (EMD) coefficient is also displayed for each effect. This calculates
the difference between the real and synthetic distribution pairs. It can also be
seen as the amount of change required for the synthetic distribution to equal
the real one.
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Fig. 10. Example of a pathologic case of the ZIL131 target, azimuth 125°.
SAR Image is dispalyed on the left, while ASC parameters are shown on the
right.

distribution via histograms for four different targets. Overall,
better reconstructions are possible based on real data. This
fact is somewhat reassuring, as it shows that ASC extraction
reflects physical reality.

C. ASC data augmentation study for SAR ATR

Training configurations are completed as described in Table
II. For all cases, the trained ATR is then tested on the same
MSTAR real set and the results are provided in Table III with
accuracy and F1-score.

Training the ATR model on reconstructed ASC dataset set
results (Baseline ASC) in an accuracy of 55.88%, while adding
ASC augmentations process (TSM9) ends up with 60.86%.
Adding ASC augmentation process confers an improvement
almost identical to adding image augmentation, which gives



TABLE III

EXPERIMENTAL RESULTS

Test name | Baseline Agi;‘;;‘:sd Baseline ASC | TSMI | TSM2 | TSM3 | TSM4 | TSM5 | TSM6 | TSM7 | TSM8 | TSM9 | TSM10
Test Accuracy | 53.25 59.58 55.88 5463 | 588 | 51.67 | 6221 | 543 | 60.81 | 56.62 | 52.78 | 60.86 | 70.97
F1-Score 51.24 585 55.39 5345 | 5779 | 49.93 | 60.24 | 53.07 | 59.79 | 54.88 | 5149 | 59.83 | 70.16
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U000 o35 0% 0% 000 05 0% o pipeline can help gain up to 15.09% in terms of accuracy (see
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Fig. 11. ICC distribution: synthetic vs real (50 reflectors, 200 iterations).

a 59.58% accuracy. However, combining the two methods
(TSM10) gives an accuracy of 70.97%.

According to the TSM4 test, adding new reflectors near the
target seems to have a positive effect on performance. TSM6
and TSMO tests confirm this trend, as they are also based
on reflectors addition augmentations. This result could be
explained by the fact that synthetic and measured samples may
exhibit different target signatures, with scatterers amplitude
and position slightly shifted.

We present our method as a complement to existing data
augmentation techniques and compare it to those described in
the literature. For example, Baffour et al. [1] use traditional
augmentation and report 92% accuracy on MSTAR, but their
results rely on the flawed SAMPLE dataset [2]. The approach
by Camus et al. [2] is most comparable to ours: with their
augmentation pipeline and MOCEM dataset, they reach 75%
accuracy. The observed differences stem from the use of
broader augmentation (affecting both target and clutter, versus
only the target in our ASC-based DA), and more techniques
employed (bagging, adversarial training, Test-Time Domain
Augmentation). In order to quantify the isolated contribution
of the data augmentation method, we can compare our TSM9,
which achieves 60.86% accuracy, with their test incorporating
the ResNet architecture and domain randomisation (both tests
also involve random shifting), which achieves 50.48% accu-
racy. This result highlights the promise and robustness of our
approach, which is independent of MOCEM and induces more
localized changes.

V. CONCLUSION AND PERSPECTIVES

In this paper, we propose a data augmentation technique
based on physical knowledge about SAR images to bridge

TSM10 vs Baseline ASC in Table III). Moreover, we identified
that adding scattering mechanisms near the target is the most
prolific augmentation, being able to give physical clues about
the SAR S2M domain gap.

As a consequence, we believe that this approach shows
potential for the future. Forthcoming work could involve the
several following aspects.

Our ASC parameter estimation algorithm is not yet fully op-
erational as it can be seen in Fig. 6. Some samples are not cor-
rectly reconstructed, leading to incomplete target information
for some classes and azimuth angles, and thus deteriorating the
representativeness of the dataset. As a consequence, we believe
that our data augmentation pipeline and its corresponding re-
sults are not at the maximum of their potential. These moderate
results can be explained by different reasons, for example by
our way of initialising parameters. On the other hand, we
need to further investigate and characterise the S2M domain
gap. In fact, this paper shows some preliminary results that
enabled us to test our data augmentation process. However,
as explained earlier, we truly believe that we can also unveil
which data augmentation method is most useful in the current
task and why with our DA process. For example, we would
like to be able to provide explanations such as: "we identified
that for these measured and synthetic datasets, the rear of the
2S1 target is different because it shows dihedral instead of
trihedral effects. As a consequence, we can guarantee domain
generalisation by using the corresponding data augmentation
during training." In other words, we would like to both
characterise physically why synthetic and measured samples
are different, and bridge the domain by using the most useful
and justified data augmentation technique.
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Abstract—The Binary-Attribute Likelihood-Ratio (BA-LR)
method has been proposed as an explainable speaker verification
system focusing on forensic applications. BA-LR represents a
speech utterance by a binary vector, indicating the presence
or absence of speech attributes. In this work, we introduce a
better founded formulation of BA-LR that can handle more
naturally enrollments with multiple recordings. In addition this
new formulation allows incorporating into the weight of evidence
of each attribute its robustness to mismatch between enrollment
and test conditions, leading to cross-domain scoring.

Index Terms—speaker recognition, explainability, BA-LR, do-
main adaptation, NIST SRE24

I. INTRODUCTION

The speaker verification task (SV) consists in deciding
whether one test utterance was pronounced by a given speaker,
represented by one or more enrollment recordings. Variability
between enrollment and test conditions is a key factor that can
limit system performance. This variability also adds a potential
level of uncertainty to system reliability. When both conditions
are known, this variability is denoted "domain mismatch" or
"cross domain condition". For instance, recent NIST SRE
campaigns [1] have focused on two challenging cross-domain
tasks: cross-language and cross-source speaker verification.

Numerous methods have been proposed to model variability
between conditions and improve performance accordingly [2]—
[6]. Between them, the 4-cov PLDA [7] introduces an explicit
model of the dependence between speaker embedding distri-
butions over two domains and can be used for cross-domain
scoring. These approaches are complementary to normaliza-
tions of the embeddings to limit variability between genders,
languages or channels [8].

Recent SV systems [9]-[11] are based on high-dimensional
embeddings, similar to x-vectors [12]. These systems use a
large neural model with millions of parameters trained on
large, poorly controlled databases. Thanks to their ability
to exploit this considerable amount of data and parameters,
they are able to discriminate between speakers and manage
session variability, thus achieving cutting-edge performance.
However, these systems produce a single score per trial and
are unable to link this score, or parts of it, to a subset of
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input features, certain training examples, or certain parts of the
model. They also often show a significant loss of performance
when a domain mismatch occurs, i.e., when real-life conditions
differ from training conditions, and this loss is difficult to
predict. These two aspects lead to a lack of explainability
and reliability that can significantly limit the deployment
of practical solutions based on these systems. Furthermore,
explainability itself is becoming increasingly necessary due
to regulations such as the EU’s GDPR or Al laws, and is
mandatory in areas such as forensic and investigative speaker
recognition [13]. Explainability is also necessary for reliability,
because understanding and describing how a system works is
essential for certifying its performance under specific working
conditions.

Among several publications on explanability in speaker
recognition [14]-[16], the BA-LR method [17], [18] has
some interesting and specific features. First, BA-LR is an
intrinsically explainable approach that offers three levels of
explainability/interpretability: modelling, scoring and drivers.
BA-LR models a speech utterance using a binary vector
(BA) where a coefficient explicitely indicates the presence
or absence of a given speech attribute. Each of the several
hundreds attributes is shared among a group of speakers. The
B A extractor is trained similarly to recent speaker embedding
extractors, without requiring additional labels. It takes full
advantage of x-vector state-of-the-art approaches but differs in
that it produces binary embeddings and in the behavior of a
coefficient: here, BA(i) = 1 means that the utterance contains
the attribute ¢. The second level of explainability is scoring.
BA-LR generates log-likelihood ratios (LLR) for each attribute
(BA coefficient) and the final LLR is a simple combination of
them. Finally, the third level is an explanation of the attributes,
providing an analysis of the underlying phonetic factors. This
explainability phase is done after training the system [19].
BA-LR also differs from the main part of other approaches
in that it was introduced for forensic applications and has
been evaluated in this context using a realistic database [20].
Recently, it was also applied to explainable spoofed speech
characterization [21].

In this work, we do not address the tasks of extracting [18]
or characterizing binary attributes [19] but focus on formulat-
ing the BA-LR speaker verification scoring based on statistics



of activation of binary attributes, with the aim of improving
performance in cross-domain trials. Indeed, standard feature-
based adaptation methods [22] are not meant to preserve
the binary structure of embeddings, while model-based cross-
scoring methods do not meet the explainability standards of
BA-LR [5], [7]. Consequently we propose a new formulation
of the BA-LR approach, which takes domain modeling into
account.

In this paper, we make several contributions to the BA-
LR method for speaker verification. We introduce BA-LR-
v2, a new probabilistic formulation of the BA-LR model,
and implement it with a Beta-Bernoulli model [23], [24]. We
propose a simple cross-domain extension of BA-LR scoring
and implement it with a Gaussian copula. This new BA-LR-
v2 with cross-domain modeling is experimentally validated,
both on a controlled experiment on VoxCeleb with simulated
channel degradation and on the challenging NIST SRE24
corpus with cross-source trials. It is particularly effective
at handling multiple enrollment utterances and cross-domain
trials and incorporates the sensitivity of each attribute to
domain mismatch into the weight of evidence.

II. BA-LR-V2 SCORING

The BA-LR scoring model can be summarized by three
hypotheses.

1) The test and enrollment sets of utterances xz; and x.
are represented as counts of activations a; and non-
activations n; of N binary attributes.

z; = (ab,nt .. dly,nY)

ze = (af,ng...a%,ny)
ey
2) The binary attributes are independent, which implies that
the LLR can be decomposed into contributions LLR;
from each attribute. This assumption has been partially

verified in [18].
N
LLR(w,x.) = Y  LLR;[(af,n}), (a5, nf)]  (2)
=1

3) For a given attribute ¢, LLR; depends on statistics of

activation of the attribute among a reference population.

In this work, we propose a new formulation of the LLR. We

call it BA-LR-v2. We refer to [25] for an in-depth description

of the original BA-LR model. In the two following sections,

we work with a single binary attribute and omit the attribute
index 7.

A. Proposed formulation: BA-LR-v2 scoring

We assume that a speaker is represented by a latent variable
p corresponding to the frequency of activation of the attribute
in an utterance. The activation of the attribute for this speaker
follows a Bernoulli distribution with parameter p.

We define the distribution of this probability of activation
among a reference population of speakers and call its density
f. According to this model, the likelihood of a sequence of
observations of the attribute for a given speaker, with counts
of activations (a,n), is given by:

1
Lam) = [ 5= 1wy G)
p=0
The speaker verification LLR is obtained by grouping
differently counts of activation of enrollment and test obser-
vations of the attribute, in a similar way to [7] for PLDA.

L(ay + ag,ne + ny)
LLR =1
€ T(ae, ne) L{az, n)

The spirit of the original BA-LR model can be found by
selecting a distribution f with only two possible values of the
probability of activation, interpreted as the groups of speakers
with and without the attribute.

4)

B. Implementation of BA-LR-v2 with a Beta-Bernoulli model

Similar to [23], [24], choosing a Beta distribution, with pa-
rameters « and 3, simplifies the computation of the likelihood,
since it is the conjugate of the Bernoulli distribution.

a—1 _ \68-1
p*(1-p)
o B)=—Fpf &)
where B(a,f) = plzopa’l(l — p)®~ldp is the Beta
function.
Bla+a,8+n)
L(a,n) = ——————=~ (6)
= " 0, )
Consequently the LLR is given by:
LLR = log B(a + a; + ae, B+ ny + ne) B(a, B) )

B(Oé + CLt,B + Tlt)B(Oé + Qe, ﬁ + ne)
III. CROSS-DOMAIN SCORING WITH BA-LR-v2

The distribution of attribute activation varies depending on
the domain. This may be due to a domain mismatch with
the training corpus of the attribute extractor, to noise levels
that erase the attribute in an utterance, or to attributes that
disappear under some conditions. For example, the fundamen-
tal frequency is outside of the telephone bandwidth for most
speakers [26].

A. Cross-domain model

We propose to model the variability between probabilities
of activation of an attribute under different conditions. We note
1 and 2 the two domains. A sequence of utterances from the
same speaker is represented by counts of activation and non
activation of the attribute for each condition.

1 1
v = (Zz Zz) ®)

We now assume that each speaker is characterized by the
probabilities p; and p. of activating the attribute on each
condition. We assume a relationship between these two latent
variables similar to the 4-cov PLDA model [7] and denote
f(p1,p2) the joint density of these probabilities among a
reference population of speakers. Then, the likelihood of a
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Fig. 2: LLR values with cross-domain BA-LR-v2 for attribute
BA386 (VoxCeleb protocol).

sequence of utterances belonging to the same speaker is given
by:

L= //pi’l(l — )" Py (1= p2)™ f(p1,p2)dprdps  (9)

B. Implementation with copula

The likelihood can be computed directly, using the empir-
ical joint distribution of a training population of speakers.
In practice, it may be convenient to consider modeling of
the marginal distributions of p; and p, separately from the
dependence structure between the two variables. For example,
the marginal distributions may be estimated on two large
corpora representative of each condition whereas we need
a corpus with observations of the same speakers on both
conditions to estimate the dependence between the two vari-
ables. The dependence structure between the two variables
can be modeled with a copula [27]. In our context it is a

Fig. 4: LLR values with cross-domain BA-LR-v2 for attribute
BA220 (VoxCeleb protocol).

bivariate cumulative density function defined on [0,1]? with
uniform marginal distributions. We model the joint density by
a copula of density ¢(u,v) and the marginal distributions with
cumulative density functions F}, F, and densities fy, fo.
f(p1,p2) = c[Fi(p1), Fa(p2)l f1(p1) fo(p2)  (10)
In this first implementation, we retain Beta distributions for
f1 and f5 and select a Gaussian copula [28] for c. It has
a single parameter p €] — 1, 1[ which encodes the correlation
between the two distributions. p can be estimated by maximum
likelihood on a set of utterances with the same speakers on
both conditions. A better model could be selected by an
analysis of the actual joint distributions.
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where ®~! is the inverse of the cumulative densitiy function
of a standard normal distribution A/(.|0, 1), and N'(.|0, R) is
a multivariate normal distribution with covariance matrix R:

n=(; 1)

The Gaussian copula has been recently applied to speaker
recognition for score-level system fusion [29]. In [29], it
models the dependence between the distributions of scores
of different systems, whereas in our work it models the
dependence between the distributions of a latent variable on
two domains.

With the cross-domain model, likelihood values are no
longer in closed form and require more computation. In a
practical scenario with a large numbers of trials, the maximum
number of observations of the attribute is often known in
advance (one utterance for each enrollment on VoxCelebl,
three utterances maximum on NIST SRE24) and all required
likelihood values can be precomputed once before inference.

Figures 1, 2, 3, 4 illustrate the impact of the latent variable
joint distribution model on scoring, for attribute BA386 (high
correlation between the two domains) and attribute BA220
(low correlation). Histograms of activation probabilities per
speaker on each domain are shown on the x and y axes,
while the estimated joint density is shown in the center, along
with the corresponding values of the a1, 81, ag, B2 and p
parameters. The impact on LLR values is shown in Figures
2 and 4. A weak correlation between the domains results in
lower absolute LLR values for cross-domain trials.

12)

IV. EXPERIMENTS

To assess the validity of the proposed BA-LR scoring, we
conduct two sets of experiments, first on a simulated and
controlled corpus and then on the challenging NIST SRE24
corpus. For both sets of experiments, we use a baseline speaker
verification system based on 256-dimensional embeddings.
We extract vectors of activation of 512 attributes from these
embeddings with a binary autoencoder (BAE) trained with the
protocol described in [18]. We then apply the original BA-LR
(speech-oriented model in [20]), as well as the proposed BA-
LR-v2 scoring method.

A. VoxCeleb protocol with simulated cross-domain trials

The goal of this first experiment is to check the validity
of the proposed cross-domain scoring with a controlled mis-
match between the two conditions. We train the systems on
VoxCeleb2 [30] and evaluate them on VoxCelebl [31]. The
first condition consists of the original VoxCeleb utterances,
corresponding to audio from video, with a sampling rate
of 16kHz. For the second condition we apply a telephone
bandpass filter (300-3400Hz) to the original files. Cross-
condition trials are constituted of an enrollment utterance
from the simulated telephone condition and an original test
utterance.

The baseline system is the Wespeaker ResNet34 model with
large-margin finetuning, cosine similarity scoring, and without

AS-norm [11]. The BAE and BA-LR parameters are estimated
on VoxCeleb2.

B. NIST SRE24 protocol

The NIST SRE24 corpus [1] focuses on challenging con-
ditions: cross-lingual trials, among Tunisian Arabic, French
and English, and cross-source trials, including conversational
telephone speech (CTS) and audio from video (AfV). We
evaluate the proposed cross-domain scoring method on cross-
source trials. The two conditions differ not only by bandwidth
but also by the level of noise, the speech content, and even
the number of speakers contained in the test utterance. In
addition, the NIST SRE24 corpus contains trials with multiple
enrollment utterances.

The baseline speaker verification system is a ResNetl01
model developed with the kiwano toolkit'. It is trained on the
CTS superset corpus [32] (only on telephone condition), and
all data is downsampled to 8 kHz. The speaker verification
system is trained with the Jeffreys loss [33]. At inference, non
speech regions are removed with rVAD [34]. For evaluation
of the baseline system, a simple preprocessing step is applied
to the embeddings before cosine similarity scoring (centering,
reduction to 100 dimensions with LDA, and length normal-
ization), whereas the original 256-dimensional embeddings
are used for the extraction of binary attributes. The BAE is
trained on the CTS superset corpus. BA-LR parameters are
estimated on the SRE21-eval audio corpus which contains both
conditions (CTS and AfV) but different languages (Cantonese,
English, and Mandarin). For all systems, a per-condition
logistic regression is trained on the SRE24-dev corpus. We
use six conditions corresponding to the columns of Table II
and defined by the enrollment and test channels (CTS or AfV)
and the number of enrollment utterances (1 or 3).

V. RESULTS
A. VoxCeleb experiments

Evaluation of the systems is reported in terms of equal
error rate (EER) in Table I. We report performance on three
conditions corresponding to matched conditions with origi-
nal or simulated telephone utterances, and to cross-domain
scoring with telephone enrollment utterances and original test
utterances?.

The original Wespeaker model achieves competitive perfor-
mance on the original VoxCelebl [11]. It suffers from a sig-
nificant but limited performance drop on the unseen simulated
telephone condition. This performance drop is more moderate
for cross-domain trials (twice the error rate of original).

The other systems correspond to different scoring methods
with the same binary attributes. Using binary attributes for
scoring with cosine similarity produces a performance drop,

Thttps://github.com/mrouvier/kiwano

ZFor consistency with published results, we report performance with three
digits. However, a calculation of 95 % confidence intervals using a boot-
strap (1000 samplings) taking into account speaker labels [35] provides the
following intervals for the baseline ResNet34-LM model on original/original
condition: [0.51,1.13] on O-clean, [0.88,1.09] on E-clean, and [1.63,1.94]
on H-clean.



TABLE I: Performance on VoxCelebl (best BA-LR performance in bold). BA refers to binary attributes.

EER (%) on VoxCelebl
[enrollment condition]/[test condition]

System original/original telephone/telephone telephone/original
O-clean E-clean H-clean O-clean E-clean H-clean O-clean E-clean H-clean
ResNet34-LM + cosine similarity [11] ‘ 0.814 0.933 1.695 1.803 2.123 4.031 1.462 1.881 3.488
cosine similarity 1.212 1.322 2.278 2.978 3.293 5.815 2.579 3.198 5.155
BA-LR original 1.255 1.443 2.418 3.286 3.645 6.247 2.973 3.662 5.677
g BA-LR-v2 original 1.234 1.343 2.445 2.755 3.007 5.674 2.345 2.792 5.027
BA-LR-v2 telephone 1.404 1.523 2.756 2.462 2.738 5.101 2.489 2.962 5.202
cross-domain BA-LR-v2 - - - - - 2.287 2.613 4.879

TABLE II: Performance on NIST SRE24-eval audio (best BA-LR performance in bold). BA refers to binary attributes.

SRE24 eval audio EER (%) on subset of trials
System [enrollment condition]-[# enrollment utterances]/[test condition]
CPm'mary EER
min act (%) CTS-1/CTS CTS-3/CTS AfV-1/AfV  AfV-1/CTS CTS-1/AfV CTS-3/AfV
ResNet101 + cosine similarity \ 0.698 0.830 10.47 \ 473 2.48 7.29 8.06 8.77 6.85
cosine similarity 0.778 0.861 12.90 5.65 2.93 8.77 10.74 11.41 9.01
< BA-LR 0.794 0.801 12.90 5.37 4.43 8.44 10.18 10.74 10.21
A BA-LR-v2 0.768 0.812 12.62 5.32 2.69 8.55 9.96 10.52 7.83
cross-domain BA-LR-v2 0.782 0.818 12.46 5.58 2.81 8.33 9.57 10.15 7.68
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Fig. 5: Histogram of values of the Gaussian copula correlation
parameter (VoxCeleb protocol) for the 512 attributes. The
parameter models the dependency between probabilities of
activation of an attribute on each domain.

similar on matched and unmatched conditions, for instance
from 4.031% to 5.815% on H-clean telephone/telephone.
The BA-LR model trained on original data achieves worse
performance than cosine similarity, especially for telephone
and cross-domain conditions. The proposed BA-LR-v2 trained
on original data outperforms cosine similarity on the un-
known telephone condition and on the cross-domain condition.
BA-LR-v2 achieves its best performance when its parameters
are trained on matched conditions (BA-LR-v2 original and
telephone).

Finally, the proposed cross-domain BA-LR-v2 method

achieves the best performance for cross-domain trials. This
improvement is statistically significant only on the E-clean
trial list. Figure 5 represents the distribution of the estimated
value of the correlation parameter p. Most of the attributes
exhibit a weak to moderate correlation (between 0.2 and 0.6).
The cross-domain BA-LR-v2 model weights the contribution
of each attribute according to this correlation parameter, as
illustrated by Figures 1, 2, 3, 4 for attributes BA386 and
BA220.

B. NIST SRE24 experiments

Evaluation of the systems trained on the NIST SRE corpus
is reported in Table II. The evaluation corpus is SRE24-eval
audio, and we report the official Cprimary, MiNCprimary and
EER [1]. In addition, we report the EER on specific subsets
defined by the enrollment and test channels (CTS or AfV) and
the number of enrollment utterances (1 or 3).

The baseline ResNet101 system achieves a Cprimary Of
0.830 on the challenging SRE24-audio-eval corpus. The bi-
narization of the embeddings produces an important drop in
performance, more pronounced in terms of EER than in terms
of Cprimary- BA-LR scoring trained on a corpus containing
both CTS and AfV matches cosine similarity for enrollment
with a single utterance. The proposed BA-LR-v2 achieves the
same overall performance as BA-LR, but with a strong im-
provement for trials with multiple enrollment utterances. The
cross-domain BA-LR-v2 improves discrimination performance
for the cross-source trials. Overall, BA-LR systems match the
performance of the baseline ResNetlOl system in terms of
CPrimary» corresponding to low false alarm operating points,
but not in terms of EER.



VI. DISCUSSION

BA-LR is evaluated for the first time on the challenging
NIST SRE campaign, demonstrating that explainable systems
can be built with a moderate degradation of performance. We
reach or improve the performance of cosine similarity scoring
on binary attributes with BA-LR scoring, demonstrating that
the drop in performance is not due to the explainable scoring
mechanism but only to the binary attribute extraction step.
Improving this process, particularly to ensure independence
of the attributes, could help reduce the performance gap with
the baseline system.

The new BA-LR-v2 scoring achieves better performance
than the original BA-LR formulation for trials with multiple
enrollment utterances. In addition, it leads to a very natural
cross-domain scoring that relies on the modeling of the depen-
dence between attribute activations on both conditions. From
an explainability point of view, the modeling of the depen-
dence between probabilities of activations on two conditions
is crucial because it allows the weight of evidence of each
attribute to be balanced with the robustness of the attribute
across conditions.

Our first implementation with Gaussian copula leads to a
limited performance improvement for cross-domain scoring.
A better choice of the model of dependence between the
conditions could make this method more efficient, for instance
exploring other families of copulae.

VII. CONCLUSION

We introduce BA-LR-v2, a new formulation of BA-LR,
that bridges the gap with classical speaker verification scoring
models and improves performance for trials with multiple
enrollment utterances. In addition, we model the dependence
between the frequencies of activation of an attribute on two
conditions, which enables cross-domain speaker verification
scoring. Our implementation with a Beta-Bernoulli model and
a Gaussian copula gives consistent improvements over the
original BA-LR model, both in a controlled experiment on
VoxCelebl with a simulated channel degradation and on the
challenging NIST SRE24 corpus with cross-source trials. This
reduces the performance gap between the explainable BA-LR
system and state-of-the-art speaker verification systems, while
bringing a new dimension of explainability by introducing
into the weight of evidence of each attribute its robustness
to condition mismatch.
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Graphs: A Frugal and Explainable Approach
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Abstract—We present a frugal and explainable pipeline for
soft canonicalization in large, noisy Knowledge Graphs, designed
for intelligence applications. Unlike traditional clustering-based
approaches, our method combines blocking with string similarity,
a lightweight supervised classifier leveraging linguistic and graph
features, and selective Large Language Model (LLM) validation
at the decision frontier. Applied to a 180k-document corpus
on the Ukraine conflict, the pipeline achieves high precision
(0.998) while reducing LLM calls by up to 5x compared to
LLM-only baselines. Results demonstrate scalability to millions
of nodes, strong precision-recall trade-offs, and interpretable
outputs, enabling more trustworthy knowledge fusion in high-
stakes contexts.

Index Terms—Canonicalization, Knowledge graphs, dedupli-
cation, Hybrid NLP pipeline, Large Language Models (LLMs),
Intelligence analysis, Information extraction.

I. INTRODUCTION

When processing vast volumes of textual data, Knowledge
Graphs (KGs), widely used in downstream applications such
as search [1f], question answering [2], and recommendation,
offer an efficient way to build structured representations
of the information contained within a database. These
capabilities are particularly valuable in intelligence and
investigative scenarios, where it is critical to retrieve all
pieces of information connected to a specific actor, event,
or network [3]. KG utility is often limited by construction
noise. Ideally, each node maps to one real-world entity, but
NLP extraction from unstructured text yields multiple surface
forms for the same entity. Variation stems from synonymy,
typos/orthography/transliteration, and preprocessing errors.
In high-stakes settings, such duplication distorts analysis,
obscures links, and wastes resources. Hence, pipelines need
a deduplication/canonicalization layer. Yet robust, scalable
canonicalization for large, noisy KGs remains an open
challenge. While deduplication has been widely studied for
structured data, no flexible, effective, and scalable solution
exists to unify entity mentions in large, heterogeneous
real-world corpora. Many approaches depend on heavy
supervised training or features unavailable in operational
intelligence contexts [4]]. Large Language Models (LLMs)
offer strong language understanding, yet applying them
directly to multi-million-node KGs is prohibitively costly;
discarding them altogether would, however, forgo valuable
capabilities [5]. This motivates an architecture that is
(i) easily deployable across diverse technical stacks, (ii)

Louis Jourdain
ChapsVision
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independent of extensive training or rare features, (iii) able
to integrate heterogeneous signals (textual, graph-based,
and contextual)through rule-based NLP, similarity measures,
machine learning, and selective LLM use, and (iv) scalable
to Big Data intelligence scenarios. A further limitation in
current research is the mismatch between evaluation datasets
and real-world challenges. Common benchmarks such as
ReVerb45K [4] or COMBO [6] are small, lack realistic
noise, and contain few challenging minimal pairs, cases
where two entities have highly similar surface forms and
contexts but refer to different real-world entities. Moreover,
these benchmarks rarely evaluate precision—-recall trade-offs,
despite the fact that in high-stakes applications false merges
(incorrectly merging distinct entities) are often far more
damaging than missed merges.

We therefore focus on a task we call soft canonicalization, a
precision-first approach to entity normalization in Knowledge
Graphs. Rather than exhaustively clustering all mentions into
canonical entities, soft canonicalization only merges those
cases where all occurrences can be confidently attributed to the
same real-world entity. Ambiguous mentions are deliberately
left unmerged, reducing the risk of false merges that could
distort analysis in high-stakes scenarios.

In this work, we present a hybrid, cost-effective architecture
for trustworthy and explainable KG canonicalization, designed
for large-scale, noisy, intelligence-oriented datasets. We
evaluate it on a domain-specific corpus covering the ongoing
conflict in Ukraine to challenge its scalability, accuracy, and
cost savings compared to purely LLM-driven approaches.

The main contributions of this work are:

« Highlighting the limitations of state-of-the-art KG canon-
icalization in intelligence contexts and introducing soft
canonicalization as a precision-first alternative for high-
stakes datasets;

o Presenting a hybrid architecture that combines classical
similarity metrics, form- and graph-based heuristics, and
selective LLM invocation to optimize precision—recall
trade-offs;

o Reducing LLM cost through targeted, uncertainty-based
usage, applying LLMs only at the decision frontier;

o Ensuring interpretability so that analysts can trace and
trust the reasoning behind each merge.



II. BACKGROUND AND RELATED WORK
A. On Knowledge Graphs and Knowledge Bases

Working with large unstructured corpora is difficult: even

embeddings or vector search often lack the precision and
contextual depth needed for reliable navigation. Downstream
tasks are more effective when data is converted into struc-
tured representations. Among the most popular options, KG
represents knowledge as triples such as (Obama, was born in,
Honolulu), where nodes are entities or mentions and edges
are relations. KGs differ in schema complexity, ranging from
simple untyped co-occurrences to typed relations and entity-
typed nodes. Designing them always involves a trade-off:
stricter schemas yield precision and consistency, while looser
schemas facilitate coverage and easier extension.
KG construction ties to Information Extraction (IE). In Closed
IE, relations come from a predefined schema, but coverage is
limited [7]]. In Open IE, triples are extracted without schema
constraints, with relations often realized as verbal expressions
[8]l. For investigative contexts with vast, heterogeneous, noisy
sources, Open KGs are especially relevant [9]]. However, Open
IE extracts mentions, not canonical entities: aggregating men-
tions builds connections, yet synonyms and variants remain
fragmented and queries may miss relevant results or conflate
distinct real-world entities. Thus, KG building targets: (1)
coverage (capture entities and relations), (2) precision (correct
segmentation and labeling), and (3) entity canonicalization
(merge mentions referring to the same entity). This last step
is a full NLP task and is essential to maximize utility; a graph
where duplicates are merged is sometimes called an Entity-
Resolved Knowledge Graph.

B. Defining Deduplication

The presence of duplicates in databases has become in-
creasingly prominent with the rise of Big Data [[10] .The
concept of deduplication spans multiple NLP tasks, defined
by the nature of the objects being merged and the resources
available to do so. Literature identifies a variety of related
terms : author-name disambiguation, coreference resolution,
entity linking, identity resolution, object consolidation, record
linkage, schema matching [11]]. Deduplication, in its broadest
sense, refers to merging identical objects that appear multiple
times in a dataset. In structured databases, it is achieved
through field-level pattern matching or rules which is not
applicable to Open KGs. Entity Linking connects textual
mentions to entries in an existing knowledge base (KB) such
as Wikidata. While this enforces the principle that each KG
node corresponds to a single real-world entity, the approach
depends entirely on external resources that contain errors,
are incomplete, and rarely cover lesser-known individuals or
organizations which is a major limitation in investigative or
intelligence contexts. Coreference Resolution groups together
mentions in text that refer to the same entity, traditionally
within a single document but also in cross-document settings,
but do not consider graph structure [|12]], [13].

The term Canonicalization is used specifically in the context

of Open KGs. It involves clustering all mentions that refer to
the same entity. The term was first introduced by Gallaraga et
al. [7] from the observation that one important limitation of
Open KG is that nodes are mentions that were not converted to
a canonical form. This is typically approached as a clustering
problem. The distinction between these tasks is often blurred,
and techniques overlap. External KBs have been used for
canonicalization, and coreference resolution can feed into en-
tity linking. However, Open KG canonicalization faces unique
challenges due to the form—meaning ambiguity. A single form
may refer to different entities (Obama could denote Barack
or Michelle) and over-aggressive canonicalization can merge
distinct entities, degrading KG quality. Given these constraints,
complete deduplication in Open KGs is rarely achievable.
The practical objective is to design methods that balance
precision and recall according to the operational context. In
our case, high-stakes intelligence scenarios where false merges
are more damaging than missed merges. This motivates a soft
canonicalization approach: merging mentions only when all
their occurrences can be confidently assigned to the same real-
world entity. This strategy limits the risk of erroneous merges
but introduces challenges when dealing with homonymy, that
is to say cases where identical surface forms refer to multiple
entities.

C. From traditional to soft Canonicalization

Various NLP and Al techniques have been applied to
deduplication problems. We narrow our literature review to the
canonicalization of entities in Knowledge Graphs, while still
mentioning related work on deduplication in other contexts.
Most canonicalization methods are formulated as a clustering
problem: a pairwise similarity function is defined to compare
entities, and an algorithm, most often Hierarchical Agglomera-
tive Clustering (HAC), is used to group mentions into clusters.
The main differences between approaches lie in the features
used to compute the similarity metric. In the original work
on canonicalization [7], several text-based features such as
TF-IDF scores or Jaccard similarity were combined into a
single similarity value. These methods rely solely on surface
form.

Building on this intuition, later work sought to use additional
information to train mention embeddings. This notion of side
information is central to CESI [4]. Side information describes
the context in which the relations were extracted, and includes
entity linking, synonym extraction, word sense disambigua-
tion, IDF token overlap, and morphological information to
train task-specific embeddings. Other architectures, such as
COMBO, relied more heavily on pretrained word embeddings.
These approaches can link related mentions even when their
surface forms differ completely. However, these embedding-
based approaches still generally ignore the structure of the
Knowledge Graph itself and fails to differentiate closely
related entities (Barack Obama and Michelle Obama). Jiang
et al. proposed a GNN-based approach that leverages KG
connections as well as document co-occurrences [14]. It is
also possible to combine multiple features such as, Shen et



al. [15] use both graph and textual features to learn mention
embeddings. Liu et al. [[16] went further by jointly training
embeddings and clustering.

These supervised approaches are difficult to train, require
numerous features that are not always available or relevant
(e.g., links to external KBs), and tend to be highly domain-
specific. The reported F1 scores (around 0.8 on COMBO [6]
and 0.7 on ReVerb45K) are insufficient for real-world appli-
cations, especially in high-stakes contexts where precision is
prioritized over recall. These limits stem in part from the
clustering paradigm itself: difficulty in determining optimal
stopping criteria, no mechanism to edit raw clustering results
after embedding pretraining, and inherent fuzziness in vector
comparisons. Errors typically occur near the boundaries of the
embedding space, and optimal similarity thresholds vary from
one corpus to another. Without additional constraints, nothing
can be done to improve precision without severely degrad-
ing recall. To address these issues, we can draw inspiration
from related domains such as record deduplication, where the
problem is typically handled as a pipeline rather than a single-
step clustering process. For example, the Magellan system [[17]]
decomposes deduplication into distinct phases Blocking — a
fast, inexpensive heuristic to eliminate clearly unrelated entity
pairs, reducing the number of comparisons and avoiding O(n?)
complexity, Entity matching — identifying pairs that refer to
the same real-world entity using richer heuristics, and Entity
clustering — merging validated matches into canonical entities,
with an opportunity to correct inconsistencies. In contrast,
most canonicalization methods for Open KGs treat the task as
matching via clustering only, omitting these post-processing
stages.

Since their broad release in 2022, LLMs have renewed interest
in KG construction, particularly in Open IE [[1]], but have not
been applied directly to canonicalization as we define it. Zhang

et al. [[1§]], for instance, addressed relation canonicalization by
prompting an LLM to generate relation definitions and then
mapping or creating triples accordingly. For entities, LLM-
based pipelines usually follow an extract-refine strategy: (1)
retrieve duplicate candidates via vector similarity, and (2)
prompt the LLM to decide if pairs denote the same entity
(e.g., EntGPT [19]). This approach could, in principle, replace
the clustering phase in canonicalization pipelines, yet several
barriers remain: the high cost of prompting over millions
of entities, large token usage due to context requirements,
and weak performance on difficult cases such as initials,
short aliases, or domain-specific distinctions. More recent
agentic architectures combine textual and graph reasoning
for tasks like claim verification [20], and could be adapted
to canonicalization by orchestrating retrieval, comparison,
and decision-making. However, their computational overhead
renders them impractical for large-scale knowledge graphs
containing millions of entities. Viewing canonicalization as
a multi-step pipeline rather than a monolithic clustering task
allows heterogeneous methods to be combined. An LLM
stage placed at the end can correct the instability of vector
similarity while keeping usage targeted and affordable. The
challenge is to design robust heuristics that filter easy cases
early and reserve only borderline pairs for LLM judgment, thus
combining the scalability of symbolic or embedding-based
methods with the nuanced reasoning of LLMs. In contrast to
SoTA approaches that either trade precision for recall or rely
on costly, resource-heavy pipelines, our approach proposes
a frugal, explainable hybrid architecture that integrates rule-
based NLP, vector similarity, graph features, and selective
LLM calls to deliver high precision without prohibitive costs.
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matching, and selective LLM classification.



III. METHODOLOGY: A HYBRID CANONICALIZATION
PIPELINE

Our pipeline adopts the classical three-step deduplication
process (Blocking/Indexing — Matching — Clustering) while
exploiting the graph structure and textual contexts of an open
Knowledge Base to achieve soft canonicalization. Candidate
duplicates are first retrieved through string-based similarity
(blocking phase), narrowing the search space. Matching then
proceeds in two stages: a lightweight supervised model clas-
sifies pairs using linguistic and relational features, and an
LLM is invoked only on borderline cases to improve recall
while keeping costs manageable. Finally, clustering aggregates
duplicates transitively and resolves conflicts by retaining the
most frequent surface form. The result is a dictionary mapping
each entity to its duplicates in the knowledge graph, combining
scalability with precision through the hybrid use of symbolic,
statistical, and LLM-based methods.

A. Blocking Phase

Finding candidate pairs is a quadratic complexity problem.
A blocking phase quickly filters out obvious non-duplicates
using inexpensive string similarity metrics. At this stage, only
entity names are available, so blocking relies on surface-form
comparisons such as Levenshtein distance, which measures the
number of edits needed to transform one string into another
(e.g., Vladimir Poutine vs. Vladmir Poutine) or Jaccard sim-
ilarity, which compares the overlap of n-grams between two
strings making it useful for noisy or partially rearranged forms
(e.g., company names).

B. Hybrid Matching phase

1) Feature extraction: For each candidate pair, three cate-
gories of features are extracted.
First linguistic features, derived from textual contexts using
simple NLP rules: a boolean indicating whether one mention is
a hashtag or Twitter handle variant of the other (e.g. Emmanuel
Macron vs #EmmanuelMacron or @emmanuelmacron); a
boolean checking if the names match once normalized by
removing diacritics, dashes, special characters, and case dif-
ferences (e.g. Christine Dugoin-clement vs Christine Dugoin
Clément, both reduced to christine dugoin clement); and a
Levenshtein similarity score giving the edit distance between
the two strings.
Second, a cosine similarity feature is computed from con-
textual embeddings. Up to five sentences containing each
entity (50-300 tokens each) are retrieved for both the original
and candidate. Each context is encoded using a sentence
encoder to capture its semantic meaning. A cosine similarity
matrix is then computed by comparing the embeddings of the
original contexts with those of the candidate contexts. The
mean similarity is then calculated to obtain an overall cosine
similarity score for the pair.
Finally, graph-based features are derived from the Knowledge
Graph. Because nodes with overlapping neighbors are more
likely to be duplicates, while isolated nodes are often errors
or typos, we measure (i) the shortest path length between

the two nodes, e.g. Vladimir Poutine and Vladimimr Poutine
connected via Menace Nucléaire yield a path length of 1; and
(ii) the number of distinct shortest paths connecting them.
High-cardinality nodes with little informational value, such
as Ukraine in a war corpus, can connect almost every entity,
so paths passing through them are filtered out. Together,
these linguistic, embedding-based, and graph-derived features
provide a rich representation for distinguishing duplicates from
non-duplicates.

2) supervised binary classification: These features are
used to train a lightweight binary classifier, using a manually
annotated subset with a train/validation/test split to tune the
threshold for maximum precision. Each pair’s features are
fed to the model, which identifies duplicates while favoring
precision over recall.

3) LLM prompted as a classifier : Pairs classified as non-
duplicates can then be deferred to an LLM for secondary
validation. This two-stage process reduces LLM calls and
cost while preserving explainability through the use of an
interpretable model. The LLM is used via zero-shot prompting
[21] with a prompt containing a description of the classifi-
cation task, the entities and their contexts and guidelines to
guide the model on what constitutes relevant information while
identifying duplicate entities. The LLM must output a decision
(boolean) as well as a justification.

C. Clustering phrase

Although the term clustering is standard in the deduplication
literature, it does not fully reflect our approach, which does not
rely on distance thresholds or clustering algorithms. Instead,
we apply a frequency-based reorganization. For each duplicate
pair, the most frequent form in the database is chosen as
the canonical “original.”” Pairs are processed in order of
decreasing frequency, and duplicates are assigned according
to two simple rules : Single original rule. A duplicate can
only map to one original. If multiple candidates exist, the
most frequent form is selected. Transitivity rule. If an entity
has already been designated as a duplicate, all of its duplicates
are recursively reassigned to the same original. This procedure
ensures consistency and favors the most common variants as
canonical forms.

TABLE I: Input / Output of the clustering phase

Input: Candidate pairs Output: Clusters

Original: Volodymyr Zelensky

Candidates: Volodymyr Zelenski,
Volodymyr Zelenskx, Zelenski,
Volodymyr.Zelenski

Original: Volodymyr Zelensky
Candidate: Volodymyr Zelenski

Original: Volodymyr Zelensky
Candidate: Volodymyr Zelenskx

Original: Volodymyr Zelensky
Candidate: Volodymyr.Zelenski

Original: Volodymyr Zelensky
Candidate: Zelenski




IV. RESULTS AND EVALUATION
A. The UkrainlA Corpus

Existing deduplication benchmarks proved unsuitable for

our objectives: structured-record datasets lack textual contexts,
canonicalization corpora are designed for clustering, and most
resources assume relatively clean data, unlike the noisy real-
world material we target. We therefore built a corpus of
180,000 French-language documents on the war in Ukraine,
indexed in Elasticsearch. Sources include press articles, wire
dispatches, web-crawled blogs, and speech-to-text transcripts
of podcasts, with some OCR-derived text. All documents were
enriched using a hybrid NER system (rules, trained models,
and LLMs), then processed with open information extraction
to populate a relation index forming our knowledge graph.
All the relations are of the form (Entity A, Relation, Entity B)
with entities being NP groups and Relation Verbal expressions.
More than 6 million entities and concepts were extracted. Our
study focuses on person entities: 134,000 nodes overall, with
experiments limited to the 1,000 most frequent. Inspection
showed duplicates largely stem from orthographic variants
due to typos, inconsistent transliterations between Cyrillic and
Latin, and OCR or speech-to-text errors.
We make available two datasets to facilitate replication and
further research. First, we publish a set of 2,763 candi-
date pairs, each represented by the extracted features and
the corresponding decision assigned by our classifier (i.e.,
model predictions rather than human annotations), available
at: https://huggingface.co/datasets/Jourdain/Ukrainia_dataset_
duplicates. Second, we release the manually annotated corpus
used to train the classifier, which contains 400 pairs labeled
manually.

B. Technical stack and implementation choices

For the blocking phase, we relied on Elasticsearch’s native
fuzzy search, which adapts the Levenshtein distance to return
all strings within a maximum edit distance of 2 from a
query. Unlike Jaccard-based similarity, it requires no custom
analyzers and is particularly effective for spotting orthographic
variants, making it well suited to generate candidate duplicates.
For each candidate pair of entities, we computed a feature
vector x € R that captures both lexical and structural signals
of potential duplication. The following features were extracted:

1) Contextual similarity: A real-valued score in [0, 1]
representing the mean cosine similarity between the
context sentences of the two entities. For each entity,
up to five context sentences were considered, yielding at
most 25 pairwise comparisons. or sentence embeddings,
we used the BGE-M3 model ﬂ which is optimized for
sentence similarity and demonstrates robustness across
domains.

2) Hashtag variation: A binary indicator (1 = true, 0 =
false) denoting whether one entity is a hashtag variant
of the other.

Thttps://huggingface.co/BA Al/bge-m3

3) Normalized form match: A binary indicator specifying
whether the normalized string representations of the
entities are identical.

4) String edit distance: An integer in {1, 2} corresponding
to the Levenshtein distance between the two entity
strings.

5) Shortest path length: The length of the shortest path
between the two entities in the underlying knowledge
graph.

6) Path multiplicity: The number of distinct shortest paths
of the above length observed between the entities.

Each candidate pair is thus represented as a six-dimensional
feature vector (x1,xa,...,xs), which serves as input to the
downstream duplicate detection model.

The first stage of the matching pipeline employed a logistic
regression classifier trained on 400 manually annotated entity
pairs (90% duplicates, 10% non-duplicates). Since the original
corpus contained far fewer non-duplicates, we deliberately
oversampled them during annotation in order to improve their
detection, while still retaining a strong class imbalance that
reflects the real data distribution.

Model selection and threshold tuning were performed via
ten-fold cross-validation, with each fold partitioned into 60%
training, 20% validation, and 20% testing subsets. For each
fold, the decision threshold maximizing validation perfor-
mance was recorded, yielding ten candidate thresholds. We
adopted the median of these thresholds (0.9581) as the operat-
ing point for the classifier, and additionally recorded the third-
quartile threshold (0.9766) for later comparison. An overview
of the feature weights in the model is provided in Appendix [B}
For the second step of matching, we deployed an on-premise
Llama 3.1 8B model [22] in a zero-shot binary classification
setup (see Appendix [A] for the prompt).

C. Evaluation

In standard deduplication benchmarks, precision is the
primary metric, but two characteristics of our dataset require
nuance. First, while most benchmarks are dominated by
non-duplicates, our blocking strategy yields candidate pairs
that are mostly true duplicates. Reporting only precision
would thus mask false merges, so we also report recall for
the non-duplicate class as a better indicator of false positives.
Second, since we did not annotate all duplicates for the 1,000
most frequent person entities (which would require annotating
all person entities in the base), overall recall largely reflects
blocking selectivity rather than the pipeline’s true recall, and
F-scores must be interpreted with caution.

Blocking produced 2,763 candidate pairs. Logistic regression
classified 80% (2,223) as duplicates, forwarding the
remaining 20% to the LLM. We evaluated (i) each matching
step independently, with logistic regression using the median
threshold, (ii) the full hybrid pipeline at both the median
and third-quartile thresholds, and (iii) a baseline relying
exclusively on LLM classification. We also conducted an
ablation study to assess the contribution of each feature in the
logistic regression model. The detailed results are provided


https://huggingface.co/datasets/Jourdain/Ukrainia_dataset_duplicates
https://huggingface.co/datasets/Jourdain/Ukrainia_dataset_duplicates

TABLE II: Performance of matching steps, hybrid pipeline, and full LLM pipeline. Metrics are reported separately for the
duplicate and non-duplicate classes. Support = number of annotated pairs per class. LLM calls = number of candidate pairs

requiring LLM evaluation.

Setting Class Precision | Recall | Fl-score | Support | LLM calls

Step 1: Logistic regression Non-dup 0.189 0.944 0.315 107 -
Dup 0.997 0.837 0.910 2656

Step 2: LLM classification Non-dup 0.456 0.980 0.623 101 534
Dup 0.994 0.728 0.840 433

Hybrid pipeline (median threshold) | Non-dup 0.456 0.925 0.611 107 534
Dup 0.997 0.956 0.976 2656

Hybrid pipeline (3rd quartile) Non-dup 0.398 0.963 0.564 107 835
Dup 0.998 0.942 0.969 2656

Full LLM pipeline Non-dup 0.237 0.981 0.382 107 2763
Dup 0.999 0.873 0.932 2656

in Appendix [C] On our corpus, the LLM alone reached 0.999
precision on duplicates and 0.981 recall on non-duplicates,
producing only two false positives and confirming the strength
of such models for this task. Using a hybrid approach enabled
us to successfully detect 315 duplicates that would have been
missed using the classifier only. The hybrid pipeline achieved
comparable precision (0.997-0.998). See Appendix for
an analysis of false positives. This balance demonstrates the
value of a modular approach that preserves high precision
while keeping computation under control. In terms of cost,
our pipeline makes up to 5 times fewer LLM calls than the
full LLM pipeline and runs 2.3 times faster, placing it ahead
in terms of cost and explainability constraints (see Appendix

B).

Beyond evaluation metrics, it is important to emphasize the
operational significance of our results. Out of approximately
134,000 person entities in the corpus, the system detected and
merged 2,538 duplicate entities into the final graph, while
missing only 118 duplicates. The number of false merges
remained very low (8 cases in total), and all arose in situations
of high contextual ambiguity that would have challenged even
professional human analysts. Notably, three of these errors
were traced back to ambiguities already present in the source
documents themselves (see Appendix [DJ.

The system demonstrated robustness in fine-grained distinc-
tions. For example, it correctly identified that the typo Alexan-
dre Jousset referred to the investigative journalist Alexandra
Jousset (author of a documentary on the Wagner Group), while
also distinguishing Alexandre Rousset, a political journalist at
Les Echos. Similarly, Alexander Nemenov was correctly paired
with Alexandre Nemenov and successfully distinguished from
Alexander Nemov.

The approach proved particularly valuable on the UkrainlA
corpus, which contains a large number of transcriptions. In
this context, the system successfully merged 39 distinct or-
thographic variants of Volodymyr Zelensky, thus normalizing
orthography in 1006 different documents that mentioned him.
Such deduplication has immediate benefits for downstream

tasks. For instance, when applied in a Graph-RAG framework,
entity normalization ensures that information is correctly con-
solidated, thereby preventing artificial gaps in graph connec-
tivity and improving the reliability of retrieval and reasoning
processes.

V. LIMITATIONS AND PERSPECTIVES

A. Limitations

While the proposed canonicalization pipeline achieved ro-
bust results on the UkrainlA corpus, several limitations remain:
While the results obtained on our corpus are very encouraging,
further work is needed to assess the robustness of the method
beyond the top 1,000 person entities and to confirm its appli-
cability to other entity types such as organizations, locations,
or abstract concepts. The approach could also be tested on
different corpora, whether in intelligence contexts or in other
domains. Initial experiments could reuse the classifier trained
on the Ukraine corpus, followed by domain-adapted classifiers
to evaluate whether comparable performance can be achieved
across settings.

In this study, we were able to evaluate only the matching phase
of the pipeline. As a result, we cannot provide a complete
assessment of recall, defined as the proportion of correct pairs
detected and merged by the pipeline relative to all mergeable
entities in the KG (i.e., all cases where every textual occur-
rence of both terms refers to the same real-world entity). With
more than one million entities, manually annotating the entire
corpus was infeasible, and we were unable to comprehensively
assess the performance of the blocking phase.

We deliberately limited blocking to form-similarity features for
several reasons. While sentence embeddings of an entity’s con-
text proved highly effective in the matching phase, we chose
not to use them in blocking. Entity-only embeddings such as
AIBERT [23| capture surface form but fail to represent the
entity’s meaning across multiple contexts. We experimented
with token-based embeddings (CamemBERT) [24] by max-
and mean-pooling over the entity tokens, but cosine similarity
between these vectors failed to produce a clear separation



between correct and incorrect pairs. In contrast, sentence-
based embeddings, which represent the contexts in which
an entity appears, yielded better results. However, reusing
them in blocking would have been redundant with their role
in matching. Sentence embeddings also introduce practical
limitations:

o A sentence often contains multiple entities, which can
dilute the signal for the entity of interest.

¢ When comparing contexts for entities z and y, all
combinations (z X y) must be considered, leading to a
combinatorial explosion in candidate pairs.

o This shifts the problem into scenarios where incorrect
pairs vastly outnumber correct ones, making matching
more difficult.

By relying solely on form-based blocking, we risk miss-
ing candidates with highly dissimilar surface forms (e.g.,
“Obama” vs. “the 44th President of the United States”). Future
work could investigate entity-based embeddings or KG node
embeddings to address this gap. Currently, blocking relies
on Levenshtein distance, efficiently implemented as “fuzzy
search” in Elasticsearch. Other form-similarity metrics, such
as Jaccard similarity or TF-IDF scores, show promise for
expanding candidate lists. The challenge is to integrate these
metrics efficiently into the search engine, avoiding the O(n2)
complexity that arises in the worst case while ensuring fast
execution.

In this work, soft canonicalization was used primarily as a
normalization process: grouping textual variants of the same
entity and removing redundant mentions caused by dataset
imperfections. Many academic studies on canonicalization
start from clean corpora without such noise. By contrast, our
focus was on merges with high operational impact, prioritizing
scalability and applicability in real-world, imperfect datasets.
This aligns with the distinction in structured data deduplication
between clean entity resolution and “dirty” entity resolution,
where the latter explicitly accounts for noisy and incomplete
data. Traditional canonicalization largely targets clean KBs;
our approach adapts these techniques to messy, large-scale
intelligence scenarios.

B. Perspective for future works

The architecture we introduced is highly modular, allowing
refinement of the candidate selection phase, the addition of
new features, or experimentation with alternative model archi-
tectures. It does, however, require a minimal set of annotated
pairs to tune the matching model. In this respect, our design
philosophy follows the approach of Magellan for structured
record deduplication, offering a pipeline that data scientists can
adapt and iterate on to suit both their deduplication objectives
ang the characteristics of their dataset.

As we have shown, training the regression model on only a few
hundred annotated pairs yields robust performance on corpora
similar to the training data. However, we did not have the
opportunity to test its stability under significant domain shifts.
In practice, parameter adjustments may be needed when the

nature of the data changes substantially. We therefore advocate
treating canonicalization not as a one-off operation, but as an
iterative process. The removal of some duplicates can reveal
new connections that point to further merges, and different
deduplication settings can target distinct types of duplicates.
Keeping a human in the loop, both for validation and for
strategic guidance, ensures the process remains aligned with
operational needs while requiring minimal annotation effort
during data exploration.

This work also needs to be viewed in the broader context
of Knowledge Graph (KG) construction. Canonicalization is
often considered a downstream “normalization” step, but the
duplication problem often originates earlier, during Open In-
formation Extraction and cross-document coreference resolu-
tion. Our pipeline acts as a corrective rather than a preventative
measure. In principle, the same techniques could be applied
upstream, integrating a linking phase into KG construction so
that new entities are matched against existing graph nodes as
they are created. This, however, carries a risk: early in the
process, when the graph is still sparse, errors in linking could
propagate and be harder to detect. It is therefore possible that
batch canonicalization at a later stage yields better results than
fully online integration during KG building.

Finally, the boundary between KG-level and database-level
deduplication is often artificial. Duplicates that appear in
the graph frequently mirror duplicates in the underlying data
from which it was built. Addressing both levels can improve
overall data quality, with canonicalization serving as a form of
textual normalization. As highlighted by Mel Richey El, there
is an ongoing debate between graph-based entity resolution
and dataset-level entity resolution. The highest-fidelity graphs
typically require both:

1) Resolving entities within and across datasets before
they are ingested into the graph minimizes large-scale,
computationally expensive post-processing.

2) Ensuring that only resolved entities enter the graph
reduces operational costs while improving downstream
analytics.

Our contribution shows that modular, frugal, and explain-
able canonicalization methods can play a role in both correc-
tive and preventive strategies, and that operational intelligence
contexts stand to benefit from embedding these methods into
the KG lifecycle

VI. CONCLUSION

We introduced a modular pipeline for soft canonicalization
in noisy knowledge graphs, combining classical similarity
metrics, graph-based heuristics, and selective LLM usage.
Applied to the UkrainlA corpus, our approach demonstrated
that high precision can be achieved at scale while drastically
reducing reliance on costly LLM calls. By separating blocking,
matching, and clustering into interpretable steps, the system
remains both frugal and explainable, allowing analysts to

Zhttps://towardsdatascience.com/entity-resolved-knowledge-graphs-
6b22c09a1442



trust and adjust its decisions. Beyond this case study, the
pipeline provides a flexible foundation for canonicalization in
intelligence contexts, where data is heterogeneous, imperfect,
and high-stakes. Future work will extend evaluation to broader
entity types and domains, and explore upstream integration
of canonicalization into the knowledge graph construction
process.
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APPENDIX A
PROMPT TEMPLATE FOR ENTITY RESOLUTION

<prompt>
<task>
This is a task of entity resolution. You must determine whether two
named entities refer to the exact same real-world entity.
</task>

<guidelines>
You must base your decision not only on the names, but also on
contextual information:
<criteria>
<item>Location</item>
<item>Organization or affiliation</item>
<item>Occupation or role</item>
<item>Dates and events mentioned</item>
</criteria>
</guidelines>

<warnings>
<warning>
Be careful: the entity names are often very similar but may contain
typos, abbreviations, or small spelling differences.
</warning>
<warning>
Be careful: two entities that have the same role but do not belong
to the same country do not refer to the same real-world entity.
For example, the French Air Force and the British Air Force do not
refer to the same real-world entity, even if they have a similar
role in their respective countries.
</warning>
</warnings>

<entities>
<entityA>
<name>{ {ENTITY_A_REPLACE} }</name>
<contexts>{{CONTEXTS_A_REPLACE}}</contexts>
</entityA>
<entityB>
<name>{ {ENTITY_B_REPLACE} }</name>
<contexts>{ {CONTEXTS_B_REPLACE}}</contexts>
</entityB>
</entities>

<outputInstruction>
Respond ONLY with a JSON object matching the expected schema.
<responseRules>
<rule>If you are certain the two entities refer to the same
real-world entity, set "reponse" to true.</rule>
<rule>If you are certain they are different, set "reponse" to
false.</rule>
<rule>If you are uncertain or the information is insufficient,
set "reponse" to false.</rule>
</responseRules>
</outputInstruction>
</prompt>




APPENDIX B
LOGISTIC REGRESSION WEIGHTS FOR DUPLICATE DETECTION

This annex presents the explainability analysis of the features used by the logistic regression classifier in the first matching
step. Coefficients are shown with sign-aware highlighting: positive (green) values increase the probability that a pair is a
duplicate, while negative (red) values decrease it. Magnitudes are not directly comparable to raw feature scales; they should
be interpreted given feature standardization and the logistic linkEl

TABLE III: Logistic regression feature weights with explanations (green = promotes merge, red = discourages merge)

Feature Description Weight Explanation

Cosine similarity Cosine similarity between contextual embeddings 1.669200 Dominant positive signal: higher contextual similarity
of the original and the candidate strongly increases the likelihood of a true duplicate.

Nb of shortest paths Number of distinct shortest paths in the KG 0.521182 Multiple short connective routes suggest shared neighbor-
between the two nodes hoods; increases merge likelihood.

Hashtag Indicator that the candidate is a hashtag/handle 0.321581 Social-media style variants (#name, @name) frequently de-
variant of the original note the same entity; mildly promotes merging.

Normalized Indicator that both strings match after normaliza- 0.207721 Post-normalization identity supports merging, especially for
tion (diacritics, case, dashes, punctuation) orthographic noise.

Levenshtein “distance” proxy | Number of character edits required for the strings | —0.428570 | More edits imply farther surface forms; discourages merging
to match unless context compensates.

Shortest path length Number of nodes on the shortest path between | —0.571087 | Longer paths indicate weak proximity; reduces merge like-
the two entities in the KG lihood (helps curb graph-based false positives).

Detailed analysis. Cosine similarity is the decisive differentiator: when contextual evidence is strong, the model assigns a
high log-odds to a merge decision, often overcoming small spelling or tokenization differences. Graph signals refine that
decision. A larger number of shortest paths (for fixed path quality) suggests dense shared neighborhoods, which frequently
arise for co-mentioned persons in recurring stories; this boosts confidence without requiring direct string similarity. Conversely,
longer shortest path lengths penalize merges by indicating sparse or indirect connections; this is especially useful to avoid
“hub” pitfalls where high-degree nodes (e.g., Ukraine in a Ukraine-war corpus) could otherwise spuriously connect unrelated
mentions.

Linguistic features act as pragmatic tie-breakers. The Hashtag indicator captures a common aliasing pattern in OSINT and
media data (#EmmanuelMacron, @emmanuelmacron), which provides weak but reliable evidence. The Normalized match
feature counters OCR/ASR and typographic noise by collapsing diacritics, punctuation, and case; it improves recall on near-
miss variants without inflating false positives. The (inverse) Levenshtein signal discourages merges as edit distance grows,
but its negative impact is moderated whenever contextual similarity is high, allowing the model to merge semantically close
mentions that differ in transliteration or spacing.

Taken together, these coefficients implement a robust decision logic: (i) default to context (cosine) as the primary signal;
(ii) use the graph to reward dense, short-range proximity and penalize tenuous links; and (iii) let inexpensive string cues
arbitrate borderline cases. This division of labor explains the model’s behavior on ambiguous pairs: when cosine is neutral
(around 0.5), small boosts from Normalized or Hashtag can tip the scales, whereas long path lengths or large edit distances can
veto merges that would otherwise be suggested by noisy context overlaps. In operational settings, this yields an interpretable,
precision-oriented front end that filters most pairs before the LLM step, thereby reducing cost while preserving analyst trust.

3If features were standardized (zero mean, unit variance), coefficients are on a comparable scale; otherwise, interpret relative to typical feature ranges.



APPENDIX C
ABLATION STUDY ON THE CLASSIFIERS’S FEATURES
This annex reports the results of our ablation study, designed to evaluate the contribution of each feature family:
C Cosine similarity (context embeddings),

G Graph features (number and length of shortest paths),
L Linguistic features (Levenshtein similarity, hashtag, normalization).

The evaluation focuses on three metrics most relevant to our use case:

1) Precision on the duplicate class (high precision is critical in intelligence),
2) Recall on the non-duplicate class (to limit false merges),
3) Recall on the duplicate class (to maintain coverage).

TABLE IV: Ablation results across feature subsets. Best values are highlighted in green, worst in red.

Feature set Dup. Precision | Non-dup. Recall | Dup. Recall
L 1.00 1.00 0.03
CGL (our model) 0.98 0.92 0.59
C 0.98 0.91 0.52
CG 0.98 0.91 0.47
CL 0.97 0.84 0.57
G 0.95 0.99 0.06
GL 0.95 0.96 0.12

Analysis. The full model (CGL) offers the best balance across metrics, achieving both high precision (0.98) and strong recalls
(non-duplicate: 0.92, duplicate: 0.59). By contrast, feature subsets that optimize one metric do so at the expense of others:
o Using linguistic features alone (L) yields perfect precision but collapses duplicate recall (0.03), making it practically
unusable.
o Graph features (G) maximize non-duplicate recall (0.99) but severely underperform on duplicate recall (0.06), reflecting
their tendency to over-separate entities. The graph structure is not informative enough to enable decision.
o Cosine similarity (C) is the strongest standalone predictor, balancing precision and recall reasonably well, though still
below the full model.
o Combining features (e.g., CL, CG) improves robustness but never outperforms the full CGL pipeline.
In short, ablation confirms that no single feature family suffices: cosine similarity anchors the model, graph features
provide structure-aware regularization, and linguistic cues resolve borderline cases. Their combination explains why the
CGL pipeline consistently outperforms weaker alternatives in high-stakes deduplication.

B Dup precision
1.0 = Non-dup recall
B Dup recall
of BN BN B BEE En B BN
E) 06 ,,,,,,,,,,,,,,,,,,,,,,,,,,
o
o
%)
0.4 NN EEEEEE EEEEE BRSO BN B
0.0 i i i i i i i
L CGL (ours) C CG CL G GL

Fig. 2: Ablation study of Feature Subsets



APPENDIX D

FALSE POSITIVES: FEATURES AND ANALYSIS

This annex details the eight false positives. Table [V] lists the model features for each pair; Table [V]] provides a short human
analysis explaining the confusion.

TABLE V: Feature outputs for false-positive pairs (green = favorable to merge, red = risky)

Original Candidate Lev. | Norm. | Hash. | Cosine | Len sp | # sp
Olivier Véran Olivier Véron 1 False False 0.39124 0 0
Emmanuel Macron Emmanuel Mandon 2 False False 0.39773 1 1
Aleksandar Vudié Aleksandar Vulin 2 False False 0.53017 1 4
Anne Rovan Anne Jouan 2 False False 0.54916 0 0
Guillaume Daret Guillaume Garot 2 False False 0.57206 2 4
Oleg Orlov Oleg Perlov 2 False False | 0.58875 0 0
John Kirby John Kerry 2 False False | 0.60165 1 2
Dmitry Peskov Dmitry Lyskov 2 False False | 0.66919 3 0

Notes. “Len sp” = shortest-path length; “# sp” = number of distinct shortest paths. Colors are heuristic: higher cosine and path
count (green) tend to promote merges; higher edit distance and long paths (red) discourage merges.

TABLE VI: “Who

is who” analysis for each false-positive pair

Original

Candidate

Analysis (who is who and why confused)

Olivier Véran

Olivier Véron

Véran: former French Minister of Health; Government spokesperson.

Véron: economist; the name here stems from a journalistic mistake : actual person is Nicolas
Véron. Orthographic proximity and French political context drove the merge.

Emmanuel Macron

Emmanuel Mandon

Macron: President of France.

Mandon: French MP (LREM, Macron’s party). Party/role proximity inflated similarity.

Aleksandar Vucié

Aleksandar Vulin

Vucéié: President of Serbia.

Vulin: Deputy PM; former head of the Security Intelligence Agency. Both times under Vucic,
which resulted in co-mentions and inflated similarity.

Anne Rovan

Anne Jouan

Rovan: French journalist, Brussels correspondent.

Jouan: investigative journalist, author on the Mediator affair. Mentioned briefly during an emission
on the Ukraine war in a sentence announcing a coming up subject on the mediator drug.

Guillaume Daret

Guillaume Garot

Daret: French journalist.

Garot: French MP (Mayenne). Same first name + frequent co-mentions in French political news.

Oleg Orlov Oleg Perlov Orlov: Russian human rights activist.
Perlov: likely Andrey Perlov (retired race walker). Both referenced around Russian detentions;
same first name, sparse contexts.

John Kirby John Kerry Kirby: White House National Security Communications Advisor.

Kerry: U.S. Special Presidential Envoy for Climate. Author accidentally used Kerry instead of
Kirby; U.S. gov’t context and similar surnames.

Dmitry Peskov

Dmitry Lyskov

Peskov: Kremlin Press Secretary.

Lyskov: Head of press service for the Kaliningrad enclave. Russian government media contexts
and same first name increased confusion.

These errors cluster around :

1) role/affiliation proximity (same party, same government, same beat)
2) orthographic similarity (close edit distance, same first name)
3) noisy context windows (brief mentions, newsroom slips)

This annex highlights two complementary error regimes:

1) LLM false positives, where the large language model overrode its own uncertainty or hallucinated attributes;
2) Logistic regression false positives, where the statistical model was misled by inflated similarity signals.



4.0

Levenshtein -  1.00

3.5
Normalized -  0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 3.0
2.5

Hashtag -  0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
=2.0

Cosine sim-  0.39 0.40 0.53 0.55 0.57 0.59 0.60 0.67
-15
Len shortest path - 0.00 1.00 1.00 0.00 0.00 1.00 3.00 -1.0
-0.5

Nb shortest paths-  0.00 1.00 4.00 0.00 4.00 0.00 0.00
(\. (\. o \ o A. *. \\. -0.0

: Q
S & & R & ® & O
N 0 \ \X © Q% \ >
\ N O \ O \ \
& N & & & S ° s
il & < Q9 S S & S5
& G P e <# ) & <
& N & & o S o
O K3 NG v N ((\\
& X3 > Q
?.
&
Q/((\

Fig. 3: Heatmap analazing the features involved in incorrect decisions

LLM False Positives

These two pairs were correctly rejected as non-duplicates by the logistic regression model during the first stage, but
erroneously accepted as duplicates by the LLM.

1y

2)

Olivier Véran / Olivier Véron :

LLM rationale: "Both entities have the same name and occupation (porte-parole du Gouvernement), and they are
mentioned in the same contexts, which suggests that they are the same person. The difference in spelling (Véran vs
Véron) is likely a typo.”

Comment: The LLM hallucinates an occupation that does not appear in the candidate’s only context. No evidence links
“Olivier Véron” to a government spokesperson role.

Emmanuel Macron / Emmanuel Mandon :

LLM rationale: "Both entities have the same name, Emmanuel, and the contexts provided suggest that they are both
politicians. The contexts for entity A mention Emmanuel Macron as the President of France, while the context for entity
B mentions Emmanuel Mandon as a deputy. However, the names are very similar and it is possible that Emmanuel
Mandon is a misspelling or a variation of Emmanuel Macron’s name. Further investigation is needed to confirm the
identity of Emmanuel Mandon, but based on the information provided, it is likely that the two entities refer to the same
real-world entity.”

Comment: The LLM contradicts itself. It explicitly states that “further investigation is needed” (thus acknowledging
insufficient evidence), yet still outputs a positive label. In doing so, it violates the caution directive: “If you are uncertain
or the information is insufficient, set response to false.”

Logistic Regression False Positives

In contrast, the logistic regression model is dominated by the cosine similarity of contextual embeddings. Graph-derived and
linguistic features are designed to act as counterweights. Most false positives occur when cosine similarity is unusually high
while other features fail to oppose it strongly enough.

Errors are driven by :

1y
2)
3)
4)

Authorial mistakes : contexts where journalists misattribute the same role or position to two distinct individuals.
Impoverished contexts : candidates appearing only once in a low-information sentence (e.g., name lists).

Contextual overlap : cases where each entity is cited within the other’s context window, artificially inflating relatedness.
Very similar contexts : situations where both entities share multiple attributes in their contexts, leading to elevated
cosine scores.



APPENDIX E
FRUGALITY AND TOKEN COST

This annex compares the financial and runtime costs of our proposed hybrid pipeline against a full LLM pipeline that relies
exclusively on LLM classification in the matching phase. All evaluations were conducted on the 1000 most frequent entities
from our soft canonicalization run. LLM costs are derived from token pricing published on prompthub.us, using average
input/output token counts and call frequencies observed in our experiments.

5.1 Token Costs by Model

TABLE VII: Cost per million tokens (in USD) from prompthub.us.

Model Input tokens | Output tokens
Llama 3.1 8b (Azure) 0.31 0.61
GPT-5 1.25 10.00

5.2 Comparative Pipeline Costs

TABLE VIII: Comparative costs of the hybrid pipeline vs a full LLM pipeline. Costs expressed in USD.

Pipeline Pairs | LLM Calls | Input Tokens | Output Tokens | GPT-5 Cost | Llama 3.1 8b Cost
Hybrid pipeline | 2763 534 694,827 51,820 1.38673 0.24006
Full LLM 2763 2763 3,597,426 270,774 7.20452 1.24440

5.3 Runtime Comparison

TABLE IX: Pipeline runtimes vs projected full LLM runtime (average of 1.135 calls/sec).

Pipeline Calls | Avg Calls/sec | Runtime (sec) | Runtime (min)
Hybrid pipeline 534 1.135 1823 30.38
Full LLM 2763 1.135 4283 71.37

5.4 Analysis

The hybrid pipeline delivers a 5.2x reduction in token costs (from $7.20 to $1.38 on GPT-5), and a 2.3x runtime speedup

(71.4 minutes — 30.4 minutes). This frugality comes from leveraging lightweight similarity and graph heuristics to filter out
easy negatives, reserving LLM calls only for ambiguous cases at the decision frontier. In intelligence contexts, this balance
of efficiency, precision, and interpretability is critical: it allows high-quality canonicalization while keeping costs bounded and
throughput realistic for operational deployments.
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Abstract—Khiops is an open source machine learning tool
designed for mining large multi-table databases. Khiops is based
on a unique Bayesian approach that has attracted academic
interest with more than 20 publications on topics such as
variable selection, classification, decision trees and co-clustering.
It provides a predictive measure of variable importance using
discretisation models for numerical data and value clustering for
categorical data. The proposed classification/regression model is
a naive Bayesian classifier incorporating variable selection and
weight learning. In the case of multi-table databases, it provides
propositionalisation by automatically constructing aggregates.
Khiops is adapted to the analysis of large databases with millions
of individuals, tens of thousands of variables and hundreds
of millions of records in secondary tables. It is available on
many environments, both from a Python library and via a user
interface.

Index Terms—Khiops, AutoML, frugal, multi-table, XAI

I. WHAT MAKES KHIOPS DIFFERENT

Khiops is an end-to-end Machine Learning (AutoML) so-
lution that natively and effortlessly handles complex and
time-consuming data science tasks on multi-million instance
datasets. Khiops tasks include variable engineering (A), data
cleaning and encoding (B), and parsimonious model learning
(C) (see Figure |I|) Khiops also includes features that allow it
to be fully explainable (XAI).

The AutoML capability allows Khiops to process tabular or
relational data with complex star or snowflake schemas. This is
a real differentiator in a variety of situations, particularly when
dealing with use cases with multiple records per statistical
individual (such as calls, transactions or production logs).
In a world of increasingly sophisticated cyber attacks, log
analysis has become a necessity. Imagine being able to identify
an intrusion in real time or precisely retrace an attacker’s
route to limit the damage. That’s exactly what effective log
management can do [1]], [2].

The uniqueness of Khiops lies in its different approach
to typical AutoML solutions, which often run an expensive
range of complex algorithms on parameter sets using grid
search. Instead, Khiops uses an original formalism called
MODL (which is hyperparameter-free), allowing it to push
the boundaries of automation on very large multi-table datasets
and push the boundaries of automation. This allows it to build
high-performance models that are simple to deploy and easy

to interpret. Khiops comes with a low-code Python library
that offers an efficient AutoML pipeline in a simple .fit()
function. Its sophisticated algorithms are easy to use, thanks to
its Python library that follows Scikit-learn (sklearn) standards.
Khiops facilitates automatic learning in a complete safety
environment. This approach significantly reduces the time
spent on the modelling phase, allowing users to allocate more
time to analyse their models and gain a deeper understanding
of their data, while requiring minimal coding.

Khiops is equipped with an interactive visualisation tool that
provides full access to the preparation and modelling results
directly from a notebook or dedicated application. Conse-
quently, there is no requirement to write specific visualisation
code to present and interpret modelling results. In addition,
Khiops offers a version with a graphical interface that allows
all learning algorithms to be used without the need to write
a single line of code, making it easily usable by business
domain specialists without requiring in-depth knowledge of
data analysis.

II. AN ORIGINAL BAYESIAN FORMALISM

Whether for variable creation, transformation and selec-
tion, co-clustering or decision trees, Khiops uses an original
Bayesian formalism, MODL [3]. The MODL approach aims
to select the most likely model given the training data. Bayes’
formula is therefore the starting point for deriving the optimi-
sation criteria used, the general form of which is as follows:

P(h)P(d]h)

arg TeagP(h\d) = argmaz P)

All MODL optimisation criteria are designed in the same
way (optimal coding, automatic variable engineering and par-
simonious learning), according to the following steps:

o define the H family of models, i.e. the modelling param-
eters, as a function of the learning task to be performed
(i.e. ‘H can be a discretization [4], a grouping of values
[5] or a decision tree [6]);

o define the prior distribution on these parameters P(h),
which is always hierarchical and uniform at each stage
of the hierarchy;
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« obtain an optimisation criterion from the development of
Bayes’ formula, taking into account the likelihood term
P(d[h);

o learn the model by optimising the final criterion.

In information theory, the model selection problem de-
scribed above can be translated into an encoding problem, the
aim of which is to find the most compact way of encoding an
information source for transmission over a telecommunications
channel. Consider an information source emitting symbols [for
example, a, b, c, etc.] whose alphabet is known. In information
theory, the negative logarithm of the probability of a symbol
being transmitted (—log(P(a))) represents its optimal coding
length, denoted by L and expressed in bits. According to
Shannon’s intuition, the most efficient encoding strategy is
to assign a short coding length to the most frequent symbols.
Similarly, the probabilities in Bayes’ formula above can be
replaced by negative logarithms to obtain a MODL criterion
to minimise, which can be interpreted as follows:

~log(P()-P(dlh) = L(h) + L(d}h)

Prior  Likelihood

« the prior corresponds to the coding length of the model,
i.e. the number of bits needed to describe it;

o the likelihood is the coding length of the training data

knowing the model.

In this particular instance of the encoding problem, the
model is first transmitted over the telecommunications chan-
nel, followed by the data. The Minimum Description Length
(MDL) principle aims to select the most compact model
describing the data, and is applied in the MODL approach by
choosing a hierarchical prior representing successive choices
of model parameters.

III. TOOL PRESENTATION

The Khiops tool integrates the work carried out at Or-
ange Research on data preparation, automatic construction of
variables for multi-table databases and large scale modelling.
Since 2024, the Khiops V10 version has been open source.
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Machine learning process implemented by Khiops

The very recent last version (V11) includes the following main
features:

o management of multi-table data,

o automatic feature construction to generate a flat table of
individuals x variables,

o automatic feature construction from text variables,

o optimal data preparation via discretisation and value
grouping,

« random forests for classification and regression,

« modelling using a naive Bayesian classifier, with optimal
univariate pre-processing, variable selection and learning
of weights for each variable,

o deployment of models directly on multi-table bases,

« interpretation and reinforcement models,

o optimal histograms for univariate data exploration,

o variable x variable coclustering, for joint density estima-
tion,

« instance X variable coclustering, for exploratory analysis,

« end-to-end management of sparse data,

« handling of local as well as cloud storage.

The tool is written in C++ for the algorithmic component
and Java for the graphical interface. It can be used with
either a graphical user interface or a Python library, allowing
for easy integration into a processing pipeline.. There is also
an interactive visualisation tool available for inspecting the
results of preparation, modelling and evaluation (see Figure ).

Khiops is available at http://www.khiops.org. The current
version (V11) is used in a wide range of applications:
including customer marketing (attrition models, appetite for
new services, etc.), text mining, web mining, banking, social
networks, technical and economic studies, internet traffic
characterisation, ergonomics, user sociology, fraud detection,
.. It has been used with learning databases containing millions
of individuals and hundreds of millions of secondary records.


http://www.khiops.org

A. Installation :

The Khiops python library is easy to install using the conda
package manager.

# Windows/Linux/macOS
conda install khiops -c conda-forge -c khiops

B. Automatic variable construction:

In the case of multi-tables, this is one of the major
contributions of the tool. It is based on the description of
a multi-table star or snowflake schemeﬂ with a root table
containing the individuals to be analysed (e.g. customers)
and secondary tables in 0-1 or O-n relationships containing
records completing the description of the individuals (e.g.
communication details).

The only user parameter is then the number of variables
to be constructed, by systematically applying selection or
aggregation functions. This method used [7] exploits a
Bayesian regularisation approach based on a parsimonious
prior distribution over the potentially infinite set of all
the variables that can be constructed. Variables are then
constructed using an efficient sampling algorithm according
to this prior distribution. The resulting method is simple to
use, computationally efficient and robust to the problem of
overlearning. The creation of MODL decision trees is the
final step in the AutoML pipeline implemented by Khiops.
This optional pre-processing step involves building decision
trees from native variables and aggregates [6], resulting in the
model as a parsimonious AutoML "random forest" model.

The important point to understand here is that the users
only need to provide the schema of their data and the
number of variables to be constructed, with selection and
aggregation functions applied systematically. The process is
fully automated. This saves a great deal of time, as there is
no need to build aggregates by hand, which would require
considerable business expertise. It also means that aggregates
can be discovered on subjects where the Khiops user is not
an expert, as well as new aggregates (new knowledge) on
familiar subjects. The ‘accident’ use case below is clearly not
an example of cyber defence, but all the principles remain
valid.

C. Optimal preparation :

Data is prepared using supervised discretisation [4]] for
numerical variables and supervised grouping of values [5]]
for categorical variables. The associated methods exploit a
Bayesian model selection approach to construct the most
likely preparation model given the data, which provides an
accurate and robust estimate of the univariate conditional

'The terminology used is similar to that of data warehouses, such as star
or snowflake schemas. However, here we are not talking about concepts for
structuring a data warehouse, but rather about describing individuals in a
statistical analysis, with some variables coming from the root table and others
from secondary tables.

density per descriptive variable.

D. Parsimonious learning:

Modelling takes advantage of all initial variables, as well
as those constructed after preparation, combining them using
a naive Bayesian classifier with variable selection and direct
learning of weights per variable [8].

E. Automatic adaptation to material resources:

Khiops adapts its algorithms to the available hardware
resources (RAM and CPU). Khiops divides the data into a
more or less fine-grained matrix of files by partitioning the
instances into rows and the variables into columns, depending
on the learning task in hand and the hardware resources
available. The successive stages of the AutoML pipeline
are algorithms that process either rows or columns of the
root table. For example, optimal encoding is a column-based
algorithm, since each discretisation or clustering model can
be learned independently for each variable. On the other
hand, once the pipeline is executed, making predictions is a
row-based algorithm, since each example can be processed
independently. The aim is to optimise the execution time of
these algorithms, whatever the size of the data processed
and the amount of hardware resources available. Take,
for example, the Zeta classification problem (9.3 GB) of
the Large Scale Learning Challenge [9], which contains
500, 000 training examples and 2,000 numerical explanatory
variables. Learning on an Intel Xeon Gold 6150 2.70 Ghz
processor takes 81 minutes with a single core and 512
MB of RAM, and only 3 minutes with 32 cores and 16 GB
of RAM (See Section[V]for more details on the Zeta problem).

F. Interfaces :

Although Khiops provides a core Python library
khiops.core to effectively meet the challenge of large
volumes, it is also possible to start with the khiops.sklearn
library for those familiar with the popular sklearn library, or
even to use a GUI with Khiops Desktop. Online deployment
of Khiops models for real-time applications can be done
using the KNI library. Finally, it should be noted that models
learned by Khiops can be easily interpreted using dedicated
visualization tools.

G. Khiops is an environmentally-friendly tool (frugal [10]):

The Khiops code is highly optimised: (i) advanced opti-
misation algorithms have been designed specifically for each
type of learning task, (ii) they have been implemented in “low-
level” C++ using very fine-grained optimisation close to the
hardware layer. Khiops intelligently adapts the execution of
algorithms to the available hardware resources, taking into
account the size of the task to be executed. The solution
is compact enough to be embedded. In this way, Khiops is
able to run transparently on a Rasberry, a phone, ... , with



data that far exceeds the available RAM, or on a Kubernetes
cluster by adapting the number of nodes used to the size of
the data. There is never any need to invest in large hardware,
as execution time is the adjustment variable: ‘Khiops does the
best in all cases’. The models generated by Khiops adapt to
the data and the machine learning task. For a simple problem,
Khiops produces a parsimonious, intelligible model with few
parameters, and therefore inexpensive to deploy and interpret!
Khiops uses data reduction natively (parsimony): the model
explicitly selects a subset of the variables and only these
variables are required for deployment.

H. Khiops is an XAl tool :

As described below in the example on the ’Accidents’
database Khiops also offers an interactive results visualization
tool, called Khiops Visualization (figure [d)). This tool allows
to visualize all analysis results in an intuitive way, offering a
quick and easy interpretation. This visualisation tool allow to
interpret the model’s global behaviour for the whole dataset.
But the tool also offer the possibility to obtain local behaviour,
local explanations per example. Firstly by computing the
Shapley values of all the input variables of a trained classifier
for each example of a deployment (or test) dataset, see [1L1]]
for more details. Secondly by suggesting variable change
(univariate change) to improve (to reinforce) the probability to
belong to a class on interest (in the sense of a counterfactual
but where the Valueﬂ of a single variable has been changed)
see [13]] (Section 4) for more details.

IV. EXAMPLES OF USE
A. The Accident Database

In this example, we will show how Khiops can be used
to train a classifier on complex relational data where a
secondary table is itself a parent table of another table (i.e.
a flake schema). We will train a multi-table classifier on
the Accidents dataset. The Accidents database lists all the
accidents involving injuries that occurred during 2018 in
France, with a simplified description.

This database includes the following information:

e The location of the accident (Places table);

e The characteristics of the accident (Accidents table);

e The vehicles involved (Vehicles table);

o The passengers in the vehicles (Users table);

The data is organised according to the following relational
snowflake schema.

Accidents

\

| —— 1:n —— Vehicles

\ |

\ |-— 1:n —— Users
\

| =—— 1:1 —— Places

2The computation of a ‘complete counterfactual’ will be available in 2025
on www.khiops.org as a notebook python [12].

To train the KhiopsClassifier with this data, we
then need to specify a multi-table dataset: the main table
Accidents, the secondary tables Vehicles and Places, the
tertiary table Users.

1) Multi-table specification:: The first step is to specify the
schema of the multi-table dataset. Khiops offers an extension
to sklearn’s single-table description. The main Accidents table
and the secondary Places table have a single key: ‘Accidentld’.
The Vehicles (the secondary table) and Users (the tertiary
table) tables have a key with two fields: ‘Accidentld’ and
“Vehicleld’. To describe the relationships between the tables,
the relationships field must be added to the table specification
dictionary. For a 0 : 1 relationship instead of 0 : n, ‘True’
must be added at the end of the relationship specification (see

Figure [2):

X_accidents_train = {
"main_table": (accidents_df .drop("Gravity", axis=l),
["AccidentId"]),

additional_data_tables ": {
"Vehicles": (vehicles_df, ["Accidentld", " VehicleIld"]),
"Vehicles /Users": (users_df, ["Accidentld", "VehicleIld"]),
"Places": (places_df, ["Accidentld"], True),

n

b
}

y_accidents_train = accidents_df [" Gravity"]

Fig. 2. Specification of the multi-table dataset

2) Learning: : Like a sklearn classification, it is simply
a matter of using the functions khc.fit for learning and
khc.predict for deployment (see Figure [3). In the table
we varied n_features and max_cores to observe their
influence on performance in time and AUC. We quickly
noticed that increasing the number of aggregates improved
performance, and that increasing the number of cores used
greatly reduced analysis time.

# Creating a Khiops model with AUTO Feature Multi—table
khc = KhiopsClassifier ( n_trees =0, n_features =10,max_cores=1)
# Train the model

khc. fit ( X_accidents_train ,
# Predict labels

y_pred = khc. predict ( X_accidents_train )

# Calculate probabilities

y_probas = khc. predict_proba ( X_accidents_train )

y_accidents_train )

Fig. 3. Learning and deploying on the Accidents database

3) Viewing results:: Although the core api khiops.core
contains all the methods to analyze Khiops results, Khiops
also offers an interactive results visualization tool, called
Khiops Visualization (figure f). This tool allows to visualize
all analysis results in an intuitive way, offering a quick and
easy interpretation.

Khiops Visualization is composed of several panels.
Depending on the analysis type, the panels and their contents
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ProbGravityLethal|Shapley Variable_Lethal_1 ShapleyPart_Lethal_I[ShapleyValue_Lethal_1|Shapley Variable_Lethal_2 ShapleyPart_Lethal_2[ShapleyValue_Lethal_2
0,708149757  [Max(Vehicles, Min(Users,BirthYear)) 1-inf,1933,5] 0,468556017 Min(Vehicles,Min(Users,Birth Year)) ]-inf,1933,5] 0,407707682
0,688394752  |[Max(Vehicles,Min(Users,BirthYear)) ]-inf,1933,5] 0,468556017 Light NightNoStreetLight 0,419425784
0,575788413  [Light NightNoStreetLight 0,419425784 InAgglomeration No 0,321445857
0,548183385 [Mean(Vehicles,Min(Users,BirthYear)) 1-inf,1938,25] 0,363729716 InAgglomeration No 0,321445857
0,547824738 |Light NightNoStreetLight 0,419425784 Mean(Vehicles,Min(Users,Birth Year)) ]-inf,1938,25] 0,363729716

TABLE I

ILLUSTRATION OF ONE XAI OUTPUT THAT CAN BE PROVIDED BY KHIOPS.

[ Features number [ 10 [ T00 T 1000 ] 10 000 T 100 000 |
Train AUC 0.792 ] 0.826 | 0.845 | 0.865 0.874
Test AUC 0.781 | 0.818 | 0.838 | 0.855 0.854
Time with 1 core 3 8 33 273 2552
Time with 5 cores | 3 4 12 76 712
Time with 9 cores | 3 4 8 52 438

TABLE 11

KHIOPS LEARNING PERFORMANCE ON THE ACCIDENTS TABLE
ACCORDING TO THE NUMBER OF AGGREGATES GENERATED.
PERFORMANCES INCLUDE AUC IN TRAIN AND IN TEST, AS WELL AS
LEARNING TIME IN SECONDS FOR 1, 5, AND 9 CORES.

are not the same. In case of a supervised analysis (as for the
Accident database), Khiops Visualization can be composed
with 5 panels (see the top of the figure @} (i) Preparation:
displays the Preparation report; (ii) Tree preparation : displays
the preparation report for tree variables; (iii) Preparation 2D:
displays the 2D preparation report (iv) Modelling: displays
the modelling report; (v) Evaluation: displays on one panel
the test, train and evaluation reports. Finally Project Infos :
displays the report file and database locations plus some short
comments on the analysis. All the panels are described in a
lot of details on https://khiops.org/ui-docs/visualization/

4) Variable Importance results:: To illustrate one of the
XAI aspects (see section [[II-H) of Khiops, we give in Table[l]
one example of the outputs it can provides. This table gives the
5 accidents among the ones with high probably of being lethal
(predicted by the classifier) in the first column. We ask the tool
to give for each accident the two variables which contribute
the more to the predicted probability (the number of variables
is just define per user when asking this XAI outcome) to be
lethal. Therefore here, after the first column, there are 2 triplets
of columns. Each triplet gives for each accident the name of
the variable, then the value of the variable and finally the
Shapley value for this variable. The triplets (so the columns
of the file) are sorting according to the Shapley value allowing
a fast understanding of the individual variable importances.

When examining the second accident (line 2) in
this table, we see that the most important variable is
“Max(Vehicles,Min(Users,BirthYear))” and the second one
is “Light”. The value of the most important belongs to the
value interval ]-inf,1993.5] while the value of the second
most important value belongs to the to the categorical value
“NightNoStreetLight”. The associated shapley values are
in columns 4 and 7. For this accident, the main causes
of a high probability of being lethal are therefore easy to
understand one of the vehicles involved in the accident
involves an old=occupant, born before 1993 and the

absence of light in the street during the night. The others
lines of this table appear to be equally straightforward to read.

Of course Khiops can also output a file with all the Shapley
values for all variables and for all the classes, allowing the
use of this file with a python library like Shap [14] to create
personalized visualisation.

B. The UNSW-NBI5 dataset

In this section we follow exactly the same process than in
the previous section except that we use the Khiops library on
the UNSW-NB15 datasef] which is a flat datasef’]

This UNSW-NB 15 dataset was created by the IXIA Per-
fectStorm tool in the Cyber Range Lab of the Australian
Centre for Cyber Security (ACCS) for generating a hybrid
of real modern normal activities and synthetic contemporary
attack behaviours. This dataset includes nine types of attacks,
namely, Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic,
Reconnaissance, Shellcode and Worms. The authors [[15] have
generated 49 features from the initial logs plus the class label.
A partition from this dataset is configured as a training set and
testing set. In this section we used this given partition. Note:
When downloading the dataset from Kaggle we had only 43
features.

1) Learning: The process is very close to the one described
in Section [[V-A2] However, preliminary results (not presented
here) show a significant covariate shift between the training
and test sets. Indeed using the same methodology as in [16],
we discover that the ‘id’ variable is the main cause of this drift
and the consequences could results in a shift between train and
test results. The interested reader may find on the GitHub page
https://github.com/vincentlemaire-labs/CAID2025 the code to
detect the drift between train and test dataset and the one
to train the classifiers. A good idea could be to conduct an
analysis to remove all the variables that carry the drift as in
[L7], but here for simplicity, and comparison purpose to past
papers published on this dataset, only the ’id’ variable has
been removed.

2) Results: We present in Table |I1]] the results obtained with
Khiops (without decision trees) as well as those obtained using
other classifiers, namely Catboost (CB) [L8] and Random
Forest (RF) [19], both with their default parameters in scikit-
learn. Note: Khiops is able to handle the UNSW-NB15 dataset

3https://www.kaggle.com/datasets/mrwellsdavid/unsw-nb15/data

4In the description of this dataset, it appears to be based on an initial star
schema, but it no longer seems to be available. We have contacted the creators
of the dataset to request the relational version, but we have not received a
response.
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directly, as it can handle categorical and numerical variables.
However, for RF and CB we had to preprocess the categorical
variables using ordinal encoding. We also report in Table [[V]
the energy consumption in Watt of the three classifiers for
their training process, measured using the code carbon library
[20] in order to evaluate their energy efficiency [10].

Looking at the results of tables [l and [V} we observe
several points: the 3 classifiers perform equally well in testing,
but Khiops is the most robust (test/train ratio), the least energy-
consuming (by a large margin) and the more parsimonious

(fewer variables used) which is often desirable to facilitate

interpretation.
Accuracy
Train Test ratio Test/Train | #variables
Khiops 0,9225 | 0,9017 0,9774 15
Random Forest | 0,9999 | 0,9005 0,9006 42
CatBoost 0,9871 | 0,9021 0,9139 41
TABLE III

PERFORMANCES OF THE TREE CLASSIFIERS.

InAgglomeration

Selective Naive Bayes

= Trained predictors

34 variables

Distribution
Target
MOt @ Lethal @ NonLethal Values ~
distribution
—

Current group

Values of InAgglomeration

Frequency

yLin

0060

Scale chart ra
v

yLin ~

Probabilities

Energy to train the classifier

Energy (W) | ratio Khiops / Competitor
Khiops 2,99 104 -
Random Forest | 88,73 10~ % 30
CatBoost 93,24 10~ % 31
TABLE IV

ENERGY CONSUMPTION OF THE TREE CLASSIFIERS

some marked differences (example ’sttl’). Remember

that

khiops, being parsimonious, only uses 15 variables. We also
give in Table |V|the first five more important variables for each
classifier.

3) Variable importance results: The Figure [5| shows the
normalized importance of the variables for each classifier.
There are some similarities (example ’ct_srv_dst’) but also

Khiops | Random Forest | CatBoost
sbytes ct_dst_src_Itm sttl

sload ct_state_ttl ct_dst_src_ltm
sttl sload smean

smean sttl proto

dbytes sbytes sbytes

TABLE V

THE FIRST FIVE MORE IMPORTANT VARIABLES FOR EACH CLASSIFIER
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V. FRUGAL USE OF COMPUTER RESOURCES Out o{ core
In this section, we illustrate how Khiops makes efficient use [ \
of computer resources, enabling the tool to analyze datasets &1 min
that are much larger than the available RAM.
For this experiment, we use the Zeta dataset from the Large
Scale Learning Challenge E|, which contains 500, 000 training
examples and 2000 numerical explicative variables. This is a
binary classification problem. This data file takes 9.3 GB on 36 min
the hard disk, and this run was carried out on a Intel Xeon 1o mi
min
Gold 6150 CPU 2.70 Ghz. 1 min
To illustrate the size of the problem, loading the dataset into I - 5 min 3 min
: : | [
memory using Python pandas takes about two minutes and 512 b 16b 2Gh ach 8Gb 1660
requires approximately 8 GB of RAM. Using an optimized &1 core &2cores &4 cores &8cores  &16cores & 32cores

parquet data format reduces the loading time by about a
factor of 15, but the memory footprint remains the same,
not accounting for any additional algorithmic requirements for
training a classification model. Analyzing such a dataset is
therefore impossible if the available RAM is not significantly
larger than the data size.

Using Khiops, the experiment consists in training a classifier
and evaluating it, by varying the number of cores and the
amount of RAM available. 70% of the examples are used for
training and 30% for testing. FigureElplots the execution time
in minutes, as the number of cores and the amount of RAM
increase together. Firstly, the results indicate that Khiops can
analyze this large dataset using just 512 MB of RAM and
a single core. Due to the limited computational resources,
the full processing pipeline takes 81 minutes, whereas it only
takes 3 minutes with 32 cores and 16 GB of RAM. Figure [f]
shows that there is a smooth transition from out-of-core to
distributed computing, demonstrating the efficiency of the

Shttps://k4all.org/project/large-scale-learning-challenge/

Fig. 6. Calculation time for 9 GB dataset.

adaptation strategy to the available hardware resources. This
is made possible by thorough I/O optimization. Finally, you
won’t be penalized significantly if your hardware is undersized
for the task at hand

VI. PERSPECTIVES

Within Orange, major research work is continuing around
Khiops, with the release in 2025 of advanced methodologies,
such as: robust calibration of classifiers, selection of columns
in secondary tables, selection of variables in the presence of
concept drift. In the medium term, work will be carried out
to process signal-type data (i.e. time series and images) and
to develop generative models dedicated to tabular data. More
broadly, the MODL approach has been and continues to be
studied by the scientific community, with work on association
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rules [21]], sequence mining [22], clustering [23], [24] , uplift
[25] and multi-table variable selection [26], for example.
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Abstract—Maritime surveillance plays a critical role in ensur-
ing the security and safety of coastal regions, demanding reliable
identification and tracking of vessels across spatially distributed
camera networks. This task is particularly challenging as the
system must identify a vessel even if it appears in different
lighting conditions, angles, or environments. In this work, we pro-
pose a real-time visual vessel re-identification system optimized
for deployment on edge devices. We evaluate our method on a
custom maritime dataset and benchmark its performances on
the NVIDIA Jetson Orin NX platform, AMD-Xilinx Kria KV260
Vision AI Kit, and a Raspberry Pi 5 with Hailo-8 accelerator.
This work highlights the feasibility of deploying advanced Re-
ID systems at the edge, enabling scalable, real-time maritime
monitoring solutions. The proposed deployments demonstrate
promising results with an inference speed of 20 FPS and a limited
degradation of 3% in mean average precision in the worst case
due to 8-bit quantization.

Index Terms—Deep-learning, Edge computing, Marine vehicles
identification

I. INTRODUCTION

According to the United Nations Conference on Trade
and Development (UNCTAD), the maritime transport sector
accounts for over 80 percent of world trade volume. It is es-
sential to guarantee the safety and security of maritime traffic
from coastguard stations, Maritime Affairs ships patrols, and
aircraft. The purpose is to maintain control over all activities
related to the maritime environment, including commercial
traffic management, sea fishing, and the monitoring of marine
pollution, among others. Maritime surveillance is the process
of monitoring, detecting, identifying, and tracking vessels and
objects in or near a marine environment. It can be conducted
using a variety of technologies and methods, including satellite
imagery, automatic identification system (AIS), radars and
cameras.

Currently, human analysis, assisted by simple intelligent
methods, remains the most common approach for processing
large-scale maritime surveillance videos. With the decreasing
cost of cameras and sensors, the volume of usable data has
surged, making analysis increasingly tedious for operators.
This time-consuming process is also prone to errors, including
missed detections due to operator fatigue. To address these
challenges, research on automated identification systems has
become a dynamic area of computer vision.

However, maritime environments present unique challenges,
including variable weather conditions, the dynamic nature of
the ocean, and the vastness of the surveillance area. These
factors can decrease the quality of visual data and complicate
object detection. Sensor fusion combining visual data such
as camera, radar, LiDAR, infrared, or even satellite feeds,

allows for better detection, even in low-visibility conditions
(fog, night-time, or adverse weather), improving the robustness
of maritime surveillance systems.

Additionally, deploying drones with embedded computer
vision systems closer to the target area can help overcome
challenges posed by the maritime environment, improve iden-
tification accuracy, and reduce the cost of maritime surveil-
lance missions. Furthermore, an image-based classification and
identification system is complementary to radar and AIS data.
It helps to remove doubts about radar detections, which are
limited in terms of target classification and identification due to
the lack of return information (radar-equivalent surface), and
to fill the gaps left by the AIS, such as jamming, shutdown or
identity theft.

Re-identifying (Re-ID) vessels is a particularly important
task in scenarios such as surveillance or tracking ships over
time, across different images or video frames. However, these
computer vision algorithms may be too resource-intensive
to be embedded on edge devices, such as those on drones.
Our research introduces a real-time system for re-identifying
marine vessels across different images. This approach that
combines a deep learning technique is based on triplet loss
network, with embedding analysis, and a k-nearest neighbors
algorithm (K-NN). It considers the appearance, category, and
orientation of vessels, to determine whether different images
represent the same object. The proposed system is designed for
deployment on edge computing devices embedded in maritime
and aerial vehicles, using initially an RGB camera.

The rest of the paper is organized as follows. Section II
presents related work on marine vessel Re-ID, while Section
IIT introduces a new large-scale marine vessel dataset. Section
IV provides training analysis, and Section V presents inference
results on edge devices. Finally, we discuss our results and
future work in Section VI, followed by the conclusion in
Section VIIL.

II. RELATED WORKS

This section introduces the concept of Re-Identification (Re-
ID) by briefly reviewing research on person and vehicle Re-ID,
followed by an exploration of recent advancements in marine
vessel detection and orientation recognition.

A. Person and Vehicle Re-Identification

Re-ID focuses on retrieving an entity of interest across
multiple non-overlapping camera views. This is a challenging
computer vision task, as its goal is not only to differentiate
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Fig. 1. Complexity of vessel Re-ID [1].

between object categories, as in classification tasks, but also to
recognize the same individual objects across different images.
The main challenge is to accurately associate the same entity
captured under different conditions, including variations in
lighting, pose, viewpoint, background, and occlusions. Re-ID
is widely used in surveillance through Person Re-ID and in
traffic monitoring and automated tolling through vehicle Re-
ID.

The main method, in most of the literature of Re-ID, is to
locate instances of a query object (probe) from a group of
candidates (gallery) captured from different non-overlapping
camera views. Features are extracted from each image of a
person, and mathematical techniques are used to measure the
distance between image pairs.

Building a Re-ID system requires five main steps: raw data
collection, bounding box generation, data annotation, model
training, and object retrieval.

B. Vessel Re-Identification

Compared with the re-identification of people and vehicles,
vessel re-identification offers additional complexities due to
several domain-specific factors, such as:

o Small inter-class similarity: Vessels from different classes
may appear visually similar, especially when they belong
to the same ship models or companies.

o Large intra-class similarity: The same vessel can look
drastically different depending on the viewpoint, making
consistent identification difficult.

o Environmental influences: Factors such as occlusion, il-
lumination changes, and other environmental noise (fog,
rain) further impact the vessel’s appearance.

Figure 1, extracted from [1], shows a) the intra-class differ-
ences caused by viewpoint changes for the same ship, while
b) highlights the inter-class similarity for different vessels of
the same type.

Figure 2, shows some sample images of our dataset for dif-
ferent challenging scenarios: different illuminations, variation
in scale, change in background, and different viewpoints.

Most of the works consider only similarities and dissimilar-
ities to the vessel identification task, and use the TriNet model
[2], or [3]. The loss function optimized to learn such features
is the triplet loss. During the learning, it uses three images the
anchor (current ship), the positive (another image of the cur-
rent ship), and the negative (image of another ship). The TriNet

Fig. 2. Samples of our VesselReid-12k dataset. Each row of the figure shows
six images of a ship in different scenarios: different Illuminations, variation
in scale, change in background, and different viewpoints.

model is trained to minimize the distance between the anchor
and the positive sample and to maximize the distance between
the anchor and the negative sample. These three images are
passed through a Convolution Neural Network (CNN) layer,
generating a 1-dimensional feature vectors (embedding) which
is used to calculate the distances between them. The CNN
is often a customized ResNet-50 architecture that is suitable
for embedded applications because of its low computational
complexity. At the inference stage, only a single subnetwork
is used to generate the embeddings of new input samples
and a K-Nearest Neighbors (KNN) algorithm is performed
to find the best matches. This approach efficiently identifies
vessels based on learned visual features and ensures accurate
matching through optimized distance calculations. IORNet
[3] proposes an identity-oriented re-identification model that
combines triplet loss and cross-entropy loss, using ResNet-
50 as the core feature extraction network. [4] study the ship
retrieval methods for intelligent water transportation system
in smart cities and employed a pyramid structure to deal
with variations in ship shapes and sizes. In [5], the authors
proposed a quadruplet learning and improve the recognition
accuracy taking four images : anchor, positive, negative high-
similar (same class vessel) and negative. In [6] the authors
proposed a new Vessel Re-ID network (VesselNet), employing
ResNet-50 to extract image features and incorporating a hybrid
attention module to effectively capture significant features in
the images. In [7] a fine-grained feature extraction network
(FGFN) is proposed. The authors improve the ResNeSt [8]
architecture through incorporating a self-attention mechanism
and generalized mean pooling. In [9] the authors propose a
two-branch network with dynamic feature enhancement and
dual attention to address the issue of low accuracy in ship
Re-ID under foggy weather, enabling simultaneous learning
of defogging and ship Re-ID tasks in an end-to-end manner.

Specific parts of ships, such as the bow, stern, and equip-
ment on the deck, often possess high uniqueness and dis-
criminability [10]. Capturing these local features allow for
more accurate identifications and differentiations of ships,
[11] adopts a dual-branch architecture for global and local



feature learning, allowing each branch to focus independently
on global or local characteristics.

The GLF-MVFL framework [2] proposes a feature learning
method based on global and local fusion, combining cross-
entropy loss with orientation-guided quintuplet loss. As large
vessels are more sensitive to a change in viewpoint they add
two extra image samples (one positive and one negative) to the
triplet to constitute the quintuplet : anchor image, a positive
image from the same viewpoint, a positive image from a
different viewpoint, a negative image from the same viewpoint,
and a negative image from a different viewpoint. Compare to
IORNet [3], they increased the mean average precision (mAP)
and Rank-1 by 7% and 3% with the same backbone ResNet-50
and achieved 74.9% for mAP and 61.4% for Rank-1.

In this article, we propose a large vessel Re-ID dataset called
VesselReID-12k and use ResNeSt as the feature extraction
network [8]. We also employ generalized mean pooling, hard
triplet mining, and re-ranking optimization to achieve state-of-
the-art ship re-identification results.

We will describe the large-scale dataset we constructed in
the next section.

III. THE LARGE-SCALE MARINE VESSEL DATASET

Since the well-known vessel re-identification datasets Ves-
selReid [12] and VesselReid-539 [2] are not publicly available,
we created a large-scale, well-annotated dataset with rich
attribute labels, including vessel identities, vessel category
(36 classes based on AIS ship types), as well as the main
orientations: front, back, one side, oblique front-side, and
oblique back-side. The process for collecting, cleaning and
annotating data is described in [13].

At the end of this process, our dataset consists of 263,488
images of 12,777 unique vessel IDs, each annotated with a
7-bin orientation and a 36-class vessel-type label.

Figure 2 shows a few representative samples from the
dataset VesselReid-12k.

A. Statistical distribution of the dataset

Figure 3 statistically analyzes the VesselReid-12k dataset in
terms of vessel types and orientations. This paper classifies
vessel types into the thirty-six classes.

It can be noticed that there is an issue of class and orienta-
tion imbalance. In future work, we will integrate new images
sourced from VesselFinder or Marine Traffic to better balance
our dataset. VesselFinder and Marine Traffic are international,
free-to-use websites for real-time ship tracking where each
boat contains a variable number of images captured from
different viewpoints and distances across different times and
locations.

In addition, to analyze scale variations within our dataset,
as shown in Figure 4 we calculate the mean and standard
deviation of the width, the height and the aspect ratio of ship
images. The vessel image size and aspect ratio vary greatly.
The standard deviation of the aspect ratio (width-to-height
ratio) of our dataset is 1.113, which is higher than that found
in other Re-ID datasets for ships [11]. Therefore, the greater
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Fig. 3. VesselReid-12k representation in terms of vessel types and vessel
orientations.

the diversity of our dataset, the less sensitive the trained model
must be to scale change.

B. Comparison with other vessel datasets

Table I presents a comparison between our dataset and
other existing vessel datasets. [2] proposed a ship retrieval
dataset named VessellD-539, created by selecting images
from the Marine Traffic website. The training set contains
104,554 images of 377 identities, while the testing set con-
sists of 44,809 images of 162 identities. [12] introduced
a new maritime vessel re-identification dataset named VR-
VCA, which includes 729 unique identities along with 5-bin
orientation and 8-class vessel-type annotations. [4] constructed
a fine-grained ship retrieval dataset (FGSR), consisting of
30,000 field-captured images of 1,000 ships. The VessellD-
700 dataset comprises 56,069 images covering seven typical
ship classes. Additionally, the Warships-RelD dataset [14]
includes 4,780 images of 163 vessels. The ShipReID-2400
dataset is compiled from a real-world intelligent waterway
traffic monitoring system. It comprises 17,241 images of 2,400
distinct ship identities collected over 53 months, ensuring
diversity and representativeness. Finally, CMShipRied is cross-
modality ship re-identification dataset which contains visible
light, near-infrared, and thermal infrared modalities collected
by autonomous aerial vehicle. It consists of ten categories,
about 138 identifications, and 8337 images. Compared to other
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vessel re-identification datasets, our dataset VesselRied-12k
contains more ships, more images, and a greater diversity of
viewpoints and aspect ratios.

We split our dataset into 3 parts: the training subset includes
7497 IDs and 197616 images, the query (validation) subset
contains 5984 IDs with 13175 images, and the gallery (test)
subset contains 7481 IDs with 52697 images. In the next
section, we will detail the training and associated statistics.

IV. TRAINING ANALYSIS

To distinguish objects based on their physical characteristics
at the pixel level, an appearance descriptor called an embed-
ding is generated using a Siamese triplet network. During
training, the network uses three images: the anchor (previous
detection), the positive (current and future detections of the
same object), and the negative (other objects). It is trained
to minimize the distance between the anchor and the positive
sample, while maximizing the distance between the anchor and
the negative sample. These three images are passed through
a CNN layer (the backbone), generating a one-dimensional
embedding, used to compute the distances. During inference,

only one network is used to produce an embedding layer for
the candidate track (anchor). Then results are compared to
current detection to find the best match based on minimum
distance.

To guide feature learning during training, the most com-
monly used loss functions are identity (cross entropy) loss
and triplet loss. Identity loss treats the training process of the
identification model as an image classification problem, where
each identity ID is considerate as a different class. Triplet
loss, on the other hand, considers the training process of the
identification model as a retrieval ranking problem, where
the distance between positive sample pairs should be smaller
than between negative sample one. The choice of positive
and negative sample is crucial for improving the retrieval
performance of re-identification. This process of selecting
effective triplets is often referred to hard mining, while re-
ranking is typically applied during the inference stage to refine
retrieval results based on the initial ranking.

The basic idea of re-ranking is to utilize gallery-to-gallery
similarities to refine the initial ranking list. When fine-tuning
with the ranking loss, it is crucial to mine hard triplets
efficiently, as randomly selected triplets often result in easy
samples or triplets with little, or no loss, contribution.

A. Training process

The training processes are conducted using FastReid frame-
work on Nvidia Quadro RTX 3090. The framework FastReID
[17] implements state-of-the-art re-identification algorithms. In
the image pre-processing stage, resizing and data augmentation
techniques such as flipping, cutout, and random erasing are
done. The input images are downsampled to resolution of
256 x 256.

For the backbone that maps images to features represen-
tations, four architectures were used and compared: Resnet-
50, Resnet50+IBN (with instance batch normalization), Vision
Transformer (ViT) and ResNeSt. Transfer learning is adopted
by initializing the models with the weight values of models
previously trained on popular large-scale ImageNet dataset.
The model is trained over 300 epochs.

During training, we use a combination of cross-entropy loss
and triplet loss as the loss function. Following the approach
in [18], we also apply hard triplet mining to enhance the
discriminative power of the triplet loss and mitigate the impact
of class imbalance. The aggregation layer is designed to
combine the feature maps generated by the backbone into
a global feature representation. At this stage, we employ
average pooling. For distance metrics, we use the cosine
distance, which has yielded better experimental results than
the Euclidean distance on normalized embeddings.

B. Evaluation of trained models

The table II shows comparative performance evaluation of 4
backbone configurations. The key performance indicators are
the ranked accuracy of re-identification and the mean average
precision (mAP). Ranked accuracy is a method of computing
accuracy where the top-K highest-confidence predictions are



TABLE I
COMPARISON OF PROPERTIES OF VESSEL RE-ID DATASETS

Dataset ID Volume | Dataset Scale Angle of View Vessel Type
VR-VCA [12] 729 4614 5-bin orientation 8 classes
VessellD-700 [7] 700 56069 5-bin orientation 7 classes
VesselRelD [15] 1248 30587 5-bin orientation 7 classes
FGSR [4] 1000 30000 2 cameras view points none
VeRiS [6] 2,904 150,623 5-bin orientation 7 classes
VessellD-539 [2] 539 149465 superstructure 8 classes
Warships-RelD [2] 169 4780 none 8 classes
VesselRelID-1656 [1] 1656 135866 5-bin orientation 12 classes
ShipReID-2400 [11] 2400 17241 8 cameras view points none
CMShipRelD [16] 138 8337 3 image source (VIS,NIR, TIR) 10 classes
Ours (VesselReID-12k) 12777 263488 7-bin orientation 36 classes
TABLE 11

TRAINING RESULTS

Model Feature dimension (Bits) | mAP (%) | Rank-1 accuracy (%) | Rank-5 accuracy (%) | Rank-10 accuracy (%)
Resnet-50 2048 67.05 72.32 89.78 94.89
Resnet-50+ibn 2048 69.66 74.51 90.86 95.60
Vit 768 69.07 73.21 90.89 95.96
ResNeSt 2048 85.19 88.58 96.10 97.90
total_loss X o Rank-1 I
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Fig. 5. Training results of ResNeSt configuration: Total (Triplet+Class) loss
and rank-1.

compared to the ground truth label. In our case, we compute
rank-1 (Figure 5), rank-5 and rank-10 accuracies. This means
that for rank-10, if the ground truth label appears among the
top-10 predicted labels for a given sample, it is considered as
a correct match. The mAP measures the overall prediction
accuracy, reflecting how well the model retrieves correct
identities. In our case, it evaluates how accurately the model
predicts the identity (ID) of a vessel.

The ResNeSt configuration outperforms all other configu-
rations by up to 15% in mean average precision (mAP). It
achieves outstanding performance, with a Rank-1 accuracy
of 88.58% and an mAP of 85.19%, reaching state-of-the-art
levels for vessel Re-ID. In comparison, MVR-net [12] yields
a 74.5% mAP and a 77.9% Rank-1 score, while the GLF-
MVFL framework [2] achieves 74.9% mAP and 61.4% Rank-
1 accuracy.

Training the same ResNeSt configuration on the Mar-
ket1501 dataset for person Re-ID achieves a Rank-1 accuracy
of 95.2% and an mAP of 88.7%. While this performance is
slightly better, the complex observation conditions in vessel
Re-ID—such as long-range views, foggy skies, and sea re-
flections—along with the significant variation in vessel sizes

Fig. 6. Illustrations of the top-10 ranking list for retrieval results

and shapes across different viewpoints, reduce re-identification
performance compared to pedestrians or vehicles. Addition-
ally, vessels exhibit varying degrees of tilt and different draft
depths due to differing loads, further complicating consistent
feature extraction.

We provide representative visualization results to intuitively
demonstrate the accuracy of our vessel re-identification model
in Figure 6. The left panel shows the query input, while
the right panel displays the top-10 retrieved results sorted by
similarity. Green boxes indicate correct ID matches, whereas
red boxes represent inconsistent re-identification results. In
the case of an easy sample (a tanker), the model not only
retrieves the correct ID from the gallery set but also ranks it
highly in the results. For a hard sample (a tugboat), our model
successfully retrieves the correct ID three times, including a
correct match at the top-1 rank.



V. INFERENCE ON EDGE DEVICE

Deep learning-based object detection on embedded systems
must be optimized for low latency, high detection accuracy,
and low power consumption. In general, the deployment
process comprises two stages. In the first stage, the weights
and/or activations are quantized to the desired bit-width and
representation (e.g., FP16 or INTS8). Quantization refers to
the process of converting the weights and activations of a
trained deep learning model from high-precision floating-point
numbers (e.g., 32-bit) to lower-precision fixed-point or integer
representations (e.g., 8-bit). This is typically done using a
heuristic method that leverages a selected subset of images
from the training dataset, commonly referred to the golden
reference pool. This reduction in precision reduces the memory
and computation requirements, making it possible to efficiently
deploy neural networks on hardware with limited resources.

In the second stage, the quantized model is compiled to
generate the instruction sequence. During this stage, the model
is further optimized based on the target device’s architecture.
This study considers three different platforms: one GPU-
based, one ASIC-based and one FPGA-based. Their hardware
specifications are provided in Table III, which presents the
technical details of the embedded edge devices targeted in
this work.

A. Deployment targeting Nvidia Jetson Orin Nx

The trained model is deployed using TensorRT to achieve
lower latency and higher throughput during inference on
NVIDIA platforms. TensorRT is a software development
kit (SDK) provided by NVIDIA for high-performance deep
learning inference. It is compatible with most deep learning
frameworks and is used to achieve high performance and
platform portability. It comprises an inference optimizer that
implements several techniques, such as kernel fusion, precision
calibration, kernel auto-tuning, dynamic tensor memory man-
agement, and multi-stream execution, to optimize the inference
of the trained model.

Since the FastRelD framework is not supported by Ten-
sorRT, the target model is first converted using the Open
Neural Network Exchange (ONNX) format. Next, the model
is quantized to FP16 representation. Table IV presents the
results in terms of detection performance and inference speed.
It compares the original trained model with the TensorRT-

TABLE III
SPECIFICATIONS OF TARGET EDGE EMBEDDED DEVICES
Target Nvidia Jetson PI5 + Kria KV260
Device Orin NX 8Go (M2 Hailo 8 Vision Al Kit
Edge 1024-core Hailo |Ix DPU configurations
accelerator |32 Tensor Cores 8L B4096 at 300 MHz
Al Performance
(estimated FP16) 54 TFLOPS Unkown Unkown
Al Performance
(estimated INTS) 70 TOPS 13 TOPS 1.43 TOPS
Max Power 30 W 1243 W 8 W
consumption
Price 600% 300$ 300$

TABLE IV
OBTAINED RESULTS ON JETSON ORIN NX

Network ResNeSt

Input Resolution 256256
Model Original | FP16
Mean Average Precision 0.852 0.826
FPS 15.7 19.9
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Fig. 7. Power Consumption during inference on query subset on Nvidia Jetson
Orin NX.

converted model when deployed on the Jetson Orin NX. The
comparison shows that using TensorRT increases the inference
rate, with only a slight degradation in mAP (2.6 %).

As the Jetson board incorporates a power monitor, we
recorded power consumption during inference on the query
subset (5984 IDs with 13175 images) as shown in Figure 7
and average power consumption is around 8 watts for 20 fps,
or 2.5 FPS/watt.

B. Deployment targeting RPI5+Hailo 8 NPU

The ResNeSt model is not supported by Hailo’s dataflow
compiler. Therefore, we used the basic Resnet-50 model for
inference. Since one operation (pow 3) is not supported in
the aggregation stage either, only the backbone (ResNet-50)
was accelerated with the Hailo 8L NPU. The quantization
performed by Hailo is a mix of FP16 and INT8 depending
on the available resources. After compilation, 60% of the
computation resources and 66% of the memory resources of
the Hailo8L ASIC are used. The quantization steps results in
a 2% loss mAP precision.

The Resnet-50 backbone alone runs at 23 fps. However, with
the pre-processing and post-processing code (Head part with
GlobalAveragePooling) running on the CPU, the framerate
drops to 12 fps. Dispite this, the inference time is sufficient
to track ships travelling at typical nautical speeds. Without
equipment to measure the power consumption of the Rasp-
berry Pi M.2 HAT, we were unable to determine the power
consumption of the Hailo NPU.

C. Deployment targeting Xilinx-AMD Kria KV260 Al Vision
Kit

Like the Hailo8 hardware target, only the backbone Resnet-
50 model is supported by the framework Vitis Al as clamp
and pow operations of GeneralizedMeanPooling layer (Head
part) are not supported by the DPU. Also, due to data
layout difference between Pytorch trainingCNCHW’) and XIR
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Fig. 8. Average Power utilization (mW) for inference on Xilinx KV260.

DPUCNHWC’), a permution is done on inputs. Using Vitis
Al toolset version 3.5, the Resnet-50 model is quantized (Post
Training Quantization) into INT8 representation and then com-
piled targeting DPUCZDXS8G architecture. The post training
quantization step results in a 3.27% loss mAP precision using
the query subset of VesselReid-12K as calibration dataset.
The Resnet-50 backbone alone runs at 24 fps. We recorded
power consumption during inference on a subset of the query
part (5000 images) as shown in Figure 8 and average power
consumption is around 6.8 watts for 24 fps or 3.5 FPS/Watt..

D. Analysis

The Jetson Orin NX is the more powerful device of the
three platforms in terms of detection performance (speed
and accuracy). It achieves the highest inference speed while
maintaining high accuracy with the best vessel Re-ID model,
ResNeSt. However, it requires a higher power budget. The
Hailo and Xilinx platforms suffer from the limitations of
their data flow compilers, which do not support all Re-ID
models and require longer development times. Considering
performance per watt criterion only, the KRIA KV260 kit out-
performs the Jetson Nvidia devices when running Resnet-50
backbone.

VI. DISCUSSIONS AND FUTURE WORKS

To improve the performance of the appearance descriptor,
we plan to build on the approach of [5] and [2] by implement-
ing an enhanced loss function strategy. As depicted in fig 9,
we will first introduce the class feature into a quadruplet loss
function: an image of another vessel from the same category
is added as a second negative sample. This helps to further
differentiate intra-class variations. Then, we will develop an
orientation-guided quintuplet loss that comprises five images:
the anchor image, a positive image from the same viewpoint,
another positive image from a different viewpoint, a negative
image from the same viewpoint and same category, and a
final negative image from a different viewpoint and different
category. This loss function is designed to create more ro-
bust and discriminative feature representations by considering
multiple contextual aspects of the images. To enhance the
performance in ship Re-ID in foggy weather, we will study the
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Fig. 9. Training phase

method described in [9] that proposes a two-branch network
enabling simultaneous learning of defogging and ship Re-ID
tasks in an end-to-end manner. In addition, an atmospheric
scattering model [19] is employed for the synthesis of foggy
ship images. Quantization usually results in a loss of accuracy
due to information lost during the quantization process. For
FPGA target, we will use QAT (Quantization-Aware Training)
to improve the accuracy of quantization. Finally, Since ships
are likely to have distinctive identifying features, such as
flags and printed names, our future research will focus on
employing a text detector and optical character recognition
(OCR). Additionally, as our labeled data have a category field
similar to the AIS ship field, we plan to develop a data
fusion approach that combines visual detection techniques
with Automatic Identification System (AIS) data [20]. Our
previous work has already explored real-time classification
[21], as well as the fusion of data from cameras, radars,
and AIS for classification, situational awareness, and collision
avoidance [22].

VII. CONCLUSION

This paper tackles the topic of Vessel re-identification
using deep learning techniques on embedded edge devices.
Vessel Re-ID is a challenging task that require to consis-
tently recognize the same boat across different time period
contexts and camera viewpoints, despite significant extra-
class variations, and intra-class variations caused by changes
in viewing angles, illumination conditions, image resolution,
occlusions, and appearance alterations such as color shifts.
Moreover, maritime environment faces unique challenges, such
as changing weather, moving sea conditions, and large mon-
itoring areas. These factors can reduce the quality of visual
data and make object detection more difficult. To address
the challenges of maritime surveillance, we proposed a real-
time solution to vessel Re-ID for maritime surveillance on
edge devices. The solution can be carried on drones, equipped
with computer vision systems, positioned as close as possi-
ble to the target areas. Furthermore, integrating image-based
classification and identification with radar and AIS data can
enhance the accuracy of vessel identification. We constructed
a specialized large-scale dataset for marine vessels, compris-
ing 263,488 images associated with 12,777 unique vessel
identities. Each image is annotated with a 7-bin orientation



label and categorized into one of 36 vessel-type classes. This
optimized dataset is employed to train a Siamese Triplet
Network that learns to generate distinctive high-dimensional
embeddings, enabling the computation of similarity distances
between entities. During inference, a single network is used
to produce an embedding for a candidate track, which is
then compared against current detections. The best match
corresponds to the detection with the smallest embedding
distance. The deployment of the trained models on recent
edge devices is considered. We evaluated our solution on a
Jetson ORIN Nx, a Raspberry Pi 5 equipped with a Hailo-8
accelerator and the AMD-Xilinx Kria KV260 Vision Al Kit.
The results demonstrate that the vessel re-identification system
is capable of successfully identifying ships moving at typical
maritime speeds with low power consumption. For example,
20 FPS inference speed is achieved on Jetson Orin NX
with a mean average precision of 82.6% and average power
consumption is around 8 watts. On an embedded system, the
choice of hardware target will depend on weight and power
consumption constraints. For a system with severe constraints,
such as a small flying drone, the best solutions are the Xilinx
Kria KV 260 or Hailo-8 accelerator. But for a unmanned
surface vehicle, the best solution is the Nvidia Jetson board.
It offers greater flexibility, shorter development times, better
performance and reasonable power consumption of 8 W.
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Abstract—We present a multi-source, multi-target tracking
system for maritime surveillance. This system integrates hetero-
geneous data sources—radar, satellite RF, AIS, EO/IR, sonar, and
EW data—differing in nature, update rate, and accuracy. It is
designed to process both out-of-sequence measurements or infre-
quent data, and data with varying levels of identification, from
non-existing identifiers to strongly attributed sources. The system
operates in real time, even in dense environments with several
hundred concurrent tracks. It combines hypothesis management
techniques, spatio-temporal data structures, and filters tailored
to maritime dynamics. The system’s performance is evaluated
on synthetic data, and preliminary experiments on real AIS and
satellite RF data have shown promising results.

Index Terms—Target tracking; Sensor fusion; Bayesian meth-
ods; Maritime navigation; Multisensor systems; Kalman filters;

I. INTRODUCTION

Multi-target tracking consists in performing two main tasks,
given a set of partial and noisy measurements from one or
more heterogeneous sensors:

o Grouping measurements generated by a same source,
often referred to as a target or mobile. Such groups of
measures generate a set of tracks, with ideally one track
per source. One issue is the presence of sensor false
positives (for instance, clutter). A track is a collection
of spatio-temporally correlated measurements, carrying
potentially an identifier defined at its creation as well
as identification or classification information about the
source. This step is referred to as data association.

o Estimating for each track the position, velocity, and
associated uncertainties over time, based on the partial
and noisy measurements that compose it. This step is
referred to as data assimilation.

These two steps are performed jointly and enable the con-
struction of the Common Operational Picture (COP), i.e. the
trajectories, current positions and velocities, together with
identification and classification information for all mobiles
within the sensors environment.

Multi-target tracking has been an active research area for
several decades, evolving in response to industrial challenges
and the steady increase in available computational power.
The earliest industrial needs emerged in the 1960s around
airborne radar systems, focusing on the detection and tracking
of aircraft and missiles. The first multi-target tracking systems
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were born from the mathematical formalization of the Kalman
filter [1], [2] and probabilistic data association in cluttered
environments [3], as well as the advent of microprocessors.

These techniques matured with the introduction of methods
such as Probabilistic Data Association (PDA) [4], Joint PDA
(JPDA) [5], [6], and Multiple Hypothesis Tracking (MHT)
[7]-[9] for robust data association and clutter handling, along
with the Extended Kalman Filter (EKF) [10], [11] to handle
nonlinear models. These approaches found applications in de-
fense systems, in particular in combat systems and command-
and-control (C2) architectures. Over time, their robustness and
tracking accuracy were improved through techniques such as
the Ensemble Kalman Filter (EnKF) [12], [13], Interacting
Multiple Models (IMM) [14]-[16], and Particle Filters and
Sequential Monte Carlo Methods (SMC) [17]-[19], enabling
the tracking of maneuvering or evasive targets and the use of
incomplete or imprecise data.

More recently, a new probabilistic paradigm based on Ran-
dom Finite Sets (RFS) has emerged for describing the multi-
target tracking problem [20]. This makes it possible to describe
the tasks of data association and data assimilation in a unified
manner within a rigorous and general Bayesian framework,
to control the approximations and assumptions made in the
modeling, and to state and prove optimality results. It led to
algorithms such as PHD [21], [22], CPHD [23] and Multi-
Bernouilli [24]-[26] filters, particularly suited to high-noise
environments. In parallel, tracking algorithms coupled with
raw signal processing [27]-[29] —often leveraging recent
advances in machine learning (e.g., computer vision, point
cloud analysis [30]-[33])—have been developed to address
video, lidar and radar tracking challenges in domains such
as Advanced Driver Assistance Systems (ADAS), autonomous
driving, and autonomous navigation or decision-making for
drones.

This paper addresses the problem of multi-source, multi-
target fusion for maritime surveillance. Relevant applications
include, but are not limited to: infrastructure monitoring (e.g.
ports, offshore platforms), Exclusive Economic Zone (EEZ)
surveillance by coast guards, generation of a common op-
erational picture (COP) from onboard ships or drones, or
more generally, within a network of distributed sensors and
effectors. The system ingests heterogeneous data sources, such
as AIS, radar, satellite RF, EO/IR, sonar, and EW data.



The primary challenges lie in handling (1) intermittent,
irregular data with highly variable transmission delays, and
(2) a large number of simultaneous targets (hundreds to
thousands). Data intermittency—such as a vessel becoming
undetectable for hours after disabling its AIS—requires the
ability to maintain track continuity using large-scale behavioral
models. Traditional velocity diffusion models (e.g. random
acceleration) perform adequately with high-frequency updates
(e.g. every second) but struggle to produce realistic presence
probability estimates over longer time horizons (tens of min-
utes to hours) without measurements.

Highly variable transmission delays—such as satellite data
becoming available several hours after acquisition—require
the ability to ingest lukewarm data, often arriving out of
sequence with respect to their acquisition time, with delays
of up to several hours. Lastly, source heterogeneity requires
the assimilation of measurements with diverse characteristics
and varying levels of kinematic and identification content.

We propose a multi-source, multi-target tracking system that
addresses these challenges through several original compo-
nents:

« A behavioral model for targets, capable of estimating re-
alistic presence probabilities over a time period spanning
several hours;

o A spatio-temporal KD-tree data structure enabling effi-
cient retrieval of relevant tracks and time points for as-
similating measurements, including out-of-sequence ob-
servations;

o Measurement likelihood models that account not only for
kinematic parameters but also for various levels of iden-
tification features (e.g. RF signatures, MMSI identifiers).

The remainder of the paper is organized as follows. Section
II gives an overview of the sensors and data that can be
involved in maritime surveillance applications, describes real-
world scenarios in which the system has been tested and details
the synthetic data generation process used for development and
quantitative evaluation of the system. Section III introduces
notation sand definitions, and gives a detailed presentation of
the algorithmic components. Section IV focuses on results and
performance metrics of the tracking system. Finally, section V
concludes with a discussion and outlines directions for future
works.

II. SENSORS AND DATASETS
A. Sensors and data for maritime surveillance

1) Sensors: A wide range of heterogeneous sensors can be
deployed for maritime surveillance applications. Each provides
complementary information, differing in coverage, precision,
update rate, and robustness to adverse conditions.

o Global Navigation Satellite Systems (GNSS). GNSS
receivers (such as GPS, Galileo, GLONASS or BeiDou)
provide precise latitude, longitude, speed, and heading
directly from the vessel instruments themselves. Their
advantages include high accuracy (a few meters) and
global coverage. However, GNSS is a cooperative signal.

It requires the vessel to report its position, and it is vul-
nerable to spoofing, jamming, or intentional deactivation.
Radar. They provide all-weather, day-and-night detection
of vessels, with typical ranges from a few nautical miles
(X-band navigation radars) to hundreds of nautical miles
(long-range coastal or over-the-horizon radars). Their
main characteristics include high update rates (seconds),
good range accuracy, and medium angular resolution.
However, radars are sensitive to sea clutter and multi-
path, and may generate false alarms, particularly near
coastlines or in heavy sea states.

Automatic Identification System (AIS). AIS is a co-
operative system where vessels broadcast their identity,
position, speed, and other navigational information. Its
main advantages are the richness of identification data
and the high accuracy of reported positions. Limitations
include voluntary deactivation, spoofing, delayed trans-
missions via satellite relay, and incomplete coverage in
dense traffic or remote areas.

Satellite RF Sensors. Passive RF payloads on satellites
can detect and geolocate maritime transmissions such
as AIS, VHF, or radar emissions. They offer wide-area
coverage (regional to global) but with low temporal res-
olution (hours between revisits) Some limitations include
high transmission delays and relatively coarse geolocation
accuracy compared to terrestrial sensors.
Electro-Optical (EOQ) Cameras. EO systems provide
high-resolution imagery in the visible spectrum, enabling
fine-grained classification (ship type, behavior) and sit-
uational awareness. They are limited by weather and
daylight conditions, and typically offer a narrower field
of view compared to radar.

Infrared (IR) Sensors. IR sensors detect thermal emis-
sions, allowing target detection and recognition at night or
in reduced-visibility conditions. Their range is generally
shorter than radar, and performance is strongly affected
by atmospheric conditions (humidity, temperature gradi-
ents).

Electronic Warfare (EW) Antennas. EW sensors detect
and classify radar or communication signals emitted by
vessels. They provide valuable identification cues and
operate passively, without revealing the surveillance sys-
tem. However, their performance depends on the emission
behaviors of the target and is then limited in silent or
emission-controlled environments.

Active Sonars. Active sonars transmit acoustic pulses
and analyze the returned echoes to detect underwater or
surface targets. They provide range and bearing measure-
ments with relatively high accuracy and are particularly
effective in submarine detection. Main limitations are
their limited coverage compared to passive arrays, suscep-
tibility to environmental conditions (e.g. thermoclines),
and the fact that emissions can reveal the presence of the
surveillance platform.

Passive Sonars. Deployed from fixed buoys, coastal
arrays, gliders or naval platforms, passive sonars de-



tect acoustic signatures of vessels and submarines. They
provide bearing-only measurements with potential long
detection ranges in favorable propagation conditions.
Limitations include strong dependence on the underwater
environment and difficulty in resolving multiple targets.

o Human Intelligence (HUMINT). Reports from coastal
patrols, aerial assets, or civilian observers can comple-
ment technical sensors. They provide flexible and context-
rich information but are irregular in time and highly
heterogeneous in reliability.

The core of our tracking system is designed to be sensor-
agnostic and be able to operate with data from all of the
sensors listed above. To tackle the issue of the variety and
heterogeneity of the raw data, and the difficulty therefore to
feed them directly to the tracker, we develop and make use
of so-called factical data. The idea is to provide a unified
blueprint for information required by the tracker, and easily
extracted from raw data. Integrating a new sensor therefore
only requires specifying its measurement model, i.e. the tac-
tical data it produces and the associated uncertainty. These
measurement models are interchangeable components within
the tracking system, used both for computing measurement
likelihoods and for the filter update step (see Section III).

2) Tactical data: Tactical data are a unified blueprint for
processed data, containing target detections and contain (pos-
sibly partial) information on position and velocity, as well
as identification and classification attributes of the target. An
example of tactial data from a raw data would be a raw image
(e.g. radar, sonar, or video) that would require preprocessing
to extract relevant detections. Following is a short description
of such a blueprint:

« Position data: latitude, longitude, range, bearing

o Velocity data: heading, speed, radial velocity

o Classification data: electromagnetic or appearance signa-
ture, size, type, track ID, public ID

The capabilities of each sensor are summarized in figure 1.

GNSS | RADAR | EW | ACTIVE | PASSIVE | EO/IR | AIS | SAT RF [ HUMINT
SONAR [ SONAR

Lat/lon | v V|,
Bieaing vViviv v |V (v)
Range v v v (V)
Heading v v (v)
Speed v v ()
Radial
velocity v \/
Signature v v v
S (v) (v) [(v)|) (v)
Type (v) |V (v)
Track Id \/ (v)
Public Id v

Fig. 1. Capabilities provided by heterogeneous sensors for maritime surveil-
lance. Checkmarks indicate typical availability; parenthesized checkmarks
denote indirect/conditional availability.

B. Real world experimental cases

The system was tested on real data in two contexts:

¢ In real time, during the Dronathlon challenge organized
by the French Navy. The setup included a USV equipped
with a navigation radar, an AIS receiver, and an electro-
optical suite, as well as an AUV equipped with a camera.
The tracking system fused AIS streams, radar detections,
video detections, and navigation information from the
drones (MAVLINK). The operational area was limited
in size (a few kilometers in radius) and restricted to
challenge participants only, resulting in a relatively small
number of entities to detect.

« Offline, on historical AIS data and satellite RF detections
in the Gulf of Guinea. These data covered an area of
several hundred kilometers in radius with several hundred
vessels navigating simultaneously. Three satellite passes
(one every 24 hours) were available.

These real-data experiments provide only a qualitative eval-
uation of the system, since omniscient ground-truth infor-
mation on the operational situation was not available. It is
therefore essential to quantitatively assess system performance
on synthetic data, for which the ground truth is known. This
is the focus of the following subsection.

C. Synthetic data

The generation of synthetic data is essential for the devel-
opment of a tracking system. It offers several advantages:

« Scenario control: number, type, and trajectories of targets,
as well as the type and performance of available sensors.

e Omniscient ground-truth knowledge: enabling rigorous
evaluation of tracking system results.

o Mass generation of scenarios: allowing the study of
parameter impacts such as noise level, false-positive rate,
transmission delays, etc.

To generate synthetic data, we used a proprietary simulator,
whose main characteristics are described below. The simulator
relies on the Godot 3D game engine, which provides numerous
utilities for estimating line-of-sight (ray casting), defining
physical behavior laws, and handling 3D terrain models.

1) Simulated sensors:

o AIS. AIS messages include position information ex-
pressed in latitude and longitude (with Gaussian mea-
surement noise of standard deviation 20 m) together
with speed and heading, affected by Gaussian noise
with standard deviations of 1 knot and 5°, respectively.
Each message also carries the MMSI identifier, which
is a persistent and unambiguous identifier of the source.
Vessels broadcast AIS messages on average every 5
seconds, with a random transmission delay between 0 and
5 seconds. When a vessel is stationary, the emission rate
decreases to one message every 5 minutes. Vessels may
probabilistically disable AIS transmissions for random
durations of up to 6 hours.

« Radar. Radar detections consist of distance (with multi-
plicative Gaussian noise of 0.5% standard deviation) and



azimuth (with Gaussian noise of 1.5° standard deviation)
for all targets within the radar detection range. The radar
performs one full revolution every 10 seconds. False neg-
atives (missed detections) occur with a given probability,
while false positives (spurious echoes unrelated to any
real target) are generated uniformly across the coverage
area, also with a given probability per revolution. The
radar may attach an ephemeral identifier (tracklet) to
detections, modeling the presence of an internal tracking
system.

Fig. 2. Simulator user interface, with graphical view of the theater and
graphical outputs of a radar sensor

2) Entities and behavior laws: Three categories of entities,
each with specific behavior models, are included:

o Civilian. Pleasure craft operate in shallow waters
(bathymetry between 10 m and 100 m), following random
trajectories at speeds between 2 and 25 knots.

o Fishing vessels. Fishing boats depart from their home
ports, transit to fishing grounds at depths greater than
200 m, and then perform random movements within a
restricted one-nautical-mile radius area at speeds between
2 and 6 knots for several hours (fishing operations) before
returning to port.

e Merchant ships. Merchant vessels perform transits be-
tween ports within the theater (or exit points) selected
randomly, cruising at a constant speed of 20 knots, except
when approaching ports, where they reduce speed.

3) Scenario and test dataset: Using the simulator, we
generated one dataset to evaluate the tracking system. The
results are presented in Section IV. The test scenario represents
the case of some coastal surveillance with a 10 km range radar
(without an internal tracker) and AIS data. The theater covers
a 70 by 60 nautical-mile area, includes six ports (serving as
departure and arrival points for fishing and merchant vessels)
At any given tim, around 200 active entities are in navigation.
The dataset consists of 4 hours of simulation. In addition to
the tactical sensor data, ground-truth positions, velocities, and
identifiers of all targets are recorded to enable quantitative
evaluation of tracking performance.

III. METHODS

A. Definitions and Overall Operation

The main objective of the system is to track entities, that
is to make available in real time to the user their position,
velocity, and potential metadata (typically, identifiers), and the
amount of certainty regarding those intel (quality of data used,
noise estimation, precision of the underlying algorithm...).
The available information from those entities comes from
sensor measurements, which are by nature heterogeneous,
potentially delayed, noisy, and so on. The system feed on those
measurements and fuse them in a smart way to recover only
the needed information.

Our system relies on Targets and Tracks to do so: a Target
mimics a real entity, via its metadata; and a Track represents
the kinematic state of a Target. We will see in the following
that one Target may have multiple Tracks associated to it at
one given time, using hypotheses. The design of our system
is then twofold:

« Data Association — assigns a measurement to a Track,
possibly creating a new one.

o Track Estimation — estimates a Target’s position and
velocity, with some confidence scores regarding the esti-
mation.

These two points are highly connected, as Data Association
influences the next Track estimations, and track estimation is
used to compare Tracks and data.

Data Association is based on a Multi-Hypothesis Tracking
(MHT) approach. One hypothesis represents a possible inter-
pretation of the observed data, assuming specific associations
between measurements and existing Tracks. Multiple hypothe-
ses must be maintained, especially when there is ambiguity
about the assignment of a measurement to a Track. The idea
is to delay the choice of the “correct” association until future
measurements help resolve the ambiguity.

Track Estimation relies on Bayesian inference techniques
to estimate the Target state (position, velocity, and associated
uncertainties) from partial and noisy measurements. These
techniques use a stochastic motion model (i.e. a prior on
the Target’s dynamics and behavior) along with models for
each and every one existing sensors. The Extended Kalman
Filter (EKF) performs this estimation in the case of Gaussian
uncertainties on both motion and measurement noise.

The system maintains a set of Targets, Tracks, and hy-
potheses. Intuitively, a hypothesis is a proposed description of
reality, containing a set of Targets, each with a defined state.
A Track is a mathematical object that characterizes a Target’s
state and ensures its temporal continuity.

Formally:

o Let {M;,Ms,...,M;} denote the set of Targets.

o Let {T1,T5,..., Ty} denote the set of Tracks.

o Let {Hy, Hs,..., Hg} denote the set of current hypothe-
ses.



Targets form a partition of the Tracks (i.e. a Track belongs
to exactly one Target):

Mi:{ﬂlaﬂ25"'}7 {T17T27"'7TJ}:UMi'

The Tracks {T;1,T;o,...} represent the Target M; in the
different description of the reality carried by the hypotheses.
A hypothesis is a set of (Target, Track) pairs:

Hy, = {(M;n, Tjn)}

where T, € M;, and all M, are distinct. A hypothesis
defines the set of Targets present and the Tracks that represent
them. Each hypothesis has a score Sy, interpreted as the log-
likelihood of the hypothesis.

The system ingests data frame-by-frame, where a Frame
is a set of measurements {z1,z22,...,2,} from a single
sensor, assumed to originate from different Targets. A Frame
is a way to make unity in a world of chaos: where the
data comes from several, different, heterogeneous, delayed,
noisy sensors, a Frame represents a batch from one sensor
and as homogeneous as possible (with respect to time and
some potential hyperparameters). This allows for fine-grained,
sensor specific and time-wise analysis of a batch of Data,
improving greatly the fusion and uses of the data.

Data fusion proceeds through:

1) Preselection of relevant Tracks

2) Estimation of Track positions at the measurement time
3) Computation of association likelihoods

4) Determination of the best associations

5) Update of hypotheses and Tracks

B. Detailed processing

1) Gating and Preselection of Relevant Tracks: Incoming
measurements allow the system to preselect relevant Tracks,
that is the most likely to be associated with the measurements.
Tracks that cannot explain any measurement with sufficient
certainty are discarded. This greatly reduces the computational
complexity of the following steps.

This selection is done by computing distances between
measurements and Tracks, keeping only those within a gating
threshold derived from the sensor and motion models. To
perform this efficiently, a KD-tree data structure is used to
retrieve the nearest Tracks in logarithmic complexity.

2) Motion Model and Position Estimation: Each Track
estimates the Target’s position at any time using a motion
model and Bayesian filtering (EKF).

We introduce an original motion model adapted to maritime
dynamics over long time horizons: A Target has a probability
A-dt of changing heading and p-dt of changing speed during a
time interval dt. As dt — 0, the number of heading and speed
changes follows Poisson distributions with parameters A and
1 respectively. When a heading change occurs, the increment
is drawn uniformly from [—/2,7/2]. When a speed change
occurs, the new speed is drawn uniformly from [vUmin, Umax]-

The first and second moments of the state vector
(z(t),y(t),v(t),0(t))—where x(t) and y(t) are Cartesian

coordinates, v(t) the speed, and 6(t) the heading—can be
computed analytically, yielding a Gaussian approximation of
the stochastic dynamics, compatible with an EKF.

3) Likelihood Computation: Measurement-to-track associ-
ations are based on an association cost combining kinematic
proximity and identification information.

Kinematic proximity is computed from the predicted Track
state at the measurement time, with the sensor model providing
the log-likelihood.

Identification information is used to refine this score. Iden-
tifiers may be:

¢ Strong/unambiguous: MMSI, radar track ID, combat sys-
tem track ID, ...

o Partial: RF signature, visual features, ...

o Absent: basic radar, ...

Identifiers may be persistent or change over time. The diversity
of cases justifies the need for sensor-specific exploitation
strategies and the careful design of Frames.

4) Association: For each hypothesis Hj, an association
cost matrix Cj; is built, where ¢ indexes measurements and
7 indexes Tracks in Hy.

From this matrix, the best global association functions f are
computed, with f(i) giving the Track index for measurement
i, ensuring f(i) # f(i') for ¢ # 4. The best associations

minimize:
Ly = Cis)

They are computed using the Jonker-Volgenant (JV) algorithm
and Murty’s algorithm.

5) Update: The best associations for each of the K hy-
potheses are combined to form the new K best hypotheses.
Specifically, we determine the K pairs (k, f) minimizing
Sk + Ly, where k is the current hypothesis index and f is
a global association for that hypothesis.

These pairs define the new hypotheses and update the
Tracks. For (k, f), let Hy, = {(M;n, Tj)} be the Target-Track
content of hypothesis k. All Tracks T}, are updated using the
EKF update step with the measurement assigned to j, by f.

C. Cleaning up and Outputs

As we said at the beginning of this Section, the goal of the
Tracker is to output the states of the tracked entities. The core
algorithms of our Tracker produce many Tracks and Targets,
often more than the “real” number of entities. To maintain
those numbers in check and not overwhelm the end user, our
Tracker has several way to clean up Tracks:

o Confirmation: a Track is said to be confirmed if it
contains some signed data, or enough unsigned data ;
an unconfirmed Track is discarded.

« Activation: a Track not receiving data for more than some
threshold defined in advance is put to sleep. This avoids
Track with too much uncertainty on their state, which
could attract too many sound data from other entities.



IV. RESULTS

Simulated data and the tracker described in Sections II and
IIT were used to obtain the following results. A Tracker such
as the one designed and studied here may be analysed and
studied via various methods. We focus here on two of them:
classification tools and trajectories evaluation.

In Subsection IV-A we study our Tracker as a classifier
regarding the Data Association process. One advantage using
simulated data over real data is the knowledge of the ground
truth, via the GPS and medatadata of each entity. As a Track is
associated with only one Target, which is defined by a unique
set of metadata (in the present situation: AIS metadata), we can
pass on the "truth” from the the data to the Tracks themselves.
A Track is said to be the entity ; if it contains AIS data
from the entity j. We can then say if a radar data has been
correctly associated to the right Track or not.

In Subsection IV-B we study our Tracker through Tracks
as whole: does one Track reproduces with high precision the
path of the underlying entity? To simplify here the analysis,
we compare only Tracks associated with signed (AIS) data,
meaning, we already know which entity to compare to.

We partition all Tracks produced by the Tracker as follow,
using in particular the confirmed/unconfirmed distinction ex-
plained in the previous Section:

« Signed Track: is confirmed and contains signed (AIS)
data.

o Ghost Track: is confirmed but lacks identifier.

o Unconfirmed Track: is unconfirmed.

In a real situation, a Ghost Track could be for instance
a jet-ski, a drone, or any object without identification (as a
malicous or not intent). In our dataset, all entites are signed
thanks to AIS metadata, hence no Ghost Tracks should exist
if our Tracker were perfect.

A Track is considered pure relatively to one Sensor if all
data from the Sensor associated to the Track comes from only
one entity.

A. Data Association analysis

We focus here on the quality of the radar data associations.
The AIS data association is automatically perfect, as we
assume here a high confidence on the AIS metadata (i.e. no
spoofing or other techniques).

Radar data are twofold: echoes from actual entities, and
false positive like echoes from birds, coastlines or waves. In
our dataset, there are 26131 echoes from entities, and 11 false
positive. As explained in the previous Section, false positive
of the radar should directly be associated with an unconfirmed
Track. Finally, a radar data from entity j should be associated
to the Track j ; several type of errors may occur: association
to another signed Track, or a Ghost Track, or an Unconfirmed
Track. Table I sums up the discussion.

Table II presents the distribution of signed, unconfirmed,
and ghost tracks, along with other statistics.

Signed 5 | Signed £ | Ghost | Unconfirmed
radar from j True False False False
false positive False False False True

ABLET
TRUTHNESS TABLE
Signed | Ghost | Unconfirmed
Count of Tracks 601 57 18
Count of pure Tracks 532 49 16
# Radar 25607 511 24
# correct Radar 25397 0 11
TABLE T

DETAILS OF TRACKS

The Table I allows to compute for instance the (global)
accuracy of our Tracker regarding radar data association:

25397+ 0+ 11
25607 4 511 + 24

Though the accuracy is a very classic metric for classifiers,
in our case a more detailed analysis is necessary to understand
how the Tracker fails.

Signed Tracks comprise a total of 601 tracks, of which
88.5% of are pure, and contained most of the radar data (98%
total). The accuracy is as high as 99%, meaning radar data
associated to Signed Tracks are almost always associated to the
right Signed Track. Some entities generated multiple tracks,
typically for entities remaining in ports for some time. This is
a byproduct of the deactivation of Tracks as explained in the
previous Section (see Figures 3 and 4 for an example of an
entity tracked by two tracks).

=97.2%

acc =

75750 zToulon

Fig. 3. First part of an entities tracked by two tracks (with red : tracker
output; purple : radar input and blue : GPS ground truth)

Unconfirmed Tracks account for 18 tracks in total and
less than 0.1% of the radar data. Eleven of these correspond
to false-positive radar data points, resulting in 11 pure, un-
confirmed Tracks, meaning all unsound radar data have been
correctly discarded as unconfirmed Tracks.

Ghost Tracks amount to 57 in total, comprising 511 radar
data points (1.9% of all radar data). Among these, 49 were
classified as pure, representing 424 radar data points, while the
remaining eight accounted for 87 points. Of particular note,
498 out of these 511 radar data points originated from the
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Fig. 4. Second part of an entities tracked by two tracks (with red : tracker
output; purple : radar input and blue : GPS ground truth)

three entities that had deactivated their AIS while in motion,
thereby simulating malicious behaviour; however, they were
still detected by the radar sensor during this AIS interruption.
Indeed these ghost tracks contain unsigned data and are used
to raise an alert for the end user.

Finally, the tracker was run for 45 minutes in order to
assimilate four hours worth of data (see II-C for input data
details).

B. Trajectories analysis

As a complement to the previous analysis focused on Data
Association, this Subsection focuses on the study of trajecto-
ries, comparing Signed Tracks to the path of the corresponding
entities.

To this end we use Trajectopy, a python module dedicated
to trajectories comparison [34]. A spatio-temporal matching
procedure is apply to select the GPS points of the entity’s
path that best correspond to the associated Signed Track
trajectory. The Absolute Trajectory Error (ATE) is then com-
puted, providing metrics that describe the similarity between
the predicted trajectory and the ground truth. The three most
relevant ATE metrics are used : the minimum, median, and
maximum position deviation between the tracker output and
the ground truth, in meters. Table III presents the minimum,
median and maximum values of Signed Tracks for the three
ATE metrics.

ATE Metrics Minimum | median | Maximum
Minimum position deviation [m] 0.05 1.0 48.8
Median position deviation [m] 8.9 30.6 65.3
Maximum position deviation [m] 25.1 116.8 3811.9
TABLE TIT

ABSOLUTE TRAJECTORY ERROR SCORES ACHIEVED ON SIGNED TRACKS
(IN METERS)

Figure 5 complements Table III by detailing the distribution
of the median position deviation, in metres, for signed tracks.
It is of particular importance that most of the signed tracks
exhibit a median position deviation of less than 30 metres.

Based on the aforementioned ATE metrics and scores, a
few tracks were selected. Figure 6 presents one of the best

Median position deviation in meters

Count

Median position deviation [m]

Fig. 5. Median position deviation histogram between tracker prediction and
ground truth

signed tracks in this study, with 100% accuracy on radar data.
The ATE metrics for this track show minimum and maximum
position deviations of 0.21 and 67.7 meters, respectively, while
the median position deviation is less than 11.2 meters.

sur-mer.

Pin-Rolland ~\ /

Fig. 6. Track with 100 % accuracies on AIS and radar data (with red : tracker
output; green : AIS input; purple : radar input and blue : GPS ground truth)

Figure 7 presents one of the worst signed track in this study,
with a data point 3,811 meters from the ground truth. It is
worth noting, however, that this track accounts for only 3
errors in radar data, alongside 232 AIS and 99 radar good
associations.

V. DISCUSSIONS

This work paves the way towards a generic system for
a Common Operational Picture (COP) in the maritime do-
main. It is designed to integrate any sensor delivering tactical
data (that is, kinematic information, optionally enriched with
identification cues) and to scale up to complex, high-density
scenarios involving hundreds or thousands of tracks. Detailed
performance results are provided on synthetic data in a coastal
surveillance scenario involving both radar and AIS streams.
The system has also been tested on real data in two contexts:

e in real time, during the Dronathlon challenge organized
by the French Navy, by fusing AIS streams with video de-
tections and navigation information from friendly drones
(MAVLINK);
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Fig. 7. Track with the highest maximum position deviation (3811 m) (with
red : tracker output; green : AIS input; purple : radar input and blue : GPS
ground truth)

o offline, on historical AIS data and satellite RF detections
in the Gulf of Guinea.

However, several directions remain open for further devel-
opment.

1) On the theoretical side: There are several elements
which may enhance robustness, performance, and applicability
of the current system:

o Incorporating ensemble Kalman filters could improve
track initialization robustness, particularly in bearing-only
scenarios (e.g. passive sonar or EW antennas).

e Leveraging Interacting Multiple Models (IMM) would
allow for better tracking of highly maneuverable targets
(e.g. USVs, jet-skis), especially in infrastructure protec-
tion or onboard COP applications - situations where both
spatial and temporal scales are smaller.

o Developing more realistic sensor models and more robust
track initiation strategies would help mitigate the impact
of spatio-temporally consistent false detections (e.g. false
echoes generated by ship wakes);

o Accounting for extended targets that generate multiple
detections on a sensor’s frame.

2) On the implementation side: Several performance bot-
tlenecks could benefit from parallelization, including filter
prediction and update steps, as well as the computation
of optimal data association hypotheses. The latter is more
delicate and could be addressed by decomposing the bipar-
tite measurement-to-track association graph into connected
components for parallel processing, or by parallelizing the
partitions evaluated in Murty’s algorithm.

3) From an application perspective: Adding an intelligent
analysis layer on top of the tracking outputs would enable
several valuable functionalities, such as:

o Automatically raising alerts when a vessel disables its
AIS, or when a detection cannot be correlated with any
AIS message.

o Detecting data inconsistencies (e.g. spoofing attempts,
sensor biases).

o Computing metrics for each sensor, such as effective
coverage area, consistency index relative to other sensors,
update frequency, and transmission latency.

o Computing metrics for each track, such as classification
uncertainty, historical richness, regularity, and diversity
of contributing sources.

4) In terms of testing and qualification: The system needs
to be evaluated more extensively on both synthetic and real
data. For synthetic data, it is necessary to:

o Implement within the simulator all sensors listed in the
first paragraph of section II.

o Integrate “bearing-only” sensors into the scenario, such
as EW antennas or passive sonars.

o Include satellite sensors with transmission delays of sev-
eral hours, such as satellite RF and satellite imagery.

o Study the tracker’s sensitivity to radar false-positive rates
and to AIS outages.

It would be beneficial to expand the evaluation tools and
performance metrics in order to analyze the tracker’s behavior
in greater detail and to facilitate its tuning across different
application contexts. It is also important to experiment with
and validate the system on real data, involving a wide variety
of sensors and data sources:

o Radar sensors and EO/IR streams, which may produce
large numbers of false positives, sometimes with spatio-
temporally correlated distributions (e.g. ship wakes,
echoes from obstacles or coastlines).

o« EW and acoustic data.

« Fusion of tracks from a combat system or from a tactical
data link network (Link 16 or Link 22).

« Integration of human intelligence reports.
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Abstract—We introduce WarNav, a novel real-world dataset
constructed from images of the open-source DATTALION
repository, specifically tailored to enable the development and
benchmarking of semantic segmentation models for autonomous
ground vehicle navigation in unstructured, conflict-affected en-
vironments. This dataset addresses a critical gap between con-
ventional urban driving resources and the unique operational
scenarios encountered by unmanned systems in hazardous and
damaged war-zones. We detail the methodological challenges
encountered, ranging from data heterogeneity to ethical consider-
ations, providing guidance for future efforts that target extreme
operational contexts. To establish performance references, we
report baseline results on WarNav using several state-of-the-
art semantic segmentation models trained on structured urban
scenes. We further analyse the impact of training data envi-
ronments and propose a first step towards effective navigability
in challenging environments with the constraint of having no
annotation of the targeted images. Our goal is to foster impactful
research that enhances the robustness and safety of autonomous
vehicles in high-risk scenarios while being frugal in annotated
data.

Index Terms—Dataset - Annotation - Semantic Segmentation
- Unstructured Environments - Navigability - Data frugality.

I. INTRODUCTION

Modern warfare presents significant challenges for the tac-
tical mobility of mounted combat vehicles. Due to contested
environments (GPS-denied, RF-denied), vehicles such as battle
tanks, infantry fighting vehicles, and autonomous robots can-
not rely on outdated operational pictures to achieve mission
objectives. Intensive indirect fire rapidly alters navigable space
and key-terrain positions, affecting mission feasibility. Tactical
missions now require tight integration of situation awareness
and just-in-time planning. Furthermore, dominant threats (e.g.,
loitering ammunitions, short loops between UAV and artillery,
remote navigation of drones and robots, or improvised explo-
sive devices) further limit navigable space.

These challenges, rooted in the dynamic nature of the
battlefield and the diversity of threats, reveal critical limitations
in current mobility and navigation systems. While autonomous
navigation technologies in modern urban scenes have been
widely developed with rich perception modules owing to finely
annotated semantic segmentation datasets, their applicability
in hostile, unstructured, and destructed combat zones remains

highly constrained. In fact, in these situations, robot auton-
omy or driver assistance will require strong advancements to
navigate efficiently in the no man’s land. Moreover, due to
the lack of geometrically structured shapes, the differences
between two scenes are difficult to assess, even by a human
expert, and limited dataset is available to reasonably master
the learning bias.

A partial workaround to data scarcity consists of leveraging
publicly available information, through techniques such as web
scraping, to gain additional information on the target environ-
ment. However, the incorporation of extra-military data intro-
duces additional risks [1f]. In particular, publicly accessible
sources may be subject to intentional manipulation, including
large-scale image tampering or disinformation campaigns [2].

In this paper, we propose WarNav, a war-zone-specific
dataset constructed from the DATTALION repository [3] to
support the development and evaluation of robust semantic
segmentation models for navigability purposes in conflict-
affected settings. The goal is to bridge the domain gap between
traditional urban driving datasets and the operational realities
faced by unmanned systems in hazardous areas. The central
challenges lie in collecting, filtering, annotating, and validating
imagery that is both representative and ethically sourced, while
establishing procedures that ensure the resulting dataset meets
the rigorous standards required for both academic research and
practical deployment. Several techniques have been applied
to meet these criteria for WarNav. Indeed, semantic class
labels tailored to navigation tasks are proposed for the test
and validation sets to enable performance evaluation.

Moreover, we report baseline performances of several mod-
els trained on available annotated datasets without any ex-
posure to WarNav images. Test and validation sets are used
to evaluate them in war-zone challenging regions, by varying
the model architectures, the backbones, and the memory
footprints. We also assess the impact of training data domains,
ranging from urban to rural and from structured to less-
structured environments, on segmentation effectiveness. Re-
sults highlight that each domain offers unique benefits towards
robust navigability in destructed outdoor areas. Finally, we
propose a simple yet effective frugal approach that delivers
strong perception capabilities under resource constraints.



Our contributions can be summarized as follows:

« We introduce a novel and challenging use case for seman-
tic segmentation in war-damaged environments, targeting
frugal autonomous navigation.

o We construct the WarNav dataset via a pipeline of image
selection, filtering, curation, and annotation, with a strong
focus on ethical sourcing, providing practical insights for
future dataset design in extreme deployment scenarios.

o We provide performance on WarNav of diverse baselines
by varying models, backbones or training environments,
and propose an initial frugal approach achieving effective
navigability segmentation in conflict-affected areas.

II. AUTONOMOUS ROBOT USE CASE PRESENTATION
A. Goal and challenges

The advance of autonomous and assisted driving technolo-
gies is highly dependent on the availability of extensive, high-
quality datasets for model development and validation. How-
ever, most of the existing datasets for semantic segmentation
in the context of ground vehicles, such as Cityscapes [4] or
KITTT [5], are predominantly collected in highly structured
and undisturbed urban environments. This limits their rele-
vance and utility when models are deployed in more complex,
degraded, or unstructured real-world contexts. Through this
use case, our aim is to contribute not only with a valuable data
resource for the research community but also methodological
guidance for future efforts in dataset construction for extreme
or atypical operational contexts.

B. Semantic Segmentation of Navigable Spaces

One particularly challenging use case arises in the domain of
military operations, where unmanned ground vehicles (UGVs)
are expected to perform autonomous navigation tasks in en-
vironments characterised by significant destruction, involving
debris, destructed vehicles, shell holes, ruts, collapse of build-
ings, or landslides. In such contexts, accurate perception is
critical for both navigation effectiveness and safety. Specif-
ically, the characterization of drivable areas with obstacles
can be improved using semantic segmentation. Thanks to
semantic retrievals, on-board planners can provide navigation
instructions (maneuvers, paths, trajectories) for automatic path
and mission completion. However, data scarcity is a major
limitation: operational constraints and safety concerns make it
impractical to acquire and exhaustively annotate large-scale,
representative image datasets in these environments.

C. Frugality needs for autonomous navigation with local
situation awareness

Autonomous driving in complex, destructured or unstruc-
tured environment must be robust to changes. In particular
for ground robotic, mission planning and execution must
account for the ability of the autonomous system to interpret
its environment, using semantic segmentation among other
mission information available on board [[6]. Moreover, typical
deployment of robotics in military context implies late in-situ

image acquisition. It thus can rely on model adaptation during
mission preparation [[7] through three main phases:

o At mission preparation time, where rough data terrain
are available, but not necessarily representative of the
battlespace environment.

« After the first mission execution, where some sparse data
are gathered from the executed navigation plan. This
would correspond to a first major model adaptation.

o During repetitive mission operations, where incremental
model adaptations could be performed thanks to incre-
mental data retrieval.

D. Providing dataset from conflict zones

To address this challenge, we turn to publicly available
resources that offer authentic, situationally relevant visual
content. The DATTALION repository [3]] is a prominent exam-
ple, providing visual documentation from Ukrainian conflict
zones, reflecting the diversity and chaos of post-conflict urban
environments. However, directly leveraging such open-source
imagery for machine learning applications presents several
challenges. The imagery is heterogeneous in terms of scene
content and neither curated nor annotated for technical use
cases such as semantic segmentation. Furthermore, issues of
data privacy and ethical use must be rigorously addressed
when dealing with potentially sensitive imagery featuring
vulnerable civilians or recognisable features.

III. WarNav: A BENCHMARK FOR FRUGAL SEGMENTATION
OF NAVIGABLE ZONES IN WAR SCENES

A. DATTALION: a dataset of real war scene images

The DATTALION dataset [3] is a large open-source
multimedia repository documenting the Russian invasion of
Ukraine, launched in 2022. It consists of over 4,000 verified
videos and 20,000 images, along with metadata including loca-
tion, date, source, and type of event (e.g., attacks on civilian
infrastructure, troop movements). The dataset is maintained
by a volunteer-driven Ukrainian initiative and is primarily
intended to support research, journalism, and accountability
efforts related to war crimes and conflict analysis. The dataset
is organized chronologically with monthly chunks. For au-
tonomous vehicle research, only a subset of DATTALION
is relevant. Many images, such as indoor scenes, nighttime
photographs, or close-ups, do not provide useful information
for training perception systems designed for drivable area
segmentation in outdoor daytime environments.

B. Image Selection

We have first performed an initial assessment of the suit-
ability of the DATTALION content for autonomous navigation
zone detection. We have found multiple examples of outdoor
road areas with partially damaged buildings or vehicles. We
also found interesting scenarios such as crop field wildfires
or road blast craters, which would be particularly difficult to
recreate if we had to design a testing area for new image
acquisition.



We then performed a progressive filtering and selection
process. This filtering approach is based on past experience in
artistic image competitions El where image quality assessment
is typically performed in a few seconds during the first
selection rounds. This experience has shown that selecting a
few thousand images from a pre-existing repository is feasible
in a reasonable time by a small dedicated team. The use
of automated image preselection, such as Vision Language
Models, was not considered so far, as their robustness in
destructured environment was unknown.

The following methodological steps were undertaken:

o Submission of a data processing declaration in ac-
cordance with the General Data Protection Regulation
(GDPR), specifying the use of encrypted hard drives
and the deletion of image data upon completion of the
selection process.

o Downloading of the DATTALION dataset, retaining only
image files for analysis. All video files and Word docu-
ments were excluded from further consideration.

o Development of a standardized image selection proto-
col, including representative examples of images to be
retained or discarded, based on relevance to research
objectives and image quality.

« Initial filtering of the dataset through exclusion of images
based on the following criteria: nighttime scenes, close-up
object views, indoor settings and building facades without
visible road infrastructure as only outdoor daytime scenes
are relevant for our use case. Images containing blood,
cadavers, or partial blurring were also removed for eth-
ical and bias considerations.. This filtering process was
conducted in parallel by team members, each responsible
for a designated subset of monthly data.

e Manual review of the pre-filtered images to remove
remaining outliers. This step was significantly faster than
the initial filtering, thanks to the reduced volume of
images requiring inspection.

o Partitioning of the monthly image subsets into training
(5354 images from 8 months), validation (100 images
from one month), and testing (100 images from 2 months)
datasets. Note that there is no overlap between the months
represented in the three sets to avoid domain leakage.

It is worth noting that several original images from the
DATTALION dataset are partially blurred. These blurred re-
gions typically correspond to cadavers or individuals whose
identities were likely intentionally obscured for privacy or
ethical reasons. To avoid introducing a potential bias during
training, where a semantic segmentation model might learn to
associate blurring artifacts with the presence of persons, we
opted to discard such images. Conversely, images containing
unblurred yet unidentifiable individuals were retained without
modification, under the assumption that they resemble data
that could be passively captured by onboard cameras of
autonomous vehicles.

Thttps://www.salondaguerre.paris/

C. Semantic Classes

Based on the intended use case and the availability of
this rich dataset, the set of semantic classes to be annotated
was progressively refined. The following definitions were
ultimately adopted:

o Overlay: Regions containing graphical overlays or an-
notations that were added post-capture. These pixels are
excluded from both training and performance evaluation,
as they do not correspond to real-world scene content.

e Road: Surfaces intended for civilian vehicular traffic,
typically paved with asphalt or similar materials.

o Drivable: Areas that are not formal roads but are deemed
traversable by military 4x4 vehicles (e.g., dirt paths, open
fields).

o Pedestrian: Humans. Accurate detection of this class is
essential for tasks related to safe autonomous navigation.

o Vehicle: Civilian vehicles that are potentially operable.
Obstacle avoidance algorithms would consider them as
potentially non-static obstacles. Damaged or abandoned
car wrecks are excluded from this category.

o Background: All remaining regions are classified as
background, encompassing areas where navigation is not
feasible (e.g., buildings, vegetation, sky, rubble, blast
craters or other static obstacles).

D. Annotation

Even if unsupervised techniques are foreseen to address
annotation constraints, pixel annotation is necessary for perfor-
mance evaluation. This annotation is performed only on valida-
tion (val) and test sets. The training dataset remains completely
unannotated to emphasize the need for unsupervised learning
strategies suited to real-world constraints. In practice, less than
4% (i.e., 200 among 5554) of selected images were annotated.

The annotation process began with an initial calibration
phase during which a small sample of images was annotated
and then discussed to clarify expectations and resolve ambi-
guities. The following annotation guidelines were established
and agreed upon:

o Annotation method: Semantic segmentation was per-
formed by manually outlining regions of interest using
polygons. Each segmented pixel is assigned to exactly
one semantic class; no overlapping segments.

e Obstacle annotation: Small debris or wreckage that
could realistically be traversed by a military vehicle were
not annotated individually. Conversely, blast craters are
generally considered non-drivable and should be explic-
itly labelled as background.

o Surface transitions: Border zones between different
drivable surfaces—such as the interface between as-
phalt and cobblestone or between paved and unpaved
areas—are to be labelled as drivable if they are visually
and functionally navigable.

e Occluded road surfaces: When dense vegetation com-
pletely obscures the underlying ground, the surface con-
dition cannot be reliably assessed. In such cases, the



region must be labelled as background, as no inference
should be made without clear visual evidence.

o Sparse foreground elements: Objects such as tree
branches, leaves, or overhead cables, which do not ob-
struct vehicle motion but may appear in the foreground,
are not annotated.

« Vehicle versus static obstacle distinction: The boundary
between a functional vehicle and an immobile obstacle
can be ambiguous, especially in war-zone imagery. The
chosen criterion is based on potential operability: only
vehicles that appear to be intact and potentially capable of
movement are labelled as vehicle. Severely damaged
vehicles (e.g., burned-out shells, or dismembered car
halves) are treated as part of the background.

All test and validation images were manually annotated
following this protocol. The resulting annotation masks were
saved using the Cityscapes file format [g].

To assess the consistency and reliability of human annota-
tion, a subset of 10 images from the test set was independently
annotated by two additional annotators, resulting in three
distinct annotations per image. The inter-annotator agreement
was evaluated on all pixels: 92.3% of them were assigned
identical labels by all three annotators, indicating a high
level of consistency. However, 7.7% pixels showed at least
one disagreement and only 0.17% pixels were assigned three
completely different labels, reflecting localised interpretation
ambiguities. The mean pixel-wise entropy in the dataset was
relatively low (0.0492), further supporting strong annotation
consistency. Pairwise Dice similarity coefficients were cal-
culated between annotators for each semantic class. High
agreement was observed in classes such as background,
vehicles, overlay and pedestrian with Dice scores
exceeding 0.95 across all annotator pairs. Moderate discrepan-
cies appeared in drivable and road classes, which yielded
lower Dice scores. In fact, these classes may be more prone
to subjective interpretation or boundary ambiguity due to their
close definitions (i.e., zones drivable by a civilian car vs. a 4x4
military vehicle). Nonetheless, these inconsistencies are not
critical for the intended military application, as all affected
areas still fall within the broader category of navigable space
which is our primary concern. The inter-annotator agreement
from this sample will serve as a benchmark for evaluating
the performance of automated semantic segmentation models.
Otherwise stated, we will consider the annotations having the
smaller discrepancy with the two others (i.e., Annotator 2).

Figure [T] illustrates the distribution of pixel classes showing
a strong dominance of the background class, followed by driv-
able areas and roads, which together account for the majority
of labelled pixels. In contrast, pedestrian and vehicle classes
appear significantly less frequently, which is predictable due to
the war context and to their smaller size. Figure [2)illustrates the
region count histogram providing insight into the spatial dis-
tribution and fragmentation of each class. While background
regions remain dominant, classes like pedestrian and vehicles
exhibit a higher number of small, disconnected regions relative
to their pixel count. The similarity in distributions between

the test and validation sets in both histograms indicates good
consistency in annotation quality and dataset structure, which
is crucial for reliable performance assessment.
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E. Dataset Open-sourcing

Selected images and annotations are available on https://
github.com/CEA-LIST/WarNav, It provides DATTALION im-
age names for the different splits and annotation masks for test
and validation datasets. The original images are not shared due
to licensing restrictions.

IV. FRUGAL BASELINES FOR WarNav BENCHMARK
A. wmloU: A new weighted mloU suitable for WarNav

Although the mean Intersection over Union (mloU) is the
standard metric for evaluating semantic segmentation perfor-
mance, it may obscure critical aspects relevant to our specific
use case as it equally considers all pixels. First, since our
primary goal is to ensure reliable navigability, we place greater
importance on accurately segmenting regions closer to the
vehicle than on distant areas. This distinction is particularly
significant for the background class, as it encompasses
both navigational obstacles such as rubble and debris, and
other non-navigable regions such as sky and buildings. In
our context, identifying obstacles within navigable zones is
more crucial than segmenting other background elements,
as they have a more immediate impact on navigation decisions.
Secondly, we argue that accurately segmenting the inner
parts of each zone is more critical than precisely delineating
contours, particularly at the boundaries between road and
drivable areas. To reflect these priorities, we propose a
new weighted mloU (wmloU) that accounts for both factors,
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mloU (in %)

wmloU (in %)

Architecture Backbone #P(M) Cityscapes(val,L19)  Cityscapes(val,Ls)  WarNav(test,Ls)  WarNav(val,Ls)

DeepLabv3+ [9] ResNet101 [[10] 66 76.2 91.2 53.3 46.7

Mask2Former [[11]  SwinB [[12] 104 83.3 93.5 51.4 49.8

SegFormer [13] MiT-B5 [13] 85 82.4 92.7 61.5 58.1
TABLE T

PERFORMANCES OF DIFFERENT APPROACHES BASED ON DIFFERENT BACKBONES ALL TRAINED ON THE CITYSCAPES TRAIN-SET. FOR EACH METHOD,
WE PROVIDE THE NUMBER OF PARAMETERS IN MILLIONS (#P(M)), MIOU RESULTS ON CITYSCAPES VAL-SET CONSIDERING THE L19 AND L5 LABELS
SETTINGS, AND THE WMIOU RESULTS ON THE WarNav TEST AND VAL SETS. BEST RESULTS PER COLUMN ARE IN BOLD.

by weighting the ground truth class label map Cy; with a
weight map W using a Hadamard product [14] (here denoted
o) such as proposed by [15]:

[(CNCg) o W]
wloU = ———F———
[(CUCyt) o W]

where C' denotes the predicted class label map. Note that the
final wmIoU score is obtained by averaging the wloU values
across all classes.

We draw inspiration from this work and adapt it to align
with our objectives. Specifically, we introduce a distance map
D = D; o Dy which incorporates our two criteria:

6]

o We consider the highest non-background pixel pys, as the
horizontal limit between the most critical regions that
contain navigable zones (below) and the less relevant non-
navigable areas (above). To reflect this distinction, we
construct D7 as two piecewise decreasing linear functions
f(a,b) defined by their extrema a, b, assigning greater
weights to closer pixels and especially the more critical
foreground ones (i.e., satisfying p below py,):

£((0,1), (pfg,0.8))
f((prg,0.2), (Pmaz,0.1))

if p below p
Di(p) = { otherwise "
2
o We compute a boundary distance (a.k.a. distance trans-
form) map D5, where for each pixel p, Do (p) is the min-
imum distance to a pixel of a different class normalized

by the maximum value found in its connected component.

The resulting map D is then used to create a weight map
W(p) = e*P®), to compute a wloU per class such as pre-
sented in Eq. [T} where a = 0.3 controls the slope decay. This
formulation accentuates regions farther from class boundaries,
prioritizes forefront areas, closer to the camera, and especially
emphasizes foreground pixels. Thus, the influence of distant
background regions, which often dominate the image but are
less relevant for immediate navigation, is reduced.

B. Datasets

In addition to WarNav, we consider three public datasets:

Cityscapes [4] is a commonly used dataset for semantic
segmentation for autonomous driving. It contains 2975 finely
annotated training images, and 500 validation images (val),
all segmented into 19 semantic classes: Lig9. Notably, the
dataset mainly features scenes from well-structured urban
environments, representing organised and structured cities.

RUGD [16] is a video dataset captured in rural and less
structured outdoor environments, offering more representative

samples for complex rural scenes. The original dataset is
divided into 4759 train, 733 validation and 1964 test images.
We modify this split to 4375 for training, 1240 for validation
(val), and 1841 for testing, to (i) reduce the size of the training
set for better comparability with the Cityscapes setup, (ii)
ensure the inclusion of the class water in the training set,
and (iii) minimize domain leakage across splits. The images
are annotated into 24 possible class labels.

Earthquake-site database [17] (referred to as ‘Earthquake’
in this paper) is a set of images depicting earthquake-related
damage. It was finely segmented into 10 semantic classes such
as every small crack, wreckage, or obstacle is highlighted,
in contrast to WarNav where only bigger obstacles or blast
craters obstructing military vehicle motion are considered.
This dataset includes scenes of both urban and rural environ-
ments, with 686 train and 50 test images.

C. Experiments and results

In this section, we provide several baseline performances
on the test and val sets of WarNav, analysing the influence
of model architecture, backbone size, and training dataset. It
should be noted that none of the models used were trained
using images from WarNav. Instead, we report inference re-
sults from models trained on public annotated datasets. Indeed,
there is an important domain gap between these datasets and
WarNav. The presented results serve as initial baselines and
provide insights into how various model characteristics influ-
ence performance in our specific application setting. Publicly
available chekpoints were used to produce the results in Tables
M and [ For Table [Tl we employed the official SegFormer
code [[13], with minor modifications to the dataloaders to
accommodate the different datasets.

Effect of model architecture: First, we provide in TableEl
a comparison between various state-of-the-art segmentation
models all trained on the Cityscapes [4]] training set to segment
images into 19 possible semantic classes (Li9). We chose
a CNN-based model (i.e., DeepLabv3+ [9]]), and two visual
transformer-based (ViT [18]]) approaches usually providing
better results: Mask2Former [11]] and SegFormer [[13]]. These
models have different architectures, are based on differ-
ent backbones (i.e., ResNet101 [[10], SwinB [12] and MiT-
BS5 [13]]), and have different memory footprints (see number
of parameters #P(M) in Table [f).

For each approach, we report Cityscapes(val,L1g): the mloU
performance on the Cityscapes val set segmented into Lig.
These results illustrate the in-domain semantic segmentation
performance as both training and evaluation are conducted
on subsets of the same dataset with consistent class labels.



mloU (in %)

wmloU (in %)

Backbone  #P(M) Cityscapes(val,L19)  Cityscapes(val,Ls)  WarNav(test,Ls)  WarNav(val,Ls)
MiT-BO 3.7 76.3 90.8 56.0 52.3
MiT-B1 13.7 78.5 91.8 54.9 49.8
MiT-B2 27.5 81.0 92.4 55.6 53.2
MiT-B3 473 81.7 92.7 58.9 55.2
MiT-B4 64.1 82.7 92.7 60.6 56.4
MiT-B5 84.7 82.4 92.7 61.5 58.1

TABLE 1T

PERFORMANCES OF SEGFORMER [[13|] BASED ON DIFFERENT BACKBONES ALL TRAINED ON THE CITYSCAPES TRAIN-SET. FOR EACH MODEL WE
PROVIDE THE NUMBER OF PARAMETERS IN MILLION (#P(M)), mloU RESULTS ON CITYSCAPES val SET CONSIDERING BOTH L19 AND L5 LABEL
SETTINGS, AND THE wmloU RESULTS ON THE WarNay test AND val SETS. BEST RESULTS PER COLUMN ARE IN BOLD.

As anticipated, ViT-based methods significantly outperform
DeepLabv3+, with larger model variants achieving higher
mloU scores.

Moreover, for a better comparability with the WarNav
benchmark, we propose to map each class from L9 to one of
the 5 classes L5 of WarNav as follows (L19 — Ls):

e road — road;

o sidewalk and terrain — drivable;

o person and rider — pedestrian;

« car, motorcycle, bicycle, truck, bus and train — vehicle;

o sky, vegetation, building, fence, wall, pole, traffic sign
and traffic light — background.

As explained in Sec. we omit the overlay class during
evaluation. We apply this mapping to all Cityscapes val predic-
tion and ground truth segmentation maps and perform a new
mloU over the resulting Ls: Cityscapes(val,L5). These values
are higher than Cityscapes(val,L19) due to the merging effect
of fine-grained object classes into broader categories, which
simplifies the task. For example, confusion between poles,
traffic signs, and traffic lights becomes irrelevant when these
are grouped into a single class. Moreover, under this mapping,
the performance gap between the three evaluated approaches
narrows significantly, with only a 2.3 p.p. (percentage point)
mloU difference compared to a 7.1 p.p. gap with the original
L1g evaluation as even smaller CNN-based models succeed in
performing well on this easier task.

The same mapping Li9 — L5 is applied to predictions
on test and val sets of WarNav, which are compared to the
ground truth annotations to compute WarNav(test,Ls) and
WarNav(val,Ls) respectively, using the wmloU metric. In fact,
as outlined in Sec. [[V-Al this metric is more convenient for
WarNav dataset, contrary to other contexts such as autonomous
driving in urban environments. Interestingly, the lightweight
ViT-based segmentation model, SegFormer [13]], achieves the
best results on both sets. This could be explained by the fact
that Mask2Former [11]] is a panoptic segmentation model dis-
tinguishing not only the semantic concepts but also individual
instances, tending to overfit to specific training instances which
reduces generalization in new domains where visual patterns
differ. Thus, we will use SegFormer [13]] in the subsequent
analyses. Note that the gap between the displayed test values
and those obtained using different annotations for 10 images
(see Sec. [I-Dj for details) is always less than 0.3 p.p. wmloU,
which confirms the consistency of the annotations.

Effect of backbone size: Table [[l] presents a comparative

analysis of various SegFormer [13]] backbones, from MiT-BO
to MiT-B5, in terms of model complexity and segmentation
performance with the same evaluation settings. More details
about the computational costs of each model can be found
in [13]. Similarly to Table m all models are trained on the
Cityscapes train set to segment images into L19. As expected,
increasing the memory footprint leads to improved results,
particularly for Cityscapes(val,L1g), where mloU rises from
76.3% for MiT-BO to 82.7% for MiT-B4, with MiT-B5 closely
following at 82.4%. When evaluating the coarser 5-class Ly
setting of Cityscapes, performance differences become less
pronounced, with all models achieving scores in a narrow
range between 90.8% and 92.7%. This confirms our suggestion
that collapsing fine-grained categories into broader classes
for Cityscapes simplifies the segmentation task, reducing the
performance gap between smaller and larger models.

However, WarNav reveals a larger wmloU gap between
small and large models driven by the benchmark’s complexity
and the domain gap between the structured cities of Cityscapes
and the severely damaged environment of WarNav. Indeed,
wmloU scores gradually improve with model size from 56.0%
(MiT-BO0) to 61.5% (MiT-B5) for the test set, and from 52.3%
to 58.1% for the val set. Note that results are consistent across
test and val sets for all models, reflecting the reliability of
annotations and the representativeness of the selected images
for the conflict-affected use case.

Effect of training dataset: Since Cityscapes primarily
features well-structured urban environments, models trained
exclusively on Cityscapes often fail to accurately segment
destruction-related elements in WarNav benchmark (see col-
umn 3 in Fig. 3). In this section, we investigate the impact of
training data by using different datasets, representing distinct
types of outdoor scenes, ranging from structured urban settings
to rural and destructed environments.

To ensure a fair comparison between models trained on
different datasets, and since each dataset provides its unique
class labels and definitions, we introduce a unified label set,
Lo, consisting of 12 high-level semantic categories (super-
classes). The labels of each dataset are mapped to this common
taxonomy, as detailed in Table Specifically, we retain the
categories road, drivable, and pedestrian from Lj
WarNav, but refine the remaining classes as we believe that
combining very distinct semantic concepts during training can
harm performances. Thus, the vehicle category is split into
three classes: car (civilian cars), two wheels (bicycles



mloU (in %)

wloU (in %)

Training Data

Cityscapes(val,L12) RUGD(test,L12) Earthquake(test,L12)  WarNav(test,Ls)  WarNav(val,Ls)
Cityscapes [4]] 89.1 41.1 52.1 58.8 59.9
RUGD [|16] 51.3 71.5 41.9 45.6 44.6
Earthquake [|17]] 61.2 39.2 73.9 56.0 57.9
Cityscapes+RUGD+Earthquake 87.4 68.7 75.9 64.9 63.9
TABLE TIT

PERFORMANCE OF SEGFORMER(MIT-BY) [[13]] TRAINED ON DIFFERENT DATASETS. FOR EACH MODEL, mloU RESULTS ON CITYSCAPES(val),
RUGD(test) AND EARTHQUAKE(fest) CONSIDER THE L12 LABEL SETTING WHEREAS wloU RESULTS ON THE WarNav test AND val SETS CONSIDER THE
L5 SETTING. BEST RESULTS PER COLUMN ARE IN BOLD, SECOND BEST ARE UNDERLINED.

and motorcycles), and other vehicle (larger vehicles).
The broad background class is further divided into: sky,
vegetation, buildings, road obstacles (obstacles
located on the roadway), side obstacles (objects found
outside the road area), and water.

Note that some inconsistencies were noticed in the annota-
tions of Earthquake. First, grass is inconsistently annotated as
either vegetation or other. As a solution, we relabel
these areas as terrain when they are predicted as such
by the SegFormer(MiT-B5) model trained on Cityscapes Lig.
Second, in the original annotation of Earthquake, all types of
vehicles are grouped under a single label. We refine this by
using the same model to pseudo-label individual vehicles into:
car, motorcycle, bicycle, truck, bus, and train.

L12 super-class  Cityscapes RUGD Earthquake WarNav
asphalt
Road road gravel road road
concrete
dirt
. sand
Drivable Sldew?]k grass terrain drivable
terrain
mulch
rockbed
Person p:irdS:rn person person pedestrian
Car car vehicle car vehicle
Two wheels mo.tocycle bicycle mo_tocycle vehicle
bicycle bicycle
truck truck
Other vehicle bus - bus vehicle
train train
Sky sky sky sky background
Vegetation vegetation ];Lesi vegetation background
o o building o
Buildings building bridge building background
Road obstacles - log cracks background
rock
fence fence
wall container
Side obstacles pole table other background
traffic sign pole
traffic light sign
Water - water water background
TABLE IV

MAPPING OF DATASET CLASS LABELS TO A COMMON L12 DEFINITION.

To assess the impact of the training data environments,
we train three SegFormer(MiT-B5) models independently on
Cityscapes [4]], RUGD [16] and Earthquake [[17]], considering
the L setting. The mloU results on the corresponding test/val
sets are reported in Table [Tl As expected, each model
achieves the highest mloU on its respective in-domain set, but
exhibits significantly reduced performances on out-of-domain

datasets. These large performance drops, up to 37.8 p.p. on
Cityscapes(val,L1s), 32.3 p.p. on RUGD(test,L13), and 32.0
p-p- on Earthquake(test,L12), highlight the substantial domain
gaps between these datasets and the resulting limitations in
cross-domain generalization.

We further evaluate the three models on the test and val
splits of WarNav after performing the L2 — L5 mapping on
the predictions such as detailed in Table[[V] Figure [3]illustrates
qualitative results on images from the WarNav test set. The
model trained on Cityscapes performs well in structured urban
scenes (e.g., images 1 and 2), successfully segmenting classes
omnipresent in such images such as vehicles and pedestrians.
However, its performance degrades considerably in rural or
damaged environments, where it struggles to differentiate
between drivable and non-drivable areas and fails to identify
road obstacles and blast craters (e.g., images 3-5). In contrast,
the model trained on RUGD demonstrates better identification
capacities of road and drivable areas especially when con-
fronted with less structured scenes compared to those from
urban autonomous driving settings. Yet, it is less effective
in detecting finer elements such as vehicles, pedestrians, and
small obstacles. Meanwhile, the Earthquake-trained model
yields the best segmentation results in destructed or post-
disaster environments, particularly at detecting road obstacles,
even the finer ones. However, it underperforms in recognizing
vehicles and people due to their limited representation in the
training data.

To leverage the strengths of each individual model, we
train a SegFormer(MiT-B5) model on a combined dataset
comprising Cityscapes, RUGD, and Earthquake, while main-
taining the unified labelling strategy. This simple yet effective
approach yields a model with strong and balanced perception
capabilities across diverse outdoor environments: urban/rural,
structured/destructed. Notably, it performs competitively on
Cityscapes and RUGD compared to single-data models and
achieves the best results on Earthquake, even surpassing
the model trained solely on Earthquake data. Furthermore,
it strongly outperforms all previous models on WarNav, as
shown both quantitatively in Table [T and qualitatively in
Fig. B} Thus, this model took advantage from Cityscapes for
pedestrian and vehicle detection, has better separation abilities
between road and drivable areas thanks to RUGD, and detects
road obstacles, holes and debris learned thanks to Earthquake.

V. CONCLUSION

In this work, we introduce WarNav, a new semantic seg-
mentation benchmark under data annotation frugality, along
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Ilustration of the influence of the training datasets. Columns from left to right are: test images of WarNav, their corresponding annotations, predictions

of SegFormer(MIT-B5) trained on Citysapes, RUGD, Earthquake and the combination of the three datasets.

with baseline evaluations to assess navigability in conflict-
affected areas. Our approach begins with the construction
of a dataset by filtering imagery from a publicly available
DATTALION repository [3[]. Then, we propose a refinement of
the traditional mloU metric to better reflect the requirements of
autonomous vehicle navigation in unstructured environments.
Subsequently, we benchmark several baselines on WarNav by
varying architectures, backbones and training datasets without
using any in-situ images during training. Building on these
results, we propose a simple yet effective solution towards
autonomous navigability in hazardous zones, leveraging the
diversity of available annotated outdoor environments. Our
experiments focus on direct transfer of models trained on
other outdoor domains to compare baseline performances. A
promising direction is to employ WarNav training dataset as
a target domain and apply Unsupervised Domain Adapta-
tion (UDA) techniques for semantic segmentation [19]], [20],
thereby improving model adaptation while remaining frugal
in annotations. While our study provides initial insights and
solutions to enhance unmanned vehicle safety in unstructured
terrains, we believe UDA-driven approaches could further
improve performance. Ultimately, we hope this work will
foster research in such specific environments by providing

open datasets and developing frugal and robust Al models.

VI. BROADER IMPACT

WarNav represents a semantic segmentation dataset of war-
affected environments, offering a first benchmark towards
developing autonomous driving systems in such challenging
domains. However, the methodologies used to construct this
data introduce several important considerations that merit
further investigation. First, the scraping of public multimedia
repositories introduces potential vulnerabilities, such as the
risk of malicious remote server image manipulation. Nonethe-
less, this approach significantly improves researcher safety
by eliminating the need for data acquisition campaigns in
active conflict zones. It also improves dataset representative-
ness when compared to artificially constructed environments,
which may inadequately capture the complexity of real-world
situations. Second, the use of images sourced from public areas
raises compliance challenges with the GDPR when they con-
tain identifiable individuals, including vulnerable populations.
While autonomous vehicles are expected to process similar
visual data in real time to avoid pedestrian collisions, the
preparation, storage, and processing of corresponding training



datasets requires explicit declaration and handling procedures
under data protection regulations.
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Abstract — Operational needs in Earth Observation (EO)
are increasingly demanding more responsive and autonomous
systems, particularly for security and defense applications. This
requires new architectures able to shorten the decision-action
cycle through real-time event detection, adaptive tasking, and
intelligent onboard analytics. The IRMA project, led by IRT
Saint Exupéry, develops Artificial Intelligence (Al)-based
technologies for mission planning and data processing of EO
constellations (both on the ground and onboard satellites) to
enhance reactivity and decision-making in realistic end-to-end
scenarios. This paper presents the IRMA demonstrator, a
modular platform emulating a complete EO system and
integrating advanced technologies such as the adaptive multi-
agent scheduler ATLAS2 and a YOLOX-based ship detection
pipeline. It validates autonomy, robustness to operational
constraints, and clarity of outputs for human operators, three
key challenges for security / defense applications. The
demonstrator executes fast-paced, end-to-end scenarios on real
data, offering an engaging and operationally relevant user
experience. It provides a testbed to mature Al building blocks,
assess system-level reactivity, and explore the architecture of
future EO systems combining ground and onboard intelligence.
Its design supports modularity, standardized APIs and real-
time visualization, and will soon integrate embedded processing
hardware to enable hybrid ground/onboard workflows in line
with security and defense requirements for autonomy and
frugality.

Keywords — Earth Observation, Reactive Systems, Mission
Planning, Multi-Agent Systems, Al for Space, Al for Security and
Defense, Onboard Processing, Edge Computing, Demonstrator,
System Autonomy, Maritime Surveillance

l. INTRODUCTION

The Earth Observation (EO) domain is undergoing a
profound transformation, driven by the growing demand for
more responsive, autonomous, and intelligent systems. In both
civilian and defense contexts, users now expect satellite
systems to move beyond data delivery and provide timely,
actionable insights like detecting, interpreting, and reacting to
events such as natural disasters, illegal activities, or military
threats within minutes rather than hours. While current
constellations already produce tens of terabytes of imagery
daily [1], traditional EO workflows often introduce delays of
several hours, sometimes a full day, before information
reaches decision-makers.
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This latency is increasingly incompatible with time-
critical missions. In defense, space-based Intelligence,
Surveillance, and Reconnaissance (ISR) relies on fast
detection and re-tasking. The European Defense Fund’s
SPIDER project directly addresses this challenge by
promoting autonomous planning, short revisit cycles, and
minimal end-to-end latency [2], [3]. In the civil domain,
NASA'’s Earth Science to Action strategy similarly calls for
reducing the gap between observation and response,
prioritizing decision-ready information [4]. These converging
priorities are further amplified by the rise of New Space and
the growing availability of agile, multi-sensor constellations,
reinforcing the need for integrated, low-latency decision-
action loops — both on the ground and onboard satellites.

The necessary transformation to meet this challenge
impacts all components of EO systems. In particular,
institutional, commercial, and industrial  strategies
increasingly converge on a set of key enabling technologies:

o Artificial Intelligence (Al), for high-level reasoning
and interpretation of multi-modal data (optical, radar);

e Edge Computing on-board satellites, enabling early
detection, filtering/prioritization and autonomous
decision-making (e.g. triggering follow-on actions),
as demonstrated by missions like Phi-Sat 2 [5] and
CogniSAT-6 [6];

e Inter-operability and orchestration, to federate
heterogeneous multi-mission assets and coordinate
them under tight timing and mission constraints;

e lLow-latency and  seamless  communication
infrastructures, including Ground Station as a Service
and optical or radiofrequency Inter-Satellite Links
(ISL), to enable real-time feedback loops and ensure
global system reactivity.

These technological directions are echoed in the strategic
roadmaps of major space stakeholders—including the
European Union, ESA, CEOS, and NASA—as
highlighted in recent reports and white papers [7][8]
[91[10][11][12][13][14].

Collectively, these efforts signal a structural shift from
linear, siloed EO systems toward distributed, intelligent,



and reactive architectures. Such a shift is essential to meet
the evolving requirements of both civilian operations and
time-critical defense applications. Fig. 1 illustrates this
shift from traditional architectures to the next generation
of responsive EO systems.
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Fig. 1. From traditional EO systems to intelligent, reactive architectures.

The IRMA project (Image processing for a Responsive
Mission with Al) led by IRT Saint Exupéry [15], contributes
to this transition through Al and edge computing core
technologies by developing a suite of Al-based technological
building blocks for intelligent and reactive mission planning
and data processing, on ground as well as on board.

IRMA is also developing a demonstrator in order to
validate and quantify, through realistic and illustrative end-to-
end scenarios, the added value of these technologies in terms
of system reactivity and autonomy. This demonstrator is a
modular hardware and software platform that integrates
IRMA technologies into an architecture emulating the main
operational components of EO systems.

The idea of more agile and intelligent EO architectures has
been discussed in the scientific community for at least a
decade. In 2015, Golkar presented a federated Satellite
systems paradigm [16] envisioning heterogeneous spacecraft
cooperating by sharing resources and services to enhance
efficiency and resilience. Denis et al. [17] later examined
potential disruptions in Earth Observation systems and
markets, highlighting how New Space constellations, data-as-
a-service models, and platform-based business approaches
could fundamentally reshape EO value chains. More recent
works have proposed mission and system architectures
supporting persistent and multi-sensor monitoring [18], or
demonstrated how autonomous onboard intelligence can
improve the exploitation of high-dimensional EO data [19].

In parallel, several European initiatives are translating
these concepts into concrete system developments.
DOMINO-X [20] is a collaborative effort to modernize EO
ground segments through modular building blocks and
standardized interfaces. Building on that groundwork,
DOMINO-E introduces a multi-mission federation layer to
orchestrate sensors across mission boundaries and optimize

[ Higher image quality ]

reactivity through advanced scheduling [21]. Other projects
also illustrate this paradigm shift. For example, LEONSEGS
[22] explores federated multi-mission ground segments,
CALLISTO [23] integrates Copernicus DIAS (Data and
Information Access Services) data with heterogeneous
sources through Al and big data processing; and RapidAI4EQO
[24] develops spatiotemporal Al models for high-cadence
land monitoring. At the same time, on-board Al
demonstrations (ESA ®-sat-1/-2, OPS-SAT) show practical
pathways to filter, prioritize, and act on data at the edge, from
cloud-screening [25] to anomaly detection experiments in-
orbit [26].

While these initiatives are actively addressing future Earth
observation system needs in Europe, most efforts still either
work on defining high-level flexible architectures or target
isolated technological bricks. The IRMA demonstrator takes a
complementary and original approach by bridging system
architecture and operational concepts with the integration of
concrete, state-of-the-art technologies enhancing key system
functions both on ground and on board. It provides a unique
environment to assess how these technologies interact within
full-system workflows and how they jointly contribute to
complex performance indicators such as system reactivity and
autonomy.

The remainder of this paper is structured as follows.
Section Il introduces the main requirements of the IRMA
demonstrator and the adopted development approach. Section
111 presents the demonstrator architecture and the integration
of its core components. Section 1V details the Al-based
technological building blocks integrated into the system.
Section V illustrates a representative use-case scenario,
highlighting the reactivity loop and dynamic coordination
between modules. Finally, Section VI concludes the paper by
emphasizing the demonstrator’s contributions and outlining
perspectives for future developments.

Il.  REQUIREMENTS AND DEVELOPMENT APPROACH

A. Operational Context

The main goal of the IRMA demonstrator is to illustrate,
through “live” demonstration sessions, reactive system loops
on realistic scenarios, where high-level User Requests (UR)
trigger adaptive acquisitions, processing and reprogramming
actions based on Al-driven insights.

An effort was undertaken to identify Earth Observation
use-cases requiring high responsiveness, in which traditional
EO systems fall short due to long processing and reaction
cycles. This analysis is summarized in TABLE | and provides
a foundation for aligning system functionalities with real-
world operational needs.

At maturity, the IRMA demonstrator is expected to
support complex scenarios such as the following:

A high-resolution multispectral satellite is tasked to
acquire images over a conflict area. Thanks to its on-board
processing capabilities, it detects the spectral signature of
polymer materials (e.g., plastics) within a densely vegetated
area indicating a potential camouflage material. An alert and
a lightweight report are immediately transmitted to the
ground through a low bandwidth channel. On board, the alert
also leads to the prioritization of that image’s downlink on the
next ground-station overpass.



On ground, the alert automatically triggers the urgent re-
tasking of a high-resolution radar satellite to acquire a follow-
up image over the same area. Upon reception, the radar
image is processed and reveals a metallic echo at the exact
location previously flagged, confirming the likely presence of
a concealed material. Further exploitation of the radar
signature may allow for coarse classification of the object
(vehicle, structure or other material), depending on image
characteristics and target dimensions.

This example highlights how the demonstrator bridges
operational needs with enabling technological capabilities.

TABLE I.
EARTH OBSERVATION USE-CASES AND THEIR TYPICAL REACTIVITY NEEDS
ID Theme Expected
Latency

1 Maritime surveillance — Oil spills <1h

2 Maritime surveillance — Algae, sediments <3h

3 Maritime surveillance — Illegal activities <1h

4 Port or Airport monitoring <1h

5 Natural disaster (Earthquakes, Eloqu, < 30min

Hurricanes...) / War zone monitoring

6 Wildfires < 15min

7 Search & Rescue < 15min
Monitoring of critical or ;

8 military industrial sites 30min —1 day
Monitoring of large areas .

9 (e.g., deforestation, borders) 30min — 1 day

10 Soil analysis / Precision farming < 24h

11 Camouflage detection 30min — 6h

12 Air quality monitoring — Methane <1h

B. Key System-Level Requirements

The illustrative scenario described in the previous
paragraph is representative of the end-to-end reactivity that
IRMA aims to support. To achieve this, the demonstrator is
designed to integrate Al technologies into a simulated EO
system comprising at least the following components and
interfaces:

e Space segment that is configurable with the number of
satellites and their main parameters: agility, orbit type
(sun-synchronous (SSQ), inclined, etc.), and payload
modalities (optical, IR, SAR, hyperspectral);

e Smart mission planning function;
e On-ground and on-board data processing;

e Reactivity service, to close the loop between data
processing and mission planning;

e Simulation of communication links, with configurable
number and location of ground stations (including
Ground Stations as a Service), as well as additional
links such as low-bandwidth RF channels or Inter-
Satellite Links (ISL).

During scenario execution, IRMA Al technologies must
be run in real time on real data. On-board processing must be

executed on a real edge device with embedded hardware. For
live demonstrations, the system must compress the execution
of an operational scenario (normally spanning 6-24 h) into
less than 10 min, with real-time visualization of key events
and performance metrics.

The demonstrator shall showcase as many of the following
capabilities as possible:

Event tracking and automatic reprogramming through a feedback loop

between image analysis (on-ground or on-board) and mission planning.
Optimal constellation planning, maximizing mission capacity (number

of images), revisit frequency, and information freshness.

Mission reactivity for dynamic planning of urgent requests.

Semantic information extraction from mono- and multi-modal images
via ground-based processing.

Semantic information extraction from mono-modal images via on-board
processing.

Selective processing (on-ground or on-board) depending on acquisition
request characteristics.

Ability to follow the user request status from definition to completion.

Prioritization of satellite downlink schedules based on urgency and the
semantic content of on-board processed images.

Ability to update on-board processing algorithms during the system’s
lifetime.

Automatic backup acquisition to replace failed attempts (e.g., due to
weather or anomalies).

Capability to program a multi-mission system.

C. Development Challenges and Strategy

Designing such a demonstrator poses several key
challenges, including the integration of heterogeneous
software bricks of varying levels of maturity and origin (R&T
developments, industrial partners and legacy projects), their
interoperability within a streamlined yet representative EO
system architecture, and the need to combine real-time
execution with offline or embedded components while
ensuring consistent interface management and temporal
synchronization. Additional challenges include providing a
positive and engaging User Experience (UX) during live
demonstrations, as well as ensuring maintainability and
modularity for future expansions.

To address these challenges, the team adopted an agile,
incremental development approach, allowing step-by-step
integration and testing of components as well as iterative
refinement based on user feedback and UX evaluations. A
model-based systems engineering (MBSE) methodology
using Capella [27] was also employed to support high-level
architectural specification, functional decomposition, and
traceability of system requirements. The demonstrator
architecture was aligned with the principles of DOMINO-X
[20], which defines a modular ground segment for next-
generation EO systems. This architecture has been tailored to
the IRMA demonstrator scope, focusing on components
where Al brings operational value.

Ill.  SYSTEM ARCHITECTURE

A. Software and Functional Architecture

In its current version, the IRMA demonstrator emulates a
realistic EO architecture, as illustrated in Fig. 2. It relies on a
central orchestrator designed to coordinate the simulation
timeline, manage time-sensitive interactions, and trigger key
events (e.g., acquisitions, downlinks, processing). This
mechanism ensures deterministic temporal control and



smooth integration, while remaining consistent with the
principles of DOMINO-X promoting modular, event-driven
and loosely coupled architecture. Our approach and used
technologies also echoes NASA’s NOS-T (New Observing
Strategies Testbed) prototyping platform for distributed space
missions [28].

) A
MPS - Mission | | s2v-Mission UAS - User
&, Programming Service . visualization Access Service
Java ission Java
Request M|$S|'0n )
analysis planning
AMAS
—
—_—
Orchestrator FS - Federation |
Service
A

EPS - Enhanced

Processing Service
A

Request and data RS - Reactivity Service
handler P
ACS - Archive Feature Request
YOLOX pipeline / Catalogue handler handler
- Service Reprogram
i
display Sevice Sevice

Fig. 2. Simplified overview of the high-level software architecture of the
current IRMA demonstrator. The primary programming language used for
each component is indicated by its corresponding icon.

The architecture includes the key components defined in
DOMINO-X, complemented by a few additional modules
(indicated with a *) specific to the demonstrator:

e User Access Service (UAS): The main human-
machine interface for defining and visualizing user
requests as well as the scenario timeline.

e Mission Programming Service (MPS): Performs
meshing and analyzes the feasibility of an acquisition
request, then uses an Al-based Adaptive Multi-Agent
Planner (AMAS) for dynamic scheduling.

e Enhanced Processing Service (EPS): Performs Al-
based image analysis in response to the user request
(e.g., ship detection with a YOLOX model).

e Reactivity Service (RS): Manages event follow-up
and makes decisions (such as triggering an alert or
(re)programming an  acquisition) based on
comparison between EPS outputs and user request
criteria (rule-based engine).

e FS (Federation Service): The central orchestrator in
the Domino-X architecture, responsible for unified
management of user requests and workflows across
multiple systems. In the IRMA demonstrator, it is
implemented as a simplified function focused on
request handling.

e Archive & Catalog Service (ACS): Indexes raw and
processed products using OGC STAC standards.
Implemented with minimal functions supporting
other components.

e  Orchestrator (*): Drives the simulation, coordinates
components, manages the mission timeline, and
enables observability.

e Mission Visualization Tool (*): A Cesium-based
application, referred to as S2V (Scenario to
Visualization), acting as the main HMI for dynamic
scenario rendering. It provides real-time visualization
of satellite operations, orbital tracks, and ground
stations in both 2D and 3D environments.

The demonstrator leverages standardized, well-established
technologies. All components are containerized with Docker
and expose interoperable REST/OGC interfaces for smooth
integration and scalability. Communication between services
relies on modern frameworks such as FastAPI and MQTT,
enabling real-time interaction, responsiveness, and advanced
visualization. The entire stack supports automated
deployment through Docker Compose or Swarm, reinforcing
maintainability and enabling future extensions to more
complex or operational deployments. Although the current
demonstrator focuses on ground-based components, the
architecture is designed to integrate on-board processing
modules via a dedicated compute board in the next release.

B. Hardware architecture

Physically, the demonstrator is hosted in a modular flight
case with three interconnected hardware stations, each with its
own display representing a key part of the simulated EO
system, as shown in Fig. 3.

Allocation of system components and HMI to Hardware

components is shown in TABLE II.
‘ Image display )

Orchestrator And User
Mission Access Service display
displays

\%

Fig. 3. Hardware setup of the IRMA demonstrator. Upcoming versions will
include an embedded target to emulate on-board processing.

TABLE II.
HARDWARE LIST AND SOFTWARE COMPONENTS / HMI ALLOCATION
Hard\_/vare Software Visual Interface
station components
Mission MPS, S2V AMAS |nternal_ a_cqumtlon request )
status, global vision of the constellation.
Image EPS, ACS, Images and outputs from EPS (e.g.
9 RS detection bounding boxes).
Scenario timeline, User Request
Orchestrator selection/validation and follow-up,
Orchestrator ' | alerts, reports and suggested
UAS, FS . .
reprogramming request, reactivity
dashboard.
Spherical -, .
screen S2v Global vision of the constellation.
Edge target | (Upcoming): On-board processing and reactivity.

2 Interactive HMIs in bold italics
The demonstrator also includes a spherical screen
displaying Earth and constellation dynamic evolution (from



S2V) to increase UX. Additionally, in a close future an
embedded hardware target will be connected to the
demonstrator enabling real-time on-board processing for
illustration of new, more reactive, operational scenarios.

IV. TECHNOLOGICAL BUILDING BLOCKS

The demonstrator integrates key Al-based technologies
into an architecture emulating the main operational
components of EO systems. It validates their integration,
illustrates their added value within a responsive system loop,
and supports TRL progression through interoperable,
standardized interfaces. It enables system-level evaluation of
autonomy, alignment with operational constraints, and clarity
of outputs for human decision-making, three central
challenges for security / defense applications.

The IRMA project develops multiple Al-based
technological bricks at varying maturity levels, including
multi-modal image processing (e.g., object detection,
segmentation, image enhancement), representation learning
(e.g., image retrieval, captioning), foundation models, and
unsupervised anomaly detection on both imagery and time
series. For mission planning, a legacy Adaptive Multi-Agent
Planner (AMAS) is being upgraded. The project also
investigates several embedded platforms (AMD, Intel,
Nvidia), leveraging vendor-specific toolchains to deploy and
benchmark IRMA algorithms, with a focus on improving the
robustness of Al models when processing raw remote sensing
data directly on board satellites.

In its current version, the demonstrator integrates two
flagship Al-based technologies, described in the following
paragraphs: adaptive and reactive mission planning with
AMAS, and ship detection and recognition with YOLOX.

A. Adaptive and Reactive Scheduling with AMAS

A central component of the IRMA demonstrator is the
Mission Programming Service (MPS), which handles the
planning and scheduling of satellite acquisitions. This
component integrates an Al-based planner grounded in the
Adaptive Multi-Agent System (AMAS) paradigm [29]. More
specifically, the AMAS implemented in the MPS is a
redesigned version, called ATLAS2, which enhances the
responsiveness of Earth observation systems by supporting
feedback loops from image analysis to mission planning [30].

In contrast to traditional greedy algorithms still widely
used in operational systems, ATLAS?2 enables real-time and
dynamic planning, supporting the insertion of last-minute or
high-priority requests without restarting the entire planning
process. The agent-based design models satellites, user
requests and acquisitions as cooperative agents capable of
negotiating conflicts and adapting to evolving constraints.
More precisely, the main intelligence of the multi-agent
system lies in the way acquisition agents negotiate with each
other to resolve the non-cooperative conflict situation,
perceived by a satellite agent, where a required time slot is
already booked by another acquisition agent. The negotiation
is based on the criticality of the request (e.g. its priority) and
on the scheduling cost of this request across all available
satellite resources. This flexibility makes the system
particularly well-suited for reactive Earth Observation
scenarios such as disaster response, environmental
monitoring, or maritime surveillance.

In [30], benchmarks on realistic scenarios with agile
satellites constellations in demonstrate that ATLAS2 can lead

to up to a 30% improvement in the number of planned requests
compared to a state-of-the-art hierarchical greedy algorithm,
particularly in complex, resource-constrained situations (e.g.,
two-satellite systems with thousands of requests). It also
shows faster and more robust integration of urgent requests,
as illustrated in Fig. 4, typically re-planning within less than
one minute, and resolves scheduling conflicts more effectively
through local negotiation mechanisms.

Finally, ATLAS2's decentralized nature provides inherent
scalability to multi-constellation systems, and its “any-time”
behavior makes it suitable for use in continuous planning
loops with feedback from image analysis. These properties are
key enablers for future architectures where on-ground and on-
board mission planning must coexist and interact seamlessly.
Class 1

2 satellites
3000 requests

Class 2
5 satellites
6000 requests

Class 3
7 satellites
8000 requests

Class 4
10 satellites
12000 requests

W HGreedy

AMAS

Average computation time (in minutes)

2,0
| | |
oo In Ha 1

Fig. 4. Time to plan an urgent request with the AMAS algorithm (purple)
compared with HGreedy (gray) for scenario classes of increasing complexity
(excerpt from [30])

B. Ship detection and recognition with YOLOX

Another core component integrated in the IRMA
demonstrator is the on-ground Enhanced Processing Service
(EPS), which hosts Al-based image analysis capabilities. In
the current setup, this service includes a real-time ship
detection and recognition module based on YOLOX, a
member of the “You Only Look Once” family of detectors
[31], deployed on standard GPU-based hardware.

This Convolutional Neural Network (CNN) module builds
upon prior work carried out by IRT Saint Exupéry in the CIAR
project and presented at CAID in 2022 [32], where a
YOLOv3-based solution had been implemented and assessed
for its suitability for on-board deployment and low-latency
detection of vessels from high-resolution satellite imagery.
Building on this experience, a YOLOX-S network (S for
“Small” backbone) was selected for the IRMA demonstrator
due to its improved balance between detection accuracy,
model size, and computational efficiency. This exploration of
lightweight embedded models directly addresses the need for
frugality and constrained-resource environments, a critical
concern in security and defense systems.

YOLOX was trained and validated on a unique, high-
quality dataset specifically created for IRT, consisting of over
24,000 annotated ships across 46 classes, including small
vessels, military ships, and commercial cargo ships. The
dataset, derived from high-resolution (30-50 cm GSD)
MAXAR imagery, was labeled by expert photointerpreters
from GEOA4I. It contains 24,000 patches of 640 x 640 pixels.

YOLOX detection/recognition and hardware performance
results are summarized in TABLE Ill. Evaluation shows that
YOLOX-S achieves F1-scores above 40% and a mean



Average Precision (mAP) of around 30% on unseen test
images. These global figures are penalized by lower
performance on underrepresented ship classes, but despite this
imbalance, excellent precision and recall (both above 90%)
are achieved for dominant categories such as fishing vessels,
sailboats, and leisure craft, with promising generalization to
less represented types. Overall, this level of performance is
considered sufficient for the demonstrator.

Inference tests on an AMD FPGA confirm that YOLOX-
S is lighter and faster than YOLOv3, making it a suitable
candidate for future integration in the demonstrator’s
embedded hardware.

TABLE IlI.
YOLOX PERFORMANCE SUMMARY ON OUR CUSTOM SHIP DATASET
Complexity
Model size 65 MB
Complexity 26.8 Gflops

Performance on compute station

Performance on | Precision: Recall: F1-Score: mAP:
test dataset 41.5% 41.6% 41.55% 29.7%

Performance on Xilinx ZCU104 FPGA (deployed with VITISAI 3.0)

Performance on | Precision: Recall: F1-Score: MAP:
test dataset 38.1% 37.5% 37.8% 27.6%
H(frrf%\:vni;?]ce Latency: Throughput:

P 29ms 14Mpx/s

(batchsize=1)

To meet the needs of the demonstrator scenario, which
must operate on full real images (and not only small patches
from datasets), YOLOX has been integrated into a complete
ship detection pipeline capable of processing large remote
sensing images. The pipeline includes image tiling and
dynamic range adaptation as pre-processing steps, and
detection map reconstruction at image scale as post-
processing.

16bits

float 640x640
RGB Images 0.1 uint8
T [0.1] patches
16bits

2 equalization modes : Bounding Boxes and labels
* min-max for 640x640 patches

+ 2-98% percentile EOJSON with BB

+ labels (in line
with Domino-X
format)

Fig. 5. Complete ship detection and recognition pipeline based on YOLOX
integrated into the EPS.

Once integrated into the EPS, the delay between the start
of the processing pipeline and the display of the results
remains under one minute for demonstration images ranging
from 100 to 700 megapixels. This latency is acceptable for
demonstration purposes, with most of the time being spent on
launching the YOLOX Docker container and handling data
transfers.

V. ILLUSTRATIVE SCENARIO: MARITIME SURVEILLANCE

A. Use-case Selection and Simulated EO System

In this section, we illustrate the demonstrator’s execution
on a representative scenario. Among the use-cases listed in
TABLE |, illegal fishing detection was selected as the first
demonstrator scenario for several reasons:

e It requires rapid response loops for -effective
interdiction and acts as a proxy for time-critical
security / defense missions.

e It builds on existing IRMA capabilities and previous
projects, notably the YOLOX-based ship detection
models and annotated datasets [32].

e It produces visual and interpretable outcomes, useful
for validation and demonstration purposes.

A realistic EO system was configured alongside the use-
case selection, composed of three satellites and two ground
stations. The space segment includes one Very High
Resolution (VHR) optical satellite (30 cm GSD) in Sun-
Synchronous Orbit (SSO) and two High-Resolution (HR)
optical satellites (70 cm GSD) in inclined orbits to increase
revisit frequency at mid-latitudes. All satellites have high
agility. The ground segment includes uplink/downlink
stations in Kiruna (Sweden) and Toulouse (France). The
scenario spans a 24-hour period from June 21 to June 22,
2025. This is summarized in TABLE IV.

To maintain operational realism, the orchestrator injects
latencies related to telecommunications and non-simulated
operations (e.g., primary ground processing for sensor
correction and georeferencing). These values are predefined,
based on typical performance in EO systems and operational
partner feedback.

TABLE IV.
MAIN PARAMETERS OF THE SIMULATED SYSTEM

Value

3 satellites with high agility

VHR optical @30cm GSD, 19km swath
HR optical @70cm GSD, 19km swath

- Sat. 1:  550km; Sun-Synchronous (SSO)
- Sat 2&3: 550km; Inclined

24h from 21/06/2025 to 22/06/2025

Kiruna (SWE) + Toulouse (FRA)

(both for uplink and downlink)

Parameters
# of Satellites
Satellite 1
Satellite 2 & 3

Orbits

Scenario duration

Ground stations

At scenario start, the system is pre-loaded with 1,000
background acquisition requests of type SPOT (19%19 km) or
STRIP (19%[20-200] km), distributed globally. Up to 2,000
additional requests may arrive during execution. These
requests are not tied to specific use-cases but simulate a
realistic workload and stress-test for the ATLAS2 multi-agent
planning system.

In parallel, several high-priority User Requests (URS)
represent the selected use-case. Their format, inspired by
DOMINO-X [20] preliminary definition, has been largely
improved to cope with the needs of our scenarios (in terms of
reactivity and processing needs) and with our mission
planning tool interfaces. When selected by the user, a UR
triggers a full end-to-end reactive loop, activating the different
Al technological bricks within a realistic operational context,
thereby validating their proper functioning and illustrating
their operational relevance.

During scenario execution, the user can freely adjust time
acceleration. However, all IRMA technologies are executed in
real time to showcase their actual performance, requiring strict
synchronization by the orchestrator.

B. Scenario Execution and Functional Chain Validation

In this maritime surveillance scenario, the reactive loop is
initiated when the user selects and validates a pre-defined UR



in the UAS. This activates the full end-to-end functional chain
of the demonstrator, summarized in Fig. 6. An alert is
triggered if at least one fishing vessel is detected in the image
(assuming the area is a prohibited fishing zone).

Reactivity loop

LMPSJWLEPSJ | RS |
LUAS |
OrchestratorH UAS 7 FS 1 ACS 1 S2v ?—1

Fig. 6. Simplified functional chain of the maritime surveillance scenario

Illustrative outputs from the demonstrator, generated
during an illegal fishing detection scenario over the Golfe du
Morbihan (France), are shown in Fig. 7 on the next page. The
screenshots illustrate, in order (left to right, bottom to top):

e UAS: Locations of predefined User Requests. Initial
state of the scenario, with the system already
processing background requests and waiting for a
high-priority one.

e UAS: Selection of an illegal fishing UR. The user
chooses among several predefined requests, each
triggering a reactive loop that showcases the role of
Al in enhancing responsiveness.

o UAS: Selected UR parameters. User-defined
acquisition, processing, and reactivity parameters are
displayed.

e UAS: UR follow-up interface. Once a UR is selected
from the HMI, it is sent to the Federation Service
(FS), which dispatches its elements to other
components. At each major event, the UR status and
scenario timeline are updated in the UAS.

e MPS: ATLAS2 acquisition requests internal state. It
shows how the mission planner schedules
acquisitions, prioritizing high-priority requests.

e S2V: Dynamic mission visualization. The user can
follow the scenario’s space segment activities in real
time. When a satellite passes over the ground station,
the orchestrator simulates plan upload and data
download while S2V  shows corresponding
communications with ground stations.

e EPS: Ship detection and recognition with YOLOX.
Once the UR image is acquired and downloaded, the
EPS retrieves and processes it, displaying both the
image and detection results.

e RS/UAS: Detection report and reprogramming
request. When a ship is detected in a non-fishing area,
the RS generates an alert, a report, and a suggested
reprogramming request, all displayed in the UAS for
user validation.

This scenario validates the end-to-end integration of
IRMA technologies and demonstrates their relevance in a
realistic maritime surveillance context. It also shows how Al-
driven autonomy can accelerate decision-making.

VI. CONCLUSION AND PERSPECTIVES

The IRMA demonstrator provides a unique environment
to validate reactive system loops in Earth Observation,

bridging system architecture, operational concepts, and state-
of-the-art Al technologies. It offers a tangible and
operationally relevant platform to mature technologies,
validate functional integration, and test interoperability
between components. These objectives align with European
strategic initiatives such as the Earth Observation
Governmental Service (EOGS), currently under ESA and EU
study contracts, and the upcoming ERS-EO program, both
aiming to enable resilient and responsive EO capabilities for
security and defense applications.

By integrating concrete capabilities such as adaptive
multi-agent planning and real-time ship detection with
YOLOX, IRMA demonstrator shows how autonomous
decision loops can be implemented and evaluated under
realistic conditions. It thus accelerates the maturation of key
Al components, enforces standardized interfaces, and
highlights their operational value through interpretable, user-
oriented outputs. Future developments will extend its scope to
additional use-cases, multi-sensor configurations, and
onboard intelligence.

Lessons learned from IRMA also address broader security
/ defense challenges. The demonstrator illustrates how
autonomy can be enabled through closed-loop reactivity, how
robustness can be strengthened by testing Al on representative
scenarios, and how explainability can be enhanced by
providing transparent outputs at every stage of the loop; all
aspects fully aligned with the challenges emphasized by CAID
2025. The forthcoming integration of FPGA platforms also
contributes to frugality, a critical requirement for space-based
and defense-oriented applications.

In addition to serving as a communication and integration
tool, the demonstrator paves the way for a future end-to-end
performance simulation framework. Such a tool is
increasingly needed to quantify reactivity performance, now a
key decision factor for institutional and commercial EO users.
Unlike classical metrics such as revisit time, which only
reflect acquisition capability, reactivity is a system-level
metric that depends on the coordinated behavior of satellites,
ground segments, communication links, and processing both
on board and on ground. Enhancing global system reactivity
therefore requires progress across almost all EO system
domains and is intrinsically tied to automation and autonomy.

As the next steps unfold, the IRMA demonstrator will
continue to act as a catalyst for advancing the design and
evaluation of intelligent, responsive EO systems, while
contributing to the development of next-generation
autonomous security / defense architectures.
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Spiking Neural Networks for energy-efficient audio
signals classification: representation matters
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Abstract—Spiking Neural Networks (SNN) are a promising
way of classifying time series, thanks to their energy efficiency
and their ability to model biological temporal dynamics. The
aim of this work is to study the influence of the form taken
by the input data—1D raw signal vs. 2D time-frequency rep-
resentation (spectrogram)—on the performance of a SNN in a
binary classification task of sounds emitted by right whales. After
searching for optimal hyperparameters using a 10-fold cross-
validation, the results highlight that representing time series
as spectrograms significantly improves time-frequency pattern
discrimination and stabilizes network training, demonstrating
the value of integrating a 2D representation for time series
classification thanks to a SNN. These results are all the more
interesting in that SNNs were originally introduced to handle
one-dimensional time signals.

Index Terms—Spiking neural network, binary classification,
supervised learning, LIF neuron, signal processing, spectrogram.

I. INTRODUCTION

Artificial neural networks (ANNSs) such as convolutional
neural networks (CNNs) or multilayer perceptrons (MLPs)
have shown a great efficiency for numerous applications,
among them data processing, object recognition and brain
activity modelization [1]. Although designed for this purpose,
these models remain only loosely inspired by the functioning
of biological neurons and differ substantially from the tem-
poral and energetic dynamics observed in the human brain
[2]-[4].

In this context, a new class of so-called neuromorphic neural
networks, spiking neural networks (SNNs), has been gain-
ing increasing interest. Unlike ANNs, which use continuous
functions to enable gradient backpropagation—an essential
building block for training them—SNNs use spikes, adding
a temporal dimension to data processing [1]. Nevertheless,
SNNs remain globally complicated to train, mainly due to
complex neuronal dynamics and the non-differentiable nature
of neuronal discharge operations [2], [5].

Being inherently energy-efficient thanks to their event-
driven impulse mode of operation, SNNs are seen as more
energy-efficient than ANNS, as they replace energy-consuming
weight multiplications with simpler additions [6] — making
them particularly well suited to contexts where energy ef-
ficiency is crucial, such as embedded systems (e.g. UAVs,
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AUVs, autonomous cars) [2]. Their ability to process temporal
information in real time [1], [6] also makes them relevant
for onboard intelligence in operational environments, such
as those encountered in naval or aerial systems. To fully
exploit these advantages, SNNs must be implemented on
neuromorphic hardware and coupled with event-based sensors
[51, [7], [8], where computation occurs only upon spike events.
Thus, their efficiency depends more on reducing firing spikes
than on shrinking network size [6], allowing a new generation
of energy-efficient and resilient Al systems.

As the underlying philosophy of SNNs is to model bi-
ological neural processes, they were initially developed for
time series processing [8], in particular to save computational
resources. Nevertheless, recent work in the literature shows
the possible application of SNNs to image classification [9],
thanks to hybrid architectures combining convolution lay-
ers with spiking neurons [2]. This dynamic is now being
extended to more complex tasks, such as object detection,
traditionally performed by architectures like YOLO (You Only
Look Once), a convolutional neural network widely used for
real-time object identification and localization. To this end,
the “spiking-YOLO” model [10] has recently been proposed,
combining the advantages of YOLO with the energy efficiency
of SNNs, demonstrating the feasibility and relevance of SNNs
in performance-constrained computer vision tasks.

These considerations position neuromorphic architectures as
promising candidates for onboard signal analysis in unmanned
maritime, aerial, or land systems. The detection of whale
vocalizations, used here as a representative acoustic task,
illustrates how such architectures can enable real-time and
low-power signal processing in complex and uncertain envi-
ronments, including passive acoustic detection, environmental
awareness, or threat identification scenarios.

The aim of this study is to compare the performance of
a spiking neural network in the context of a task involving
the binary classification of audio recordings. The data used
are 2-second time series, sampled at 2 000 Hz, containing or
not right whale vocalizations, from a contest organized on the
Kaggle platform. More specifically, this study aims to assess
whether SNN performance is influenced by the nature of the
input data: the raw signal (time series) or its spectrogram
(image representation of the signal’s time-frequency content).
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The outline of this article is as follows: section II explains
how a spectrogram is built and how an impulse neural network
works, and in particular how the gradient is back-propagated
in this very specific context. Section III then presents the
database used and the preprocessing applied to it. Section IV
discusses the different spiking neural network architectures
tested. Section V describes and discusses the classification
results obtained. Finally, a conclusion opens the way to a few
perspectives.

II. SPIKING NEURAL NETWORK & SPECTROGRAM
A. Leaky Integrate-and-Fire (LIF) neuron

The Leaky Integrate-and-Fire (LIF) neuron model is one
of the most common model in SNNs [6] mainly due to
its simplicity and its low calculation costs [2], [4], [11]. It
modelizes the membrane potential of a neuron that integrates
inputs (excitatory or inhibitory) over time while gradually
losing energy (hence the term leaky) to reach a resting value
of the membrane potential, like an RC circuit [3] [12]:

Tm%it) = —(U(t) = Urest) + RinI (1), (1)

Tm = R Cp. 2

Equations (1) and (2) governs the LIF model. Equation (1)
describes the temporal dynamic of the membrane potential
U(t) where
e T, iS the membrane time constant (in seconds), defined
by the relation (2) as the product of the membrane
resistance R,, (in ohms) and the membrane capacitance
C}, (in farads);
o U(t) (in volts) is the electric potential at time ¢;
o ULy (in volts) is the resting potential, towards which the
membrane potential tends in the absence of stimulation;
o I(t) (in amperes) represents the injected input current
received by the neuron at time ¢;
e R,,I(t) is the contribution of the input current to the
membrane potential, translated into voltage by Ohm'’s
law.

The equation (1) says that, in the absence of an injected
current, the membrane potential decreases exponentially to-
wards the resting potential with a time constant 7,,. When
a current I(¢) is injected, it contributes to modifying the
membrane potential in proportion to the membrane resistance.
When a threshold is reached, the neuron emits a spike and
the amplitude of the emitted spike is subtracted from the
potential (1 in general) [13]. Figure 1 illustrates the evolution
of membrane potential by aggregating input spikes. When this
potential exceeds the threshold set at 0.5, an output spike is
emitted.

This model therefore illustrates the essentials of neuronal
dynamics, without however being as complex as detailed
biophysical models such as Hodgkin-Huxley (HH) [3], [4].
The HH model improves upon the LIF model by providing
a biophysically detailed description of how action potentials
are generated through voltage-gated ion channels, offering a

much closer match to real neuronal behavior [9]. However,
this realism comes at a high computational cost. In contrast,
the Izhikevich model offers a computationally efficient com-
promise between the LIF and HH models [8], [11].
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B. Supervised learning

SNNs fall into the category of supervised learning al-
gorithms and pose specific challenges due to the non-
differentiable nature of the spikes, which are in a way binary
activation functions [14]. To overcome this, the temporal
backpropagation used for ANNs is adapted, allowing the error
on the network weights to be backpropagated. The result is
called surrogate gradient learning or spike-based backpropa-
gation and replaces the non-derivable spike function with an
approximate continuous function during learning [1] [2] [5].
These techniques make gradient descent possible in SNNs.

Let y = (yi)1<i<n be the vector of N true labels (y; €
{0,1} for all ) and § = (%;)i1<i<n be the vector of N
probabilities predicted by the SNN (g; € [0,1] for all ¢). The
cost function used in supervised learning for a classification
task is generally the cross-entropy :

1 N
L(y,¥) = —5 D_wilog(@:) + (1 —)log(1 —G;).  (3)
i=1

As the spikes are non-differentiable functions, to apply
optimization by gradient descent (i.e. backpropagation), the
Dirac distribution S(U) modeling a spike is replaced by a
continuous function o (U), called surrogate, with a locally non-
zero derivative (e.g. sigmoid, bounded ReLU, ...) :

oS(U) _9o(U) 4

ou ~ oU - @

The approximate backpropagation of the gradient then be-
comes possible using the chain rule [6]
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where w is an arbitrary weight of the SNN.

The activation function plays a crucial role in a neural
network, as it introduces the non-linearity required for learn-
ing. To make gradient backpropagation possible, the surrogate
function o used here is the variable-slope fast sigmoid function
defined by

T

=15 52| ©

os(z)
where s > 0 is an adjustable slope factor. Figure 2 illustrates
the fast sigmoid function o4(z) for different values of s,
as well as its derivative. The greater the slope, the more
the function resembles an impulse. However, this increase in
slope is associated with an increasingly steep and localized
derivative, which can make learning unstable. This trade-
off between expressiveness and stability must therefore be
carefully considered when choosing the slope [15].
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Figure 2. Fast sigmoid function and its derivative for different values of slope.

C. Spectrogram

In order to evaluate whether, in the context of a binary
classification task, the performance of an SNN is influenced
by the nature of the input data, we need to obtain a 2D rep-
resentation of the audio signal. For this reason, we use in this
article the spectrogram, the most widely used time-frequency
representation. The spectrogram visualizes the evolution of
a signal’s frequency components over time. It is based on
the Short-Time Fourier Transform (STFT), which consists of
slicing the signal into short-duration segments using a sliding
window that weights the signal to reduce the appearance of
secondary lobes in the Fourier transform [16]. The Fourier
transform is then applied to each of these segments. Formally,
for a discrete signal (z[n])o<n<r—1 of T samples, the STFT
is given by

T-1
Xn, k] = Z [m] x hjn — m] x e~i2mkm/Neew (7
m=0

where h[-] is the analysis window (the Hamming window is
used in this work), Ng is the total number of points (i.e.
the number of frequencies) of the Fourier transform and k is
the frequential index. This transform calculates the spectral
content of the signal around time n. Spectrogram resolution
depends on several parameters : the number of frequencies
considered Ng; determines the frequency resolution and for
better temporal resolution, it is also possible to overlap the
sliding windows by a number of points Noyerlap-

III. DATABASE & PREPROCESSING
A. Database source and structure

The database used comes from the *“Whale Detection
Challenge” hosted on the Kaggle' platform. The data were
provided by Marinexplore and Cornell University and consist
of audio recordings captured via a network of buoys along the
North American east coast. The data present a wide range of
acoustic diversity, including anthropogenic (e.g. marine traffic)
and biological noise, making the detection task particularly
complex.

The database contains 30 000 two-second AIFF recordings,
sampled at 2 000 Hz and annotated in a CSV file according
to the presence (label 1) or absence (label 0) of right whale
calls. The distribution is as follows: 76.6% of recordings are
labeled 0 and 23.4% of recordings are labeled 1. By comparing
a signal labeled 0 with one labeled 1, Figure 3 illustrates the
complexity of the right whale call detection task.

Audio signal (Label 0 - No whale)
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Figure 3. 1D (raw signal) and 2D (time-frequency) visualization of signals
labeled O or 1.

B. Signal processing

Firstly, to improve learning, the database was processed in
such a way as to balance the distribution between the two
labels. Hence, 23.4% of the signals that are labeled O are
randomly selected. It corresponds to 7027 time series.

Thttps://www.kaggle.com/c/whale-detection-challenge
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The processing applied to the raw audio data begins with
4t order bandpass filtering to retain only the frequency com-
ponents between 100 Hz and 500 Hz (a choice motivated by
biological reasons). Next, a threshold at 1 and 99 percentiles
is applied to limit the impact of extreme values. The signal
is then decomposed into two distinct channels: one containing
positive values, the other negative values. These two vectors
are concatenated and the absolute values are taken to obtain
a positive representation of the signal. This transformation
is essential, as SNNs require inputs between 0 and 1. A
simple normalization between 0 and 1 would distort the energy
dynamics of the signal by assigning an average energy around
0.5 even to a silent signal, leading to saturation of the network
with spikes. Therefore, this method preserves the energy
coherence of the original signal, while partially preserving
the phase information. Each signal is processed individually,
taking into account its own extreme values. Figure 4 depicts
the above-mentioned processing on a synthetic time series.
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Figure 4. Up : Raw synthetic time series / Down : Preprocessed synthetic
time series (separation and concatenation of components)

The processing applied to the spectrograms also includes a
thresholding step at the 99 percentile. This is followed by
filtering of frequencies between 100 Hz and 500 Hz, then
normalization between 0 and 1. Each spectrogram is processed
individually, taking into account its own extreme values.

IV. METHODOLOGY

A. Tools & libraries

The general construction of the neural networks is imple-
mented using the pytorch library. To integrate the spik-
ing character specific to this study’s approach, we used
snntorch, a library specially designed to be used as an ex-
tension of pytorch for spiking neural networks. It provides
adapted modules (spiking neurons, time-coding mechanisms,
etc.) to simulate the discrete-time behavior of this type of
neuron. The scikit-1learn library is used for performance
evaluation, notably using the AUC-ROC metric, as well as for
cross-validation. Finally, some processing operations require
signal operations (filtering, spectrogram generation), which are
performed with the scipy module.

B. Spiking neural network architecture

Table I summarizes the architectures of the two considered
networks. The encoding of the data in spikes is made by the
input layers. The static data is thus treated as a direct current
(DC), whose characteristics are transmitted to the first layer of
the network at each time step [3]. The neuron model chosen
is the LIF neuron as presented in subsection II-A.

1D input 2D input
Input layer 8 000 14 175 (105 x 135)
Hidden layer 1 2048 4 096
Hidden layer 2 512 512
Hidden layer 3 64 64
Output layer 2 2
Table 1

NUMBER OF NEURONS PER LAYER FOR THE TWO NETWORKS.

C. Hyperparameters optimization

Firstly, a K-fold cross-validation is performed to train
the networks and find the best hyperparameters. As a re-
minder, cross-validation is a statistical evaluation method
used to measure a model’s ability to generalize and thus
optimize hyperparameters while limiting overfitting. Formally,
the database, composed of 14054 elements, is divided into
K subsets and the model is trained K times: at each time,
K — 1 subsets are used to train the neural network and the
K is used for validation. Finally, the scores are averaged over
the K validations to obtain the global metric. The following
hyperparameters are set:

o Batch size : 512

¢ Spike emission threshold : 1

Initial learning rate : 107>

« Slope of the surrogate fast sigmoid function : 25

The use of a scheduler such as ReduceLROnPlateau for
training allows to dynamically adjust the learning rate (an
essential parameter of a gradient descent) in response to
performance stagnation on the validation set, measured via
the loss function. Given the complexity of optimization in
SNNs, this adaptation stabilizes learning, facilitates conver-
gence and achieves better performance while reducing the
risk of overfitting. Concretely, the patience of the scheduler
corresponds to the number of epochs where the value of the
loss function can stagnate (i.e. vary by a value below the set
threshold) before the learning step decreases proportionally to
the decrease factor. Thus, the list of set hyperparameters is
completed by those of the scheduler:

e patience : 5 for the SNN with 1D inputs and 3 for
the SNN with 2D inputs

e factor: 0.5

e threshold: 1074
Finally, a grid-search is performed to find the best combination
of hyperparameters beta (leakage rate of LIF neurons) and
num_step (number of time steps):

e num_step : search among {1, 10, 20, 30, 40, 50}

o beta : search among {0.8,0.9,0.98, learnable}



The learnable option means that the beta parameter is
initially set to 0.9 and then optimized during training as a
network parameter.

V. RESULTS & DISCUSSIONS

A. Performance score

The ROC curve (for Receiver Operating Characteristic) is a
curve used to evaluate the performance of a binary classifier.
It consists of plotting the true positive rate against the false
positive rate for different threshold values, the threshold being
set to decide whether the neuron output predicts 1 or O.
Calculating the area under the curve (AUC) summarizes the
quality of the neural network across all thresholds [17]. The
AUC is particularly interesting because it is independent of
class distribution and the arbitrary choice of a classification
threshold. What’s more, unlike a simple accuracy measure,
it reflects the model’s ability to maximize true positives
while minimizing false positives, which is crucial in sensitive
applications where the cost of errors differs according to their
nature [18].

B. Results

To compare the different configurations tested, the median
of the AUC score on the K-folds was preferred to the mean.
This is because the SNN model has an instability intrinsic to
training that can lead to learning failures on certain folds, as
illustrated in Figure 5. In this context, the mean is sensitive
to these extreme values, while the median provides a more
robust and representative estimate of actual performance.
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Figure 5. Illustration of learning failure on fold 3 when training the
network with 1D inputs with identical hyperparameters (beta = 0.7 and
num_step = 40).

Tables II and III summarize the median AUC scores ob-
tained on the different cross-validation datasets according to
the values of parameters beta and num_step. The best
results are highlighted.

o Qum_step 1 10 20 30 40 50

0.7 0.725 | 0.746 | 0.736 | 0.751 | 0.759 | 0.746

0.8 0.726 | 0.735 | 0.745 | 0.738 | 0.740 | 0.747

0.9 0.716 | 0.731 | 0.729 | 0.728 | 0.742 | 0.742

0.95 0.724 | 0.728 | 0.715 | 0.718 | 0.740 | 0.712

learnable 0.727 | 0.731 | 0.737 | 0.738 | 0.747 | 0.732
Table 11

MEDIAN AUC SCORES ACCORDING TO beta AND num_step
PARAMETERS FOR THE NETWORK WITH 1D INPUTS.

s Qum-step 1 10 20 30 40 50

0.7 0.737 | 0.920 | 0.922 | 0.921 | 0.911 | 0.891

0.8 0.648 | 0.922 | 0.921 | 0.925 | 0.923 | 0.919

0.9 0.502 | 0.923 | 0.925 | 0.925 | 0.927 | 0.918

0.95 0.602 | 0.922 | 0.925 | 0.926 | 0.926 | 0.926

learnable 0.500 | 0.924 | 0.924 | 0.926 | 0.927 | 0.923
Table 111

MEDIAN AUC SCORES ACCORDING TO beta AND num_step
PARAMETERS FOR THE NETWORK WITH 2D INPUTS.

C. Discussion

Performance evaluation was based on the best median
AUC scores obtained from K-fold cross-validation, for each
architecture tested. The best SNN model receiving raw 1D data
(temporal audio signal) achieved a median score of 0.759 with
the optimal hyperparameters beta = 0.7 and num_step =
40. In comparison, the best SNN model taking 2D inputs
(spectrograms) achieves a significantly higher score of 0.927
for beta = 0.9 and num_step = 40. These results clearly
show that the representation of input data has a major impact
on the performance of an SNN. Exploiting the time-frequency
structure of the signal through 2D spectrograms enables the
network to extract discriminating patterns more efficiently,
particularly in an audio classification context. Conversely, 1D
raw data appear to be insufficiently informative for efficient
learning with an SNN.

Beyond performance, learning dynamics reveal clear differ-
ences between the two approaches. The network which takes
1D inputs shows a tendency towards overfitting: validation
accuracy peaks before decreasing slightly, while training ac-
curacy continues to rise. Learning is also unstable, with two
out of ten folds showing no progression (the accuracy stagnate
around 50%), indicating a lack of convergence. In comparison,
the network which takes 2D inputs, shows stable and regular
learning: the accuracy curves for training and validation fol-
low parallel trajectories, with no observable overfitting. This
stability is consistent both within and between folds. These
results confirm that spectrogram (2D input) is better suited
to SNNs, offering both better performance and more reliable
learning for audio signal classification.

Finally, it should be noted that the test dataset was only
provided to contest participants, so we are unable to accurately
compare ourselves with their models, the results of which
are published on the contest website? and, in some cases,

Zhttps://www.kaggle.com/c/whale-detection-challenge/leaderboard



have been published [19], [20]. However, we must remain
realistic: the results obtained using their methods will certainly
be much better than those obtained with our “simple” SNN
architectures. Nevertheless, the real objective of this work was
to focus specifically on the influence of representations on
performance and training behavior.

VI. CONCLUSION

This work confirms that, for the binary classification of
audio signals by an SNN, a 2D time-frequency input (spec-
trogram) provides both better performance and higher learning
stability than the 1D raw signal. Switching to a time-frequency
representation enables discriminative features to be extracted
more efficiently, leading to an AUC increase of over 0.15. The
performance obtained on the train set can be complemented
by results obtained on a test set.

Although this representation is naturally two-dimensional,
it is vectorized before being injected into the SNN, and
thus treated as a 1D vector. This means that no convo-
lution operation is currently used to explicitly exploit the
local spatial correlations present in the spectrograms. This
limitation raises a potential improvement: the integration of
spatio-temporal convolutional layers could improve network
performance while remaining compatible with the constraints
of deployment on neuromorphic hardware.

In parallel, sample-wise SNNs have been developed and
tested, capable of processing each audio sample step by
step, as well as neuromorphic recurrent loop architectures to
better capture fine temporal dynamics. These approaches, com-
bined with vectorized 2D representation, open up promising
perspectives for enhancing both the robustness and energy
efficiency of SNNs for audio signal classification tasks. Such
properties—real-time operation, low energy consumption, and
temporal adaptability [21]—make these architectures partic-
ularly relevant for future embedded applications requiring
autonomous and resilient perception in complex environments.
Moreover, it should be noted that some recent studies show
that it might be more beneficial to use hybrid ANN (for parallel
processing) / SNN (for event-based approach) architectures for
further energy savings [22].
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Abstract—Federated learning (FL) enables collaborative train-
ing of machine learning models across multiple parties without
sharing raw data, making it particularly appealing for de-
fense applications involving sensitive or classified information.
While the privacy risks of FL have been extensively studied
for classification tasks, vulnerabilities in federated segmentation
models, which are widely used for precise object detection
and reconnaissance, remain largely unexplored. Existing studies
on segmentation have focused on centralized settings, typically
relying on prediction losses as the main leakage vector.

In this work, we present the first systematic analysis of
membership inference attacks on binary segmentation models
trained under FL. We demonstrate that gradient updates pro-
vide a significantly stronger signal for inferring training data
membership than losses, posing substantial risks in collaborative
defense scenarios. Our experiments highlight the need of imple-
menting robust privacy-preserving mechanisms to protect critical
operational data.

Index Terms—membership inference attacks, automatic target
detection, segmentation, federated learning, privacy

I. INTRODUCTION

In modern military operations, multiple units (from ground
vehicles to reconnaissance drones) must collaboratively build
a shared understanding of the battlefield, without exposing
sensitive imagery. Collaborative learning offers a solution by
enabling each system to improve its perception capabilities
while keeping raw data private. To be effective, these systems
must detect, recognize, and precisely locate objects to operate
in complex environments. This makes semantic segmentation
a model of choice, as it provides precise pixel-level classifica-
tion, essential for identifying targets and distinguishing allies
from adversaries. But, this setup raises a critical question:
could collaborative learning of semantic segmentation models
unintentionally leak sensitive information ?

Federated learning (FL) [1] allows multiple parties to col-
laboratively train a machine learning model without sharing
their raw data. The idea is that each party has its local
data and only model updates on the local data are shared
with an aggregation server that orchestrates the training. By
enabling multiple clients to jointly optimize a global model
while keeping their data local, FL offers an attractive solution
for privacy-preserving learning in critical domains such as
healthcare [2], [3], finance [4], and increasingly, defense [5].

Although federated learning is designed to reduce privacy
risks, the information exchanged during training can still

Data of Interest Model Output
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Fig. 1. MIA principle in centralized learning.

leak sensitive details. A growing line of work has investi-
gated privacy attacks that exploit these shared model updates.
Among them, membership inference attacks (MIAs) [6] are
particularly concerning. As illustrated by Figure 1, MIAs seek
to determine whether a specific data point was part of a client’s
training set, exploiting the tendency of machine learning
models to memorize training data. In the context of MIA, a
‘member’ refers to data that is part of the training dataset of
the targeted model, while a 'non-member’ denotes data that
is not included in this dataset. Their principle relies on the
fact that the model behaves differently between training data
and unseen data. Unlike gradient inversion attacks (GIAs) [7],
which attempt to reconstruct input data from shared gradients
and often rely on restrictive conditions such as small batch
sizes or minimal local training epochs, MIAs can operate
under more realistic assumptions. Consequently, MIAs pose
a practical and significant threat in federated environments.

While research has focused on MIAs in the context of
classification tasks [8]-[10], significantly less attention has
been paid to other machine learning applications that also
handle highly sensitive data. In particular, semantic segmen-
tation has received little scrutiny regarding its vulnerability
to membership inference in federated learning. This gap is
especially concerning given the growing interest in deploying
segmentation models on edge devices such as drones [11],
[12]. These devices increasingly rely on federated learning to
collaboratively improve perception models without transmit-
ting raw imagery back to a central server.

In this work, we address this gap by examining server-
side membership inference attacks during federated learning



of binary segmentation models.

o We evaluate the effectiveness of membership inference at-
tacks on federated binary segmentation, highlighting that
even without strong assumptions about attacker’s capa-
bilities, these models are susceptible to privacy breaches.

« We improve over the state-of-the-art by showing that
artificially increasing the number of clients can introduce
a bias that amplifies the effectiveness of gradient-based
attacks.

o Finally, we hypothesize that certain iteration rounds
exhibit stronger susceptibility to inference attacks than
others. By leveraging the segmentation performance of
the federated model to identify and select these more
informative iterations, we demonstrate that the server can
enhance the effectiveness of inference .

Our findings underscore the need of addressing privacy
vulnerabilities and server-side threats in federated learning,
especially as it is applied to complex tasks like segmentation.

II. BUSINESS NEED / MOTIVATIONS

Federated learning is inherently suited for scenarios in-
volving sensitive or confidential data, making it an attractive
approach across domains such as healthcare, finance, and
particularly defense. In military contexts, FL can be deployed
to collaboratively trained models across multiple entities with-
out sharing raw data, preserving operational secrecy. Beyond
centralized installations, federated learning holds promise for
integration directly on edge platforms such as autonomous
vehicles and drones; enabling these systems to continuously
improve object detection or segmentation capabilities by learn-
ing from local observations collected in diverse environments.
For reconnaissance drones in particular, this means adapting
models in real time to new terrains or targets, without ever
transmitting potentially sensitive imagery back to a central
server. Additionally, by sharing only model updates instead
of raw data, FL also helps lower the communication costs
associated with centralized learning.

While reconstructing complete images from model updates
remains a technical challenge, subtle forms of information
leakage, such as revealing data characteristics (e.g., image
resolution or content type) or identifying which clients par-
ticipated in training, could still pose serious risks. This un-
derscores the importance of thoroughly understanding privacy
vulnerabilities in federated learning.

III. RELATED WORK
A. Federated Learning

Existing FL architectures can be either centralized (Fig.2),
relying on a server to aggregate local updates, or fully de-
centralized, where clients communicate peer-to-peer [13]. In
centralized settings, the server coordinates the learning process
[14], and at each iteration it collects all local updates and
aggregates them. This aggregation process grants the server
access to a substantial amount of information, positioning it
as a potentially powerful adversary. In our work, we will only
focus on a centralized federated setting and demonstrate the
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Fig. 2. Principle of Centralized Federated Learning.
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extent to which a server can infer information about local
datasets. However, recent research has shown that significant
privacy risks persist even in decentralized settings [15].

B. MIA in a Federated Setting

MIAs leverage the observation that machine learning mod-
els tend to behave differently on data they have seen during
training versus unseen data: producing lower losses or more
confident predictions on training samples [8]. Various strate-
gies have been proposed to exploit this discrepancy, differing
mainly in the metrics they use and the level of adversary
involvement, from passive observation to actively training
shadow models.

1) Attacks based on model updates: A significant body of
work investigates MIAs that exploit information contained in
model updates exchanged during federated learning.

Gradient-based attacks compare raw gradients, their norms,
or compute metrics such as cosine similarity to distinguish
members from non-members [9], [16], [17]. These methods are
often highly effective in classification and entirely passive, but
require direct access to model gradients (white-box scenario).

Loss-based attacks instead rely on the observation that the
loss is typically lower for training data [18]. These attacks
can be carried out without access to the model architecture
and weights (black-box settings).

Another classical strategy involves shadow training, where
the attacker builds one or more shadow models on data drawn
from a distribution similar to that of the target. These shadow
models are then used to train membership classifiers that
predict whether a given sample was part of the target’s training
set [19] [20]. While this approach is often more precise, it
requires substantial auxiliary data and considerable computa-
tional resources, making it significantly more expensive than
above attacks, which typically only involve running inference
or computing gradients on the target model.

More intrusive attacks involve manipulating local models or
the training process itself to introduce vulnerabilities that can
later be exploited [21], [22]. Such methods reduce the need for
data but are more detectable by traditional defense methods.

2) Attacks based on training dynamics: Other techniques
analyze how certain metrics evolve over multiple training



rounds, typically without requiring access to labels or explicit
gradients. This places them in a largely black-box setting,
imposing fewer constraints on the attacker. For example,
some approaches monitor the evolution of the loss across
federated iterations [23]-[25], while others track how predic-
tion confidences change over time [16], [26]. More recent
methods examine shifts in the bias terms of the final layer
[27]. However, these strategies are often more sensitive to
training dynamics, and some still rely on access to prediction
confidences or internal parameters, which may not always be
available in practice.

C. FedMIA [10]

Instead of training shadow models to obtain additional
information at a significant computational costs, [10] proposes
an approach that leverages information from non-target clients.
Assuming that clients’ datasets are disjoint, they demonstrate
that it is possible to estimate the distribution of attack signals
(such as losses or gradients) for models that are not trained
on the target data (the "non member” distribution). Then, by
employing a one-tailed likelihood-ratio hypothesis test using
the estimated non-member distribution, they can infer whether
the target data was part of the training dataset for the targeted
client. The Figure 3 illustrates the FedMIA approach. Our
work builds in part on this method by combining it with
shadow models to further enhance the information accessible
to the central server.
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Fig. 3. All vs Target Attack Principle: FedMIA [10] Overview.

D. MIA on Segmentation Models

Segmentation tasks fundamentally differs from classification
by predicting a label for each pixel rather than assigning a
single label per image, and typically employ pixel-wise losses
that compare entire spatial maps.

The richer output structure of segmentation models may
affect both the type of privacy leakage and the metrics that
are most informative for inference attacks.

Although some studies have investigated MIAs against
segmentation models under conventional centralized training,
this body of work remains relatively limited. Most approaches
exploit the segmentation loss, operating under the hypothesis
that it reveals more about individual data samples than in
standard classification settings. Early work on membership
inference for segmentation models focused on exploiting lo-
calized loss signals. He et al. [28] proposed a patch-based
analysis of the loss map, showing that certain spatial regions

Drone training '
—

set ?

':

Fig. 4. MIA Threat Model in Federated Learning.

of the output can carry stronger membership signals than
global loss alone. Building on this direction, Chobola et al.
[29] conducted a more comprehensive study, distinguishing
between binary and multiclass segmentation settings. Using
shadow models, they evaluated three attack strategies: one
based on global loss, one using patch-wise loss, and another
combining the target model’s predictions with the ground truth
masks. Their findings revealed that, somewhat surprisingly, the
global loss often remained the most effective signal. However,
all these investigations have been confined to centralized
learning, leaving open the question of how segmentation
models trained under federated learning might be vulnerable
to membership inference. In this work, we address this gap
by presenting the first systematic study of MIAs on federated
binary segmentation models, while also evaluating signals
beyond the commonly examined loss.

IV. MEMBERSHIP INFERENCE ATTACK ON A BINARY
SEGMENTATION MODEL IN A FEDERATED SETTING

A. Threat Model

We consider a federated learning setting with a centralized
architecture, where a server orchestrates the collaborative
training of a global model by aggregating updates received
from multiple clients. In this context, we examine the scenario
in which the server aims to infer private information from the
clients’ contributions, without seeking to interfere with the
federated learning process.

Figure 4 provides an illustration of this threat model.

The server has direct access to all model updates ex-
changed during training, including their weights, architecture
and hyper-parameters, corresponding to a white-box scenario.
We consider two levels of attacker behavior.

o Passive scenario: the server respects the FL protocol
without interfering with client operations. Its only inter-
vention consists in executing additional inference passes
on candidate samples.

« Proactive scenario: the server injects artificial clients into
the training process to simulate non-member behaviors.
This allows the server to better characterize non-member
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samples and thus more easily distinguish them from
members.

In both cases, we assume all clients behave honestly, they do
not collude with the server or with each other and do not try
to poison the training.

B. Notations

We consider a federated learning process over 7' communi-
cation rounds with K clients. Let (z,y) denote a target data
instance, where x is an input image and y its corresponding
ground-truth segmentation mask. We use Wét) to represent the
global model weights held by the server at the end of round
t, and Wé(f*l) for the previous round. Similarly, W,Et) denotes
the local model weights trained by client k& during round ¢.

The local update sent by client k is given by Equation (1).
i=w® —wi. (1)

We further denote by Vi L(y, x; Wét)) the gradient of the loss
function L evaluated on (z, y) with respect to the global model
parameters. This quantity captures the direction in parameter
space that would most improve prediction on the specific
instance (x,y).

C. Type of MIAs

In this work, we investigate two main dimensions of mem-
bership inference attacks on federated segmentation models:
the attacker’s comparison strategy and the signal exploited to
infer membership.

1) Comparing Server-Only and All-for-One Attacks: We
explore two different attacker perspectives based on how the
server leverages the information available from local updates.

o Server vs Target: In this classical approach, the server
focuses exclusively on the update received from the
targeted client. As illustrated by Fig.5, at each commu-
nication round ¢, for a given candidate instance (z,y),
the server computes an indicator of membership (such
as cosine similarity or loss difference) by comparing the
targeted client’s update I} = W,Et) - Wétil) to the

behavior of the global model.

o All vs Target: This more recent approach, inspired by
FedMIA [10], leverages the updates from all participating
clients. For each round, the server estimates the distri-
bution of membership signals across non-target clients,
treating them as a baseline under the null hypothesis
that they did not train on (z,y). A statistical test is then
performed to assess whether the target client’s signal sig-
nificantly deviates from this distribution, thus providing a
confidence measure (p-value) for inferring membership.

2) Attack Signal: We evaluate two primary signals used to

distinguish member from non-member data:

o Cosine Similarity of Gradients: For each candidate
instance, we compute the gradient of the loss with respect
to the global model parameters at round ¢, denoted
VWL(y,a:;Wét)). The cosine similarity between this
gradient and the targeted client’s update measures their
alignment:

(Vi L(y, z; W), It)

19w Ly, 2: W)z - 1741
Empirically, gradients associated with independent data
tend to be nearly orthogonal in high-dimensional spaces,
so a significantly higher similarity indicates that (x,y)
may have been used to train the local model.

o Loss Difference: This simpler attack compares the
loss values computed by the global model and by the
target client. In segmentation, the pixel-wise nature of the
loss function provides a finer-grained signal than typical
classification settings. The hypothesis is that if (z,y) was
seen during local training, the discrepancy in loss between
the server and the client’s update will be statistically
smaller.

cosim(zx, y) =

V. EXPERIMENTAL SETUP
A. Dataset and Model

We restrict our study to binary segmentation, both for
simplicity and as a first step toward understanding membership
inference vulnerabilities in federated segmentation models.
Our target model is a UNet [30], a widely used architecture
in segmentation tasks. We employed the iSAID dataset [31],
which contains aerial images from complex scenes annotated
across 15 object classes, including ships, aircraft, and harbors.
This dataset was chosen as it most closely resembles the
Automatic Target Detection/Recognition use case, which is
particularly relevant for application of segmentation models in
defense, with relevant classes and varying image resolutions.
To adapt it to a binary segmentation task, we filtered the
dataset to retain only images containing at least one instance
of type harbor. After filtering, the final dataset comprised 311
images, of which 281 were used for training and 30 for testing.
Figure 6 shows an example image and its corresponding mask.

B. Data Distributions

Given the limited number of training images, we explored
two data distribution strategies, each aligned with one of the
attacker behaviors introduced in Section IV-A.



Image (left) and Label (right) of the filtered iSAID [31] dataset.

Fig. 6.

For the first scenario, training data was distributed equally
among clients. We limited experiments to 3 and 5 clients, as
beyond that threshold, each client receives too few images,
making local training less meaningful.

To simulate the proactive server scenario, we adopted an
overlapping data distribution. In this setup :

o The clients 1 (the target) and 2 receive 25% of the training
data (70 images each),

e The remaining 50% of the training data (called the
shadow dataset) is randomly split among synthetic clients,
such that all clients hold 70 images. We use a draw with
replacement, so that an observation can be simultaneously
be present in two (or more) clients. This allows us to
simulate a larger number of clients without reducing the
data available to the target client.

We conducted experiments with 5, 10, and 20 clients under
this setting. To construct evaluation datasets, we sampled
member instances from the target client’s training data, and
non-member instances from the concatenation of the test set
and the training data from other clients.

C. Training Setup

We trained the global model using the classical FedAvg [14]
aggregation scheme, computing a simple average of updated
weights from all clients. All images were resized to 300 x 350
pixels. Training employed the Adam optimizer with learning
rates ranging from 10> to 10~2. To mitigate class imbalance
in the masks, we used a weighted binary cross-entropy loss
defined by:

Lbalanced(yv g) = L(yv y) X (1 —a+ aybalanced);

where L is the standard binary cross-entropy, ¢ the predicted
mask, and Ypalanced 1S calculated as

~y
balanced,i,j = .
Yalancedi.j {1 — v otherwise

if Yi,g = 0

with ~ equal to the proportion of positive pixels in y.

We investigated the influence of the number of local epochs
per client by testing values of 1, 2, and 4. We kept the
total local training epochs fixed at 100, resulting in 100,
50, or 25 communication rounds respectively. This ensures
equivalent data exposure across all configurations, which is
essential for future studies incorporating differential privacy.
We hypothesized that increasing local epochs could amplify

attack success by widening the gap between local and global
models.

All experiments used a fixed random seed. Due to com-
putational constraints, variability was evaluated on a single
configuration (1 local epoch, 100 rounds, learning rate 1073),
repeated ten times.

D. Evaluation Metrics

We evaluated segmentation model performance using the

DICE coefficient, defined as

2. TP
2. TP+ FP+FN’

where T'P, F'P, and F'N denote true positives, false positives,
and false negatives, respectively. In our binary segmentation
setting, white pixels represent True values, and black pixels
False. The DICE score therefore measures the degree of
overlap between the predicted and ground-truth masks.

For attacks, we followed standard membership inference
metrics, primarily reporting the area under the ROC curve
(AUC) and the true positive rate at a fixed false positive
rate (TPR@FPR), with FPR set to 0.01. The AUC provides
a global assessment of an attack’s performance across all
possible decision thresholds, while TPR@FPR focuses on a
critical operating point where false positives must be tightly
controlled. This is particularly relevant for sensitive applica-
tions that require stringent control over false positives. We
compute the membership inference metrics using the training
dataset of the target client as 'member’. Then we either use
the test dataset alone as 'non-member’ or the concatenation
of the test dataset with the other clients dataset. Unless stated
otherwise, the later metric is used on the presented results.

DICE =

VI. EXPERIMENTAL RESULTS

Unless stated otherwise, all results presented come from
experiments conducted using a learning rate of 10~3 with one
local epoch per client.

A. Passive Attacker Scenario

Table I present the results obtained under the passive server
setting, where data was distributed equally among clients. Due
to the limited dataset size, this configuration could only be
evaluated with 3 and 5 clients, reflecting the scenario where
for instance several organizations collaborate together in the
framework of a military mission involving surveillance drones.

In this setting, FedMIA Loss achieves the best result with an
AUC of 65.5% and TPR@FPR of 8.9% at 5 clients. With only
3 clients, all attacks perform poorly, as the reduced number of
client limits the attacker’s ability to extract meaningful signals.
Moreover, FedMIA’s statistical test is theoretically valid only
with at least 5 clients, though we included the 3-clients case
for empirical completeness.

These observations suggest that in a setting featuring few
clients and limited overfitting, membership inference attacks
remain relatively ineffective. This motivates the investigation
of a proactive server strategy, where the server can inject
artificial clients to strengthen its ability to model non-member
behavior statistically.



TABLE I
AVERAGE ATTACKS RESULTS IN THE PASSIVE SCENARIO BY CLIENT COUNT (100 ITERATIONS, LEARNING RATE 10~3).

. . Cosine Similarty Loss Difference FedMIA Cosine FedMIA Loss
Data Distribution | N° Clients
AUC TPR@FPRO.01 AUC TPR@FPRO.01 AUC TPR@FPRO.01 AUC TPR@FPRO.01
Normal 3 55.6% 2.2% 58.3% 2.2% 60.0% 4.3% 61.8% 6.5%
5 57.2% 1.8% 62.4% 5.4% 61.8% 7.1% 65.5% 8.9%
TABLE 11
AVERAGE ATTACK RESULTS WITH AVERAGE ON ATTACK RESULTS ON ALL ITERATIONS (100 ITERATIONS, LEARNING RATE 1073, 10 CLIENTS).
Local Epochs Cosine Similarty Loss Difference FedMIA Cosine FedMIA Loss
POCRS AUC TPR@FPRO.01 AUC TPR@FPRO.01 AUC TPR@FPRO.01 AUC TPR@FPRO0.01
1 60.7% (+- 52%)  3.6% (+- 4.3%) | 63.1% (+- 6.8%) 7.1% (+- 2.9%) | 72.0% (+- 4.0%) 10.4% (+- 5.3%) | 69.4% (+- 4.0%) 10.3% (+- 3.1%)
2 64.1% 71% 68.6% 14.3% 68.9% 18.6% 70.5% 12.9%
4 71.8% 12.9% 74.8% 11.4% 72.5% 21.4% 76.1% 20.0%

TABLE III
AVERAGE ATTACKS RESULTS IN THE PASSIVE SCENARIO BY CLIENT COUNT (100 ITERATIONS, LEARNING RATE 1073).
i imil Loss Diff FedMIA i FedMIA L
Data Distribution | N° Clients Cosine Similarty oss Difference ed Cosine ed 0SS
AUC TPR@FPRO0.01 AUC TPR@FPRO0.01 AUC TPR@FPRO0.01 AUC TPR@FPRO0.01
5 66.9% 5.7% 58.5% 5.7% 66.6% 12.9% 65.8% 8.6%
Overlapped
10 60.7% 3.6% 63.1% 7.1% 72.0% 10.4% 69.4% 10.3%
20 66.0% 17.1% 67.7% 17.1% 76.8% 20.0% 72.3% 14.3%

B. Proactive Attacker Scenario

1) Overall Attacks Effectiveness: The first row of Table II
summarizes the results obtained with 10 different seeds to
assess the reproducibility on the configuration with 10 clients,
1 local epoch, 100 iterations with a learning rate of 103, For
this configuration we provide the mean value and the standard
deviation.

FedMIA-based (All VS Target) strategy clearly outperforms
the ’Server vs Target’ strategy for both attack signals. FedMIA
Cosine and FedMIA Loss achieve an average AUC of 72% and
69.4% respectively with an average TPR@FPR of 10.4% and
10.3% respectively. In contrast, both the Cosine Similarity and
Loss Difference attacks perform poorly, with an average AUC
of 60.7% and 63.1% respectively with an average TPR@FPR
of 3.6% and 7.1% respectively.

2) Impact of Local Epochs: Table II presents the influence
of the number of local training epochs on the effectiveness
of membership inference attacks. In practice, increasing the
number of local epochs reduce the overall number of iteration
needed, and thus reduce the communication cost of federated
learning. Until we reach a number of local epoch that cause
to much divergence on the local updates, preventing the
convergence of the federated learning process.

Overall, we observe that attacks are sensitive to the number
of local epochs. This is particularly noticeable for the ’Server
vs Target’ strategy, namely the Cosine Similarity and the Loss
Difference attacks those AUC at 4 local epochs almost reach
the FedMIA-based attacks. However, FedMIA-based attacks
have a TPR@FPR that increases far above the ’Server vs
Target’ strategy, reaching more than 20% when the Cosine
Similarity and Loss Difference remain below 13%. This result

aligns with expectations: with more local updates before
aggregation, the model drifts further from the global average,
increasing its capacity to memorize training examples and thus
making membership inference easier.

3) Influence of Client Count: Table III presents the results
of our study on the influence of the number of clients in the
proactive scenario. It reveals that increasing the number of
shadow clients leads to much stronger attack success. As we
can see, this configuration benefits FedMIA-based attacks in
particular. With 20 clients, FedMIA Cosine achieves an AUC
of 76.8% and a TPR@FPR of 20.0%, indicating a critical
privacy breach. This trend aligns with theoretical expectations:
as the number of clients grows, the statistical tests gain power,
enabling the attacker to more accurately distinguish members
from non-members.

Interestingly, in this overlapped setting, gradient-based at-
tacks (FedMIA Cosine) consistently outperform loss-based
methods. This setup also reflects a realistic yet concerning
scenario: by adding artificial clients, a malicious server could
improve its inference power by creating more “non-member”
profiles to contrast against targeted clients.

4) Influence of Training Dynamics: We analyzed how
model convergence and overfitting affect membership infer-
ence success by training the segmentation model with a small
learning rate (10~%), 10 clients, and 1 local epoch. This
configuration slows down convergence, allowing us to assess
attack performance throughout the learning process.

In the left of Figure 7, we display the target client model’s
performances after each iteration on its training dataset (named
target) and the test dataset. It shows that the model starts
overfitting on the target dataset at around 250 iterations. In the
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Fig. 7. Target model DICE score (left), server model DICE score (center) and attacks AUC (right) over training iterations (Ir=10—%). The ’dataset’ legend
corresponds to the plot on the left and on the center. The ’attack’ legend corresponds to the plot on the right.

TABLE IV
AVERAGE ATTACKS RESULTS BY DATA DISTRIBUTION AND CLIENT COUNT (100 ITERATIONS, LEARNING RATE 10~3). THE ATTACK IS PERFORMED
USING AS NON-MEMBER THE TEST DATASET ONLY. THE ATTACK CONSIDER EITHER ALL ITERATIONS OR SELECTED ITERATIONS BASED ON DICE
METRICS WITH 0.4 THRESHOLD.

e L. . Cosine Similarty Loss Difference FedMIA Cosine FedMIA Loss
Non member dataset | Data Distribution | N° Clients
AUC TPR@FPRO.01 AUC  TPR@FPRO0.01 AUC TPR@FPRO0.01 AUC TPR@FPRO.01
Normal 3 57.9% 6.5% 53.3% 1.1% 54.3% 4.3% 57.1% 5.4%
5 55.1% 1.8% 56.4% 0.0% 58.0% 7.1% 62.2% 10.7%
all iterations 5 57.3% 17.1% 51.2% 5.7% 54.7% 10.0% 59.0% 7.1%
Overlapped 10 56.0% 5.4% 55.6% 6.0% 60.5% 9.1% 60.2% 6.1%
20 61.8% 5.7% 56.8% 12.9% 66.0% 18.6% 60.9% 14.3%
Normal 3 62.8% 3.2% 50.5% 1.1% 55.6% 4.3% 56.7% 5.4%
5 63.9% 17.9% 52.0% 0.0% 58.8% 12.5% 63.4% 12.5%
selected iterations 5 65.3% 4.3% 50.9% 5.7% 57.4% 12.9% 58.8% 5.7%
Overlapped 10 60.9% 10.7% 54.4% 7.9% 61.2% 9.4% 61.2% 7.9%
20 68.9% 32.9% 54.2% 12.9% 64.5% 14.3% 58.8% 17.1%

center of Figure 7, we show the global model’s performances
after the aggregation at each iteration on the shadow dataset
and the test dataset. We observe also that the overfitting on
the shadow dataset starts earlier at around 125 iterations.
Correspondingly, the right graph of Figure 7 illustrates how all
attacks benefit from model convergence. Performance remains
weak while the model performances are low. When the model
DICE is below 0.4, we observe that all the attacks have perfor-
mances close to randomness. Then the attacks performances
increase progressively, achieving around and above 0.80 in
AUC after 300 iterations.

These results confirm a well-established observation: over-
fitting amplifies membership leakage. Even basic signals be-
come highly predictive when the model starts memorizing
training data, reinforcing the importance of carefully managing
training dynamics in privacy-sensitive applications. However,
if overfitting of the target model amplifies membership leak-
age, overfitting of the shadow clients created by the malicious
server can also impact the attack. Indeed we evaluate the attack
performance by its ability to distinguish between target dataset
and a concatenation of test dataset and other clients dataset
among whose the shadow clients. Table IV shows the attacks

results when the member dataset is the training dataset of the
target client, and the non-member dataset is the test dataset
only. The first half of the table show the results when all
iterations are taken into account. We see that the obtained
results are much closer to randomness, only FedMIA Cosine
achieve an AUC above 0.65 with a TPR@FPR at 18.6%. It
means that in the proactive scenario, the malicious server is
able to learn an attack very effective in distinguishing the target
dataset from the shadow dataset but less effective to distinguish
the target from the test dataset. However, in the following we
highlight that by focusing on the training dynamics it increase
the attacks performances on target VS test dataset.

5) Improved attack based on training dynamics: Based
on the previous observation, regarding the correlation of
the attack performances and the model segmentation metric
performances, the server can enhance the attack by selecting
the iterations based on the observed DICE. We use a threshold
on the DICE obtained on the test dataset to ensure that the
model is far from random. Table IV displays the attacks
performances when the server selects only the iterations on
which the global model achieves a DICE above or equal 0.4
on the test dataset. We see that the Cosine Similarity attack



is dramatically improved by this iteration selection achieving
above 60% of AUC in all data distribution and number
of clients settings, and reaching a TPR@FPR of 32.9%
with 20 clients. However, the FedMIA-based strategy is not
improved by the iteration selection.

VII. DEFENSES RECOMMENDATIONS

Numerous defense mechanisms have been proposed to
mitigate membership inference attacks in federated learning.
Early approaches rely on lightweight techniques such as data
augmentation [32], MixUp [33], or gradient sparsification
[34]. These methods aim to regularize training and reduce
overfitting, thereby limiting the information leakage from
model updates. However, they offer limited protection in
white-box settings and can often be bypassed by adaptive
attackers. Moreover, stronger defenses such as differential
privacy [35], [36] inject noise into updates but typically induce
a degradation of the model performances to be efficient.

To provide more robust privacy guarantees, cryptographic
approaches such as Fully Homomorphic Encryption (FHE)
[37], [38] and Secure Multi-Party Computation (SMPC) [39],
[40] have been explored [41]. FHE allows each client to
encrypt its model updates before sending them to the server,
which can then perform aggregation directly in the encrypted
domain. This ensures the server never has access to raw
parameters. However, FHE remains computationally expensive
and does not support non-linear operations natively, making
it incompatible with sophisticated aggregation methods. On
the other hand, SMPC distributes computation across sev-
eral non-colluding servers, enabling secure training without
exposing individual contributions. While more practical than
FHE in certain scenarios, SMPC still incurs communication
overhead and requires careful orchestration between parties.
Both mechanisms have the notable advantage of preventing
not only MIAs but also broader classes of privacy attacks.

In high-stakes applications such as defense, where sensitive
imagery and operational data are involved, adopting such
strong privacy-preserving mechanisms may become necessary
despite their computational cost. Future work should focus
on systematically evaluating these defenses to segmentation
models training in a federated setting.

VIII. DISCUSSION

We selected a realistic dataset closely resembling a defense
scenario; however, its relatively small size, only a few hun-
dreds of instances, posed certain limitations. Conducting our
study on a small dataset constrained our ability to thoroughly
investigate the effects of varying the number of clients. To en-
sure local learning remained meaningful, we had to introduce
substantial overlap among the datasets assigned to the shadow
clients (in scenarios involving a proactive attacker server). This
necessity resulted in overfitting on the data utilized by these
shadow models, which in turn compromised the effectiveness
of FedMIA’s strategy, as it relies significantly on the behavior
of non-targeted client models. Expanding our research to

encompass a larger dataset appears to be an exciting follow-
up. Employing non-overlapping datasets for the shadow clients
will likely improve the performance of FedMIA approach.
Conversely, providing the target client with a more substantial
amount of data may reduce the overall success rate of the
attack.

Regarding the feasability, the main limitation for a mem-
bership inference attack is the access to the target dataset.
To determine whether a given data point is a member of
a client’s training dataset, the server must have access to
data highly similar to that client’s data. Consequently, such
attacks are more relevant in evaluation settings for assessing
the privacy risks of federated learning configurations than in
practical, real-world scenarios. However, in cases where the
server has some prior knowledge about the target client’s data
distribution, it may be possible to collect sufficiently similar
data to enable these attacks. Passive scenarios are particularly
feasible in the absence of defense mechanisms, as they require
low computational resources. Moreover they do not interfere
in the FL process, they have no impact on the learned model.
In contrast, proactive scenarios are feasible only for servers
with significant computational resources and access to large
datasets for training shadow models. Moreover, these attacks
impact the learned model since the server would deviate from
standard federated learning protocols by aggregating its own
models.

CONCLUSION

We present the first analysis of membership inference at-
tacks on federated binary segmentation models. Our results
show that gradient-based attacks (Cosine Similarity and Fed-
MIA Cosine), can effectively exploit training signals, particu-
larly as the number of clients increases or when the server
adopts a more proactive strategy by artificially introducing
additional clients. Despite the limitation of a small dataset
in our experimental settings, we were nonetheless able to
effectively demonstrate privacy breaches.

These results underscore the critical need for robust defense
mechanisms in federated learning, as, in the absence of such
protections, servers are able to extract significant information
about individual client datasets.

Finally, extending these attacks to multi-class semantic
segmentation with large datasets and empirically assessing
the practical cost of deploying defense mechanisms would
offer a clearer picture of the trade-offs involved in protecting
federated segmentation models.
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Breaking SafetyCore: Exploring the Risks of
On-Device Al Deployment
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Abstract—Due to hardware and software improvements, an
increasing number of AI models are deployed on-device. This
shift enhances privacy and reduces latency, but also introduces
security risks distinct from traditional software. In this article,
we examine these risks through the real-world case study of
SafetyCore, an Android system service incorporating sensitive
image content detection. We demonstrate how the on-device Al
model can be extracted and manipulated to bypass detection,
effectively rendering the protection ineffective. Our analysis
exposes vulnerabilities of on-device AI models and provides a
practical demonstration of how adversaries can exploit them.

Index Terms—Reverse engineering, Model extraction, Adver-
sarial examples

I. INTRODUCTION

Today, an increasing number of Aﬂ models are deployed
on-device. This trend is driven by the growing computational
power of modern hardware, especially with the adoption of
specialized components like Neural Processing Unit (NPU)[LLI].
Moreover, advancements in Al software, such as quantization,
have reduced both the size of models and the computational
power required to run them, making on-device deployment
more feasible and efficient. This form of deployment offers
key advantages such as improved data privacy, since data is
processed directly on the device, and reduced latency, as infer-
ence no longer depends on an internet connection[2]. However,
while on-device Al deployment is becoming more popular, its
security implications are still often misunderstood, especially
when considering how Al differs from traditional software.
This gap in understanding can lead to serious vulnerabilities
particularly when Al is used in security applications such as
content filtering or spam detection.

In this article, we explore the security risks associated with
on-device Al deployment through the lens of a real-world
case study: the exploitation of the SafetyCore application[3]].
SafetyCore is an Android Google system service introduced in
November 2024. It provides a service used by other Android
applications: The classification of sensitive or problematic
content, such as nudity in images. The content detection is
performed using an Al based algorithm that is locally embed-
ded on the device for privacy-preserving reasons. This means
that the user data is not sent to a remote server, but is kept on

UIn this article, we use the term Al to specifically refer to deep learning
neural networks.

Mathis Mauvisseau
Skyld Al
Rennes, France
mathis.mauvisseau[at]skyld.io

Paindavoine Marie
Skyld Al
Rennes, France
marie[at]skyld.io

N 5G4 W87%

Fig. 1. User interface of the Google Messages application with SafetyCore
enabled. When nudity is detected by the Al model, the image is blurred and
a warning message is displayed to the user.

the device. Currently, SafetyCore is only used by the Google
Messages application for content moderation. However, other
applications, such as WhatsApp[4], are expected to adopt it
in the near future. The Al model used by SafetyCore takes
an image as input and predicts whether it contains sensitive
content or not. If such content is detected, the image is
automatically blurred, and a warning message is displayed
to inform the user that the image may contain unwanted
characteristics, such as nudity. An example of the application
behavior is shown in Figure [T}

SafetyCore relies on the AI model’s ability to make accurate
predictions based on pixel values in the image. Starting with
the extraction of the embedded model, we demonstrate how
adversaries can manipulate images to cause misclassifications,
thereby rendering the protection mechanism ineffective. The
objectives of this article are twofold:

« Explaining the specific risks of deploying Al models on-
device, especially for readers without a background in
AL



« Providing a practical guide to extracting and exploiting
these models in a real-world setting.

Each aspect of our analysis is illustrated using the SafetyCore
attack case study. This attack has been performed on a Google
Pixel 6, running Android 15 (build BP1A.250305.019)
with SafetyCore (com.google.android.safetycore)
version 1.0.757930370.

We begin this article by examining the specific methods
for reverse-engineering an Al model and discuss what makes
Al models fundamentally different from traditional software.
We then describe the pre-processing and conversion steps
necessary to turn an extracted model into a targeted object.
Finally, we explore intrinsic vulnerabilities of Al models and
demonstrate how they can be exploited through AI based
attacks.

II. THE REVERSE ENGINEERING CHALLENGE

This Section explores what makes Al models fundamentally
different from standard code, and why traditional software
protections are often insufficient to secure them from reverse-
engineering.

A. What is Inside an AI Model?

The goal of an AI model is to perform a given task
(prediction, generation) on data never seen before. It is defined
by an architecture composed of layers, hyperparameters and
learned parameters. Layers represent mathematical operations,
often linear transformations such as matrix multiplications.
Each layer has hyperparameters, whose values are fixed before
training and remain unchanged. In contrast, the learned param-
eters, such as weights and biases, are updated throughout the
training process so that the model can perform its task on new
data. An example of a toy Al model is provided in Figure
The lifecycle of an Al model can be divided into two phases:
training and inference. Training is the step where the learned
parameters are updated, i.e. the network learns to adapt itself
to new data. The inference step is when the model is used
to perform some prediction on unseen data. At this stage, the
learned parameters are fixed and no longer updated.

B. Why AI Models are Different from Classical Software?

Software is typically made of code that is compiled and
deployed. This means that only the hardware instructions
are present on the deployment target. On the other hand,
an Al model is usually stored in a file. This file does
not directly contain the hardware instructions, as traditional
software does, but rather a serialized version of the algorithm.
This serialized file defines the layer operations as well as
the learned parameters needed to produce the model output.
The specific implementation of those operations is handled by
a separate inference engine. To parse and run a model, the
inference engine associated with the model is required.

The operations used during inference are implemented by
the inference engine. Thus, a model can only use a limited
set of standardized layers. When an Al model is run, the
executed operations came from the same finite set of

Fig. 2. Example of a toy AI model (in ONNX format). Each node
of the graph corresponds to a specific layer. The first node is a con-
volution layer that contains learned parameters W, b and hyperparameters
dilation, kernel Shape, pads, stride.

layers, regardless of the specific model architecture or
parameters values. The inference engine is contained in a
compiled library and defines how the model is serialized.
A limited set of inference engines are often used to
deploy AI models, and most of them are open-source.
This is because layer implementations are highly optimized
for specific hardware, making it inefficient and unnecessary
for each company developing Al models to re-implement them
from scratch for all standard hardwares[3]].

While this standardization is beneficial for performance and
cross-platform compatibility, it raises significant challenges
regarding intellectual property protection.

C. Static Extraction

The first method to reverse engineer a model is to perform
a static analysis (i.e., analysis without running the application)
of the application to locate and extract Al models. Since seri-
alization depends on the specific library used, it is important to
understand the different libraries and their formats. The major
inference engines used when deploying an Al model on-device
include LiteRT[6] (formerly TensorFlow Lite), ONNX]7], and
PyTorch (through TorchScript[8]] and ExecuTorch[9] formats).
Each of these engines reads AI models from a file that
has distinctive identifiable characteristics. This makes it
relatively easy to locate such files within a software package,
enabling static file analysis. lists the different charac-
teristics that can be searched for in the files of an application
to locate AI models.

a) The SafetyCore case: In the case of SafetyCore,
static analysis of the service’s downloaded files revealed a
TensorFlow Lite model. The presence of the ASCII-encoded
magic value TFL3 at byte offset 4 led to a quick identification
of the model file.



TABLE I
CHARACTERISTICS TO IDENTIFY Al MODELS USED BY MAJOR INFERENCE ENGINES.

Inference engine Characteristic
LiteRT / TensorFlow Lite | FlatBuffers file identifier* TFL3 (ASCII encoded)
ONNX Protobuf containing the graph. Each layer type starts with onnx: :
TorchScript ZIP archive (file signature PK\x03\x04) containing:
o The directories:
- code
- data
o The files:
- data.pkl
- constants.pkl
ExecuTorch FlatBuffers file identifier* ET?? followed by eh?? (ASCII encoded), where ? is a digit.

*The [FlatBuffers file identifier is a field in the FlatBuffers serialization format.

D. Dynamic Extraction, or Why Encryption Is Not Enough

In some cases, the Al model in plain-text form never touches
persistent storage. For instance, when it is downloaded (remote
loading) and loaded directly into memory for each inference,
or stored only in encrypted form (model encryption).

« Remote loading avoids static interception of the model

file as it is never stored in persistent storage.

o Model encryption effectively hides the file structure,

making it impossible to locate using known character-
istics of the model while performing a static analysis.

In such situations, dynamic analysis can be used to intercept
the serialized model at runtime, capturing it while it is being
loaded into the inference engine. This was not the case for
SafetyCore, where the model was recovered through static
analysis. In practice, encryption and remote loading can be
bypassed, and the model extracted using dynamic analysis.
While having privileged access on the running device, in-
strumentation tools such as Frida[l0] can be used to hook
the model loading functions and exfiltrate the model during
execution. Since most inference engines are open source, it
is relatively easy to identify and hook the model loading
function, even if it is not directly exposed by the library.

III. ATl MODEL REFINEMENT

After this first reverse-engineering step, an Al model often
requires refinement before it can be effectively exploited.

A. Convert to the Right Format

Extracted AI models are often not immediately usable
by attackers, because they are deployed in formats that
do not support gradient computation (Additional details
about gradients are provided in Section [[V-A). PyTorch is
the most widely used framework for attacking Al models. In
contrast, formats such as TFLite and ONNX do not natively
allow gradient computation, making them not suitable for
direct exploitation. Therefore, converting the extracted model
to PyTorch is typically a necessary step. This conversion
can often be achieved using available tools, either directly or
through a combination of intermediate formats. In Table [l is
presented common Al model formats and the corresponding
tools used to convert them into PyTorch.

Original Format | Conversion Tool(s)

ONNX onnx2pytorch [IL1]]

TFLite (tf2onnx + onnx2pytorch) via REOM[12]
TorchScript Natively exploitable

ExecuTorch Not currently supported*

TABLE IT
CONVERSION TOOLS FOR ENABLING PYTORCH BASED ATTACKS ON
EXTRACTED Al MODELS.

*Primarily due to the novelty of the framework compared to more
mature alternatives such as TFLite.

B. The Quantization Problem

Quantization refers to the process of converting the learned
parameters of an Al model from high-precision floating-point
(typically float32) to lower-precision formats such as 8-bit
integers (typically int8)[13]. This transformation reduces both
memory usage and computational cost, making it particularly
suitable for on-device deployment, where hardware resources
are limited[13]].

The most widely used approach is affine quantization. This
method relies on two quantization parameters:

« a scale factor s € RT,

e a zero point z € Z.

These parameters are used both to:

e Convert (quantize) the original float32 parameters to

integers.

o Compute operations directly in the quantized domain

(integer domain).
Given a real-valued parameter w € R, its quantized represen-
tation wy € Ziqa, p,) is computed as:

wy = clip(round(%w +2), aq, Bq)

Since the model no longer operates on differentiable float32
parameters, standard gradient-based techniques cannot be di-
rectly applied to a quantized model. However, it is important
to note that quantization does not act as a security mech-
anism. The combination of quantized parameters and their
associated scale and zero point is sufficient to reconstruct an
approximation of the original parameters. For w € R we have:

w ~ dequantize(wy, s, 2) = s - (wy — 2) ()


https://flatbuffers.dev/schema/#file-identification-and-extension

Using this equation, an attacker can construct a proxy model,
i.e., a model that approximates the behavior of the original one.
This proxy model is fully differentiable and can be attacked
using standard gradient-based methods.

a) The SafetyCore case: In the case of the SafetyCore
application, the target model was provided in the TFLite for-
mat. As shown in Table REOM]12]] allows the conversion
of a TFLite model to PyTorch by leveraging a combination
of two intermediate conversion tools. Additionally, REOM
integrates a quantization module that applies Equation [I] to
recover float32 parameters from int8 parameters, enabling
the construction of the proxy model. The tool successfully
generated a float32 proxy model that could be subjected to
further attack{’]

IV. EXPLOITING Al MODELS

After transforming a model into a usable artifact, we analyze
the vulnerabilities of Al systems and the unique security
challenges they pose. We then present how to exploit these
vulnerabilities through adversarial examples. Finally, we dis-
cuss additional attacks that are relevant once an Al model is
extracted.

A. Intrinsic Vulnerability of AI Models

The intrinsic vulnerability of Al relies on three intricate
problems:

a) Gradient manipulation: A neural network is a highly
complex function that takes an input and, using a set of
parameters, produces an output. These parameters must be
learned in order for the model to generate meaningful results.
To learn these parameters, we define an auxiliary function, the
loss function, which tells us how much the model is wrong
in its prediction. For instance, in an image classification task,
the loss function could quantify how inaccurately the model
distinguishes between images of cats and dogs. The goal is
typically to minimize this loss function. Training the model
involves updating its parameters to reduce the loss, using a
dataset of input/output pairs (known as the training set). This
process is often performed using an algorithm called gradi-
ent descent, which iteratively adjusts the parameters in the
direction that reduces the loss. The gradient is a mathematical
object that indicates how to change the parameters to minimize
the loss.

During the training phase, the gradients are computed with
respect to the model parameters to minimize the loss. Once the
model is trained, however, an attacker can instead compute
gradients with respect to the input, this time to maximize
the loss i.e. make the model’s prediction as wrong as
possible. In this setting, the gradient reveals how the input
should be perturbed to mislead the model. Because neural
networks are highly complex and operate in high-dimensional
input spaces, these perturbations can be crafted so that they
remain imperceptible to humans, making them particularly
dangerous.

2For our proxy model, we did not add additional layers to simulate
quantization errors, as we observed no significant differences between the
quantized and the reconstructed model.

b) The black-box problem: Despite their remarkable per-
formance, Al models are black-boxes in the sense that the
decision-making process is not understandable by humans][l14].
In other words, given a particular input, we often cannot
understand why the model produces a specific output[15].
Although the field of explainable AI (XAI) has made sig-
nificant progress, it remains difficult to predict how a model
will behave on unseen or slightly altered inputs. This inherent
opacity creates “gray areas” of unpredictable or unintuitive
behavior that are exploitable. These unpredictable behaviors
are not easily identifiable or interpretable by human
observers, making them ideal entry points for adversarial
manipulation.

c) Features correlation: Al models typically rely on
statistical correlations in the training data rather than causal
relationships. This distinction is critical: a model might learn
that “A” often co-occurs with “B,” without grasping whether
“A” causes “B.” This reliance on correlation rather than
causation contributes to unexpected and or unintelligible
model behavior that can bypass human judgment.

B. Exploiting These Vulnerabilities

The vulnerabilities presented above can be exploited in
multiple ways across the Al lifecycle. In this Section, we focus
on concrete attack strategies that target on-device Al models
when having access to the architecture and parameters.

a) Inferring the loss function: Many attacks rely on
gradient computations, which not only require knowledge of
the model’s architecture and parameters but also defining a
suitable loss function. The choice of this loss function is driven
by the identification of the task the model is solving, for exam-
ple a binary classification task. A common attack strategy
is to identify the loss that was used for model training,
and use the opposite for attacking (in order to maximize
it). While this information is typically unavailable after
deployment, attackers can often infer it through careful
analysis of the architecture and model behavior.

This process typically involves the following steps:

1) Architecture probing: By analyzing the metadata (e.g.,
input/output shapes, presence of specific layers such
as convolutions or residual blocks, and even embedded
strings in the model file), one can make educated guesses
about the model architecture and its intended task. For
some model formats, such as TFLite or ONNX, the
overall architecture can be visualized using a visualization
tool like NCtI‘OI‘El

2) I/O probing: By feeding the model with various sample
inputs and observing the output responses, one can un-
derstand the appropriate input format and the semantics
of the outputs (classification scores, images, heatmaps
etc...).

3) Output layer inspection: The final activation function
often reveals the nature of the learning problem. A
softmax activation suggests a classification task, and a

3http://netron.app


http://netron.app

sigmoid (logistic) activation a multi-label classification
task. A linear output usually indicates regression.

b) The SafetyCore case: In the case of the SafetyCore,
the input tensor shape is 1x 224 x 224 x 3, which strongly sug-
gest image data. The architecture includes residual connections
common in ResNet architectures[16] for image classification.
The output shape is 1 x 4, and when probing the model with
explicit versus non-explicit images, we observe that explicit
content causes some output values to exceed 0.5, while benign
content remains below this threshold. This, along with the
presence of a sigmoid activation function before the output,
suggests that the model is solving a multi-label classification
problem, and was trained using a binary cross-entropy loss.
This inferred loss enables the attacker to compute gradients
for further manipulations.

1) Adversarial Examples: The philosophy behind adver-
sarial examples involves defining a desired criterion on the
model’s output through a loss function, and then using
model gradients to find an input modification that satisfy
this criterion. This attack relies mostly on the properties
of high dimensional spaces and the nature of the functions
learned by deep learning models. In these spaces, a tiny per-
turbation, when applied in a specific direction (using gradient),
can often cause a significant change in the model’s output.

Generally, the input change is sought to be imperceptible
and to maximize the model’s output change[17]]. For classifiers
this could mean altering a picture of a panda so that the model
confidently predict a gibbon[[17]]. There are two main types of
adversarial attacks:

« Untargeted attacks: The goal is to mislead the model,
regardless of what that incorrect output is.

o Targeted attacks: The goal is to produce a pre-
determined output. The attacker doesn’t just want the
model to be wrong, he wants it to produce a particular
output.

For generating these examples, a diverse range of at-
tack algorithms has been developed, from the fast gradient
sign method (FGSM)[17] to more iterative and powerful
methods like Projected Gradient Descent (PGD)[1S8], each
with different trade-offs in terms of computational cost and
effectiveness[/19]].

It is important to note that the effectiveness of adversarial
examples depends on the data modality of the input. They
are particularly effective on continuous data, such as images
and audio, where small perturbations can be applied directly
to the input using gradient-based methods[18]. In contrast,
generating adversarial examples for discrete data (like text) is
more challenging, as it is difficult to generate discrete changes
in a meaningful way using gradients[20]. However, many
text models include both discrete and continuous components.
In such cases, it is often possible to generate adversarial
perturbations in the continuous space and then extrapolate
them back to the discrete space[20].

Adversarial examples are extremely powerful in practice.
Because of the high dimensionality of the input space, it is

not feasible to simply “patch” a given adversarial example by
specifically instructing the model to ignore it during training.
Doing so leaves the model vulnerable to countless regenerated
variants that came from the same region of the input space.
A common defense strategy is adversarial training[21]], which
involves incorporating multiple adversarial examples in the
model training. While it offers a potential defense, it remains
difficult to fully mitigate the threat, as this approach often
involves a trade-off with model performance[21].

a) The Safetycore case: For SafetyCore, we implemented
a Projected Gradient Descent (PGD) attack, a widely used
method known for its effectiveness in white-box setting (e.g
when access to the model parameters).

This allows two types of attacks:

1) False Positive (Enable Blurring): You can start from
a non-explicit image and generate a small, imperceptible
perturbations to make the model predicting it as explicit.
As a result, SafetyCore will apply blurring to an image
that should not be blurred.

2) False Negative (Bypass Blurring) Yo can also start
from an explicit image. This image will contains a small
perturbation that prevent the model from recognizing it
as explicit. Consequently, SafetyCore will not apply any
blurring to it, effectively bypassing the protection.

In Listing[T]a PyTorch implementation of the attack script is
provided. This script is intended to be simple and as generic as
possible and can be reused on other models as long as the input
data is continuous, and a loss function can be chosen. The most
important parameters of this script are € and num_iter.

« ¢ control the maximum change per pixel that is expected
for the perturbed input. Higher values mean higher pixels
variations and then more visible perturbations. You can
gradually increase e until you find a sample with the
expected model output.

e num_iter control the number of iteration (number of
gradient steps) that are taken during the attack. A higher
number of iterations allows finding a more effective ad-
versarial example in terms of loss function maximization.

Before running the attack script, the input images are resized
to 1 x 224 x 224 x 3 to match the model’s input dimensions.
The resulting adversarial examples have the same size and
are saved in a .png format. It is important to use an image
format that does not apply compression in order to preserve the
adversarial perturbation (avoiding JPEG, which would remove
part of the added noise).

In Figure 3] we show three benign images that have been
perturbed using PGD (Enable Blurring case). When passed
through the originally extracted model, these adversarial im-
ages are misclassified as explicit content. In Figure 3] we also
present a screenshot from the Google Messages app showing
how these images appear to users: all are blurred with a
warning about potential explicit content. You can imagine the
same scenario with explicit images that will not be blurred
in the application (Bypass Blurring). For ethical reasons, this
case is not illustrated in the article. Executing an “enable



Google message app

Perturbed images

Fig. 3. Adversarial attack on SafetyCore. On the left, are provided the
perturbed images obtained after a PGD attack, and on the right what appears
in the Google Message application when sent to an Android device.

blurring attack” or a “bypass blurring attack” follows the same
methodology, allowing the adversary to choose either at will.

The implications of this attack are severe: since the same
Al model is shared across all Android devices, it is possible
to fully bypass the filtering capabilities, regardless of the
input. This attacks takes less than 30 lines of code.

2) Additional Relevant Attacks: Even if it is very powerful,
adversarial examples generation is not the only relevant attack
that can be performed after extracting an Al model. In this

Section we presented two additional types of methods that

can be applied.

a) Model inversion: Model inversion attacks aim to
reconstruct representations of the training data by using the Al
model itself[22]]. Typically, these attacks exploit model gradi-
ents to iteratively optimize an input that maximizes the model’s
confidence[22]]. This technique is most commonly applied to
classification tasks, where the goal is to generate inputs that
are representative of a target class. The consequences can
be severe, often resulting in the leakage of private data for
example, reconstructing faces that were used to train a facial |
recognition model. Additionally, model inversion can provide
insights into the task the model was trained on. For instance, ,
if the reconstructed inputs resemble airplanes and the model
architecture indicates a classification task, one can reasonably *

infer that the model is likely classifying different types of

planes from images.

In the context of SafetyCore, we attempted a model inver- (

sion attack. However, the optimization process quickly col-
lapsed. This failure can be attributed to two main factors. First,

the training data for each class is probably highly diverse,

making it difficult for the model to converge toward a shared
representation. Second, the task is a multi-class classification -
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problem, which further complicates the inversion process, as '

each class may share overlapping features with others.

b) Backdoor Attacks: Backdoor attacks involve poison-
ing the training data with specially crafted samples that cause
the model to learn spurious correlations between a trigger s

pattern and a specific output[23]. When the attacker later
inputs a sample containing the same trigger, the model exhibits
the intended behavior[23]].

This type of attack exploits two vulnerabilities described in

Section [V-Al

o The model is learning arbitrary associations (like small
patch for images) that have no causal relation to the task.
o The black-box nature of AI means that such malicious
correlations are difficult to interpret or detect after train-
ing.
In the case of SafetyCore, this type of attack may be unnec-
essary, as adversarial examples can achieve the same effect
without requiring the model to be retrained. Moreover, there
is no indication that the submitted images will be used for
future training. In fact, since the model runs entirely on-
device, retraining seems unlikely. However, unlike adversarial
examples, which may not transfer to new model versions,
backdoor examples are more likely to persist. Indeed, as
backdoors are difficult to detect in training data, such examples
could remain in future training sets, potentially preserving the
backdoor across versions.

import torch
from torch import nn

def pgd_attack (
model, inputs, targets,
=0.005, num_iter=100,
loss_fn=None, random_start=True,

clip_max=1.0) :
mnnw

epsilon=0.01, alpha

clip_min=0.0,

Projected Gradient Descent attack on a

PyTorch model.

(PGD)

Parameters:
model torch.nn.Module
The neural network to attack.

inputs torch.Tensor

Original input images or continuous data to
perturb.

TODO: Replace by your own input
targets torch.Tensor

Ground truth labels corresponding to the
inputs.
epsilon float

Maximum perturbation allowed (L-infinity
norm) .
alpha float

Step size for each iteration.
num_iter int

Number of attack iterations.
loss_fn callable, optional

Loss function to maximize
BCELoss if None) .

TODO: Replace by your own loss function
random_start : bool

If True, start from a random point within
the epsilon-ball around the input.

(defaults to

clip_min float
Minimum allowed value for perturbed inputs.
clip_max float

Maximum allowed value for perturbed inputs.

Returns:

torch.Tensor



Adversarially perturbed inputs.
model.eval ()
original_inputs = inputs.clone () .detach ()
if random_start:

# Start from a random point within the
epsilon-ball

adv_inputs = original_inputs + torch.
empty_like (inputs) .uniform_(-epsilon, epsilon)

adv_inputs = torch.clamp (adv_inputs,
clip_min, clip_max)
else:

adv_inputs = original_inputs.clone () .detach

O

if loss_fn is None:
# Loss function used for the attack
# TODO: Replace by your own loss function
loss_fn = nn.BCELoss ()

for _ in range(num_iter) :
adv_inputs.requires_grad_ (True)
outputs = model (adv_inputs)
loss = loss_fn (outputs, targets)

model.zero_grad()
loss.backward ()
grad_sign = adv_inputs.grad.detach () .sign()

adv_inputs = adv_inputs + alpha * grad_sign

# Project back to the epsilon-ball and clip
to valid range

perturbation = torch.clamp (adv_inputs -
original_inputs, min=-epsilon, max=epsilon)

adv_inputs = torch.clamp(original_inputs +
perturbation, clip_min, clip_max) .detach()

return adv_inputs

Listing 1.
with PGD

Small generic Python code for generating adversarial examples

V. CONCLUSION

Security should serve as a cornerstone for building trust in
Al systems. In this paper, we explored the risks of deploying
Al models on-device through the lens of the SafetyCore
application. Our work demonstrates that once adversaries gain
access to the model, it can be compromised with relative
ease and rendered ineffective, raising important concerns for
the security of on-device Al based applications. While on-
device Al enables countless use cases, its specific security
challenges are still overlooked, even by major players in the
field as illustrated by the SafetyCore example. This work
acts as a foundation for understanding and running attacks
on on-device Al models, and can be extended to a wide
range of applications. In future work, we plan to extend our
methodology to more data modalities and use-cases.
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Abstract—Artificial intelligence has become particularly cru-
cial in its integration with cybersecurity applications. Numerous
studies have demonstrated that reinforcement learning agents
can identify optimal sequences of actions to attack a network.
However, these agents are often overfitted to specific environ-
ments and struggle to generalize or adapt to networks that
differ from those encountered during training. Moreover, most
of these agents rely on complex abstract architectures which
lack interpretability in their decision-making processes. In this
work, we propose a novel agent architecture that integrates four
transformer-based BERT models. This architecture can adapt
to any given network, is robust to changes in parameters and
objectives, and requires no additional training phase to attack
unseen networks. Additionally, our model is interpretable using
SHAP values. We introduce a specific context tailored to this
architecture and reuse an evaluation metric we developed in our
previous work that more accurately reflects an agent’s ability to
attack a network without prior knowledge. Finally, we discuss
the limitations of our approach and outline future directions to
facilitate its deployment in real-world applications.

Index Terms—pentesting automation, attack simulation, zero-
shot classification, transformers, large language model, adapt-
ability, robustness, explainability

I. INTRODUCTION

Pentesting consists of discovering and exploiting weak-
nesses within a network, in order to help a company identify
vulnerabilities present in their information system. In the
context of research, pentesting is always studied as an op-
timization problem whose objective is to compromise a target
with a minimum sequence of actions. Most agents are trained
using reinforcement learning, and they choose unit attacks
to reach and compromise the target. Many researchers [1],
[4]-[7], [9]-[11] have studied RL agents to solve pentesting
problems, and several simulators have been developped to
help the community train their own RL agents. However, in
a real-world application, pentesting is usually more complex
than an optimization problem, because network topologies
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differ across companies: a sequence of actions that works
for one organization may fail for another due to specific
configurations. Thus an AI agent must explore and discover
information before exploiting it. This discovery of information
results in extra actions being performed instead of blindly
learning the path towards targets.

In our previous work [2], we presented a zero-shot LLM-
based agent for automated network penetration testing, of-
fering strong adaptability without retraining. We introduced
a novel evaluation metric that rewards informed decision-
making over trial-and-error. The model outperformed classical
RL agents (DQN, PPO, CLAP) in unseen NASim [8] environ-
ments of small and moderate sizes using textual observations.
Preliminary SHAP-based analysis provided insight into the
agent’s decision-making process. Overall, this served as a
promising step towards explainable and robust AI for red
teaming.

In this paper, we extend our approach by combining several
BERT models to build a complete pipeline that determines,
at each point in time, the machine one must target and
the action that needs to be taken. First, we construct var-
ious datasets derived from the NASim environment, with
dynamically generated network topologies. We train our BERT
models separately: one to predict the correct machine given
a textual representation of the network; one to predict the
appropriate action based on the selected machine; and two
to predict eventual parameters of the action. Each textual
representation is distinct and tailored to its respective decision-
making task. After training the four BERT models, we develop
a sequential pipeline to execute them in inference mode. This
pipeline is then used to predict a full sequence of actions
on unseen NASim topologies. To improve generalization, we
also implement a rollout mechanism and a padding system,
allowing the pipeline to adapt to new topologies that may
be smaller or larger than those encountered during training.



Finally, we compare our approach to another reinforcement
learning-based method called CLAP [10], and our previous
work on zero-shot decision making. We demonstrate that
our pipeline outperforms these two RL agents and shows
much stronger generalization capabilities. We also provide
explainability results on our BERT-based architecture and
compare them with our initial explainability work on the zero-
shot model.

The paper is organized as follows: Section II presents related
works on RL agents for pentesting. Section III introduces
the environment and data used in our approach. Section IV
presents our four BERT architectures for machine, action,
and parameter selections, and the specific contexts of each of
them. Section V presents our experiment on the explainability
obtained after training. Section VI details the performance and
results of our pipeline in an RL environment and compares
them to other RL agents. Finally, Section VII concludes with
future improvements and works to extend our BERT-based
system.

II. RELATED WORKS

The research community has focused on two main areas:
generating environments for scenario simulation and emula-
tion, and designing models for efficient real-life deployment.

Famous environments for automating red team exercises
include NASim [8] and NASimEmu [5]. NASim (literally
“Network Attack Simulator”) simulates an information sys-
tem that is composed of one or multiple subnetworks, each
containing a specific number of host machines. Each host
has an operating system and exposes services and processes
that may be scanned and targeted to gain privileged access to
the host. The main goal of NASim scenarios is to gain full
access on specific hosts, which are called targets. Firewalls
impose restrictions on both inter-subnet traffic and Internet
connectivity. NASimEmu builds on the NASim environment
to support emulation, and may also generate scenarios with a
given level of diversity by changing the path required to reach
the target. Other works for environment simulation include
the GAP model [11] introduced by Zhou et al. in 2025,
which explores domain randomization for scalable scenario
generation and meta-reinforcement learning to enable few-
shot adaptation. A Large Language Model is used to perform
domain randomization and generate diverse environments that
are closer to real-world network configurations.

Most of the literature adapts various reinforcement learning
methods to the problem of automated pentesting, but most of
them show weaknesses regarding generalization difficulties.
For instance, in 2022, Yan et al. presented CLAP [10], a
variant of the PPO algorithm that can handle multi-objective
reinforcement learning in a pentesting context. CLAP uses
a cover mask mechanism that allows the model to keep
track of previous actions performed in the past. Though the
authors show that their model quickly converges to the optimal
sequence over the three scenarios during the training phase
compared to other algorithms (DQN, Improved-DQN, HA-
DQN), they do not show the performance during an evaluation

phase. The same goes for AutoRed [3], presented in 2024
by Hasegawa et al., which utilizes Graph Neural Networks
(GNNs) to encode the dynamic structure of the target net-
work. This approach was not evaluated on previously unseen
topologies, making it unclear whether the agent can generalize
effectively to new network structures.

To tackle this challenge of generalization, Yan et al. in-
troduced SetTron [9], which uses randomly-rearranged state
representations that include information about each host as
well as actions performed on them. SetTron is more flexible
than CLAP in that it maintains good performance if one
changes the location of the target in the network on which
SetTron has been trained. However, the adaptability of the
model for truly unseen network topologies has not been
demonstrated by the authors. Another approach [7], presented
by Nyber et al. in 2024, goes a bit further: a message-passing
neural network (MPNN) is trained with multiple agents using
reinforcement learning. Evaluated in the CAGE 2 environment,
it achieves non-trivial performance on scenarios which it has
not been trained on, although this performance remains inferior
to Multi-Layered Perceptrons (MLP) trained specifically on
these scenarios.

Finally, a certain amount of papers defend the use of Large
Language Models (LLMs). On the defensive side, Huan et
al. presented in 2024 a two-step LLM called PenHeal [4],
that first identifies multiple vulnerabilities in a system, and
then suggests optimal remediation strategies. In 2025, Kim
et al. introduced a model called CyberAlly [6], which aims to
provide real-time, context-aware support for cybersecurity pro-
fessionnals through textual clues. On the more offensive side,
in 2024, Deng et al. introduced PentestGPT [1], a multi-agent
LLM planner that automates three key red team processes:
planning, execution, and result interpretation, using one LLM
for each. The three modules work together to guide the user
during the penetration testing process. Finally, in our previous
work [2], we introduced a zero-shot LLM-based approach for
automated pentesting, which outperformed state-of-the-art RL
methods like DQN, PPO, and CLAP on NASim benchmarks
and also required no retraining to generalize across unseen
topologies. A new evaluation method rewards the discovery
of useful information for exploits and privilege escalations,
thus promoting better decision-making. Early explainability
results using SHAP highlight its potential for interpretable red
teaming.

III. ORIGINAL DATA, FEATURING AND ACTIONS
A. General concept

Selecting an attack target requires enumerating available
machines with their properties and predicting the most urgent
one. The same principle applies to action selection: given the
properties of all available machines and the list of available
actions, the most critical action must be predicted. Note
that a third choice may be required for actions that require
specific parameters (such as exploiting a particular service
or escalating privileges on a specific process). In that case,
the context of the machine, the chosen action, and the list of



available parameters is given for that final choice. These three
choices lead to the definition and training of three separate
BERT models.

NASim is ideal for handling some real-world complexi-
ties (e.g. firewall restrictions, non-deterministic actions), even
though its overall complexity remains much lower than that
of an actual real-world application. In the case of NASim,
the information required to determine which machine should
be attacked encompasses the IP address, role, current access,
observed OS, observed processes and observed services of
every machine. It is easy to extract this information from the
NASim environment and print it sequentially.

To be more precise, the NASim environment stores at each
point in time a list of machines, each identified by IP address
and characterized by the following: operating system, available
services and processes, and status indicators for discovery,
reachability, sensitivity classification, and our current level of
compromise. We have augmented it with indicators showing
whether subnet scans have been launched from that machine.

Once a machine has been selected, the appropriate action
to perform on the target machine must also be selected from
the various action types that NASim supports:

o Simple actions to collect more information: OS scan,
process scan, service scan, subnet scan
o Complex actions aimed at gaining restricted access on a
machine: vulnerability exploit, privilege escalation
Complex actions need parameters in order to specify what
type of attack we want to execute. For vulnerability exploit-
type attacks, these parameters consist of a required service, an
optionally required OS, as well as the access granted by the
attack. For privilege escalation type attacks, the parameters
consist of a process, the given access, and optionally an
operating system.

B. Abstraction methods

Pentesters are primarily concerned with actionable vulner-
abilities rather than exhaustive system analysis, which im-
plies cross-referencing the vulnerabilities that stem from the
processes, services and operation systems of the machine.
For this reason, our transformer focuses on linking relevant
concepts rather than understanding domain-specific details.
For instance, let’s imagine an exploit that uses the FTP service
in a Linux OS to grant the User access to the attacker. Though
this representation appears meaningful, a model only needs to
understand that an exploit that uses a service called X, an OS
called Y to grant access Z is relevant to be used if the target
machine uses service X on OS Y, and access Z has not yet
been granted on it.

For this reason, and in order to get results that may be
more generalizable and less domain-specific, a conversion is
applied to most domain-specific words in the source text at
random. “Linux” and ”"Windows” may be converted to "OS1”
and ”0S2”, respectively, or the other way around. Similarly,
services "FTP”, ”SSH” and "HTTP” may become any of
”SERVICE1”, ”SERVICE2” and ”SERVICE3” in any order.
The key requirement is that within any given sentence, each

service is represented consistently and distinctly from other

Services.

Sentence

Meaning

IP2  STATUS1 ROLEI
OS1 SERVICE2
SERVICE3 PROCESSO

The machine with IP n°2 is not critical
(ROLE1) and has not been attacked yet
(STATUSI). It uses operating system 1,
houses services 2 and 3, and its processes
are not yet known. Machine selection con-
sists of many such sentences separated by
commas.

ROLE1 ACCESS0 OS0
SERVICE2 PROCESSO |
PRIVILEGE, OSSCAN,
EXPLOIT, DISCOVERY,

The machine we target is not critical
(ROLEL), does not have any privileged ac-
cess (ACCESSO0), and we don’t know its
operating system or processes. We do know
that it houses service 2. The five actions

PROCESSSCAN listed after the pipe may be launched. This
sentence is used for action selection.
ACCESS1 OS1 | Considering the machine with given char-
SERVICES  SERVICE2 | acteristics and the fact that a privilege es-
PROCESS2 | calation action is about to be launched, two
PRIVILEGE | PARAM4 | parameters are available: an escalation using
PROCESS3  ACCESS2, | process 3, another using process 2. Both
PARAM1 PROCESS2 | grant access 2. This sentence is used for
ACCESS2 parameter selection.
TABLE I
INPUT SENTENCE EXAMPLES FOR MACHINE, ACTION AND PARAMETER
SELECTION.

Table I describes the three types of sentences or propositions
that are used in our classification processes.

Of the three classification problems, the one whose inputs
tend to be the longest is the machine classification problem.
Indeed, if one needs to differentiate between four different
machines, one needs to describe all four machines fully. Note
that, with this kind of convention, it is possible to identify a
machine using either its position in the list (select the fourth
machine in the list), or its identifier (select the machine with
IP16 - we use the term “IP” loosely here to refer to the
machine identifier). In the following section, when defining
the transformer architecture for machine selection, we compare
the results of our architecture in both cases and point out the
advantages and drawbacks of each of them. The same is done
for parameter selection.

C. Dataset generation

In our study, we generated both synthetic datasets (generated
using hard-coded rules) and simulated datasets (generated by
running NASim on different networks and saving the observed
environment at each step). The results shown in sections IV
and VI only use simulated datasets, and no synthetic dataset
has been used to train nor test the models we present in this
paper.

In order to generate a labeled dataset for the different parts,
we design a heuristic that assigns the labels corresponding to
the ’best machine’, the ’best action’, and the "best parameter’.

We define the “best machine” to select using the following
rules:

o first select any machine that is among the target machines
of the network,



o then select any machine which has been compromised
but not fully exploited (a machine is considered fully
exploited once a subnet scan has been executed from it.
For target machines in the network, root access needs to
have been obtained as well),

« then select any machine which has not yet been compro-
mised.

Once a machine has been selected, we define the “best
action” using the following rules:

o scan the machine OS and services if the machine is not
yet compromised,

« launch an exploit if all the information needed to launch
one is discovered,

e launch a process scan if the machine is a target and is
compromised,

o launch a privilege escalation if the machine is an already
compromised target machine and processes have been
scanned,

e launch a subnet discovery if the machine is fully com-
promised (for targets) or compromised in any way (for
non-targets).

The selection of parameters ensures consistency by choos-
ing exploits that match the target’s operating system and
use the services available on the machine. When multiple
compatible exploits are available, the selection prioritizes the
one that grants the highest privilege level. A similar reasoning
is used for privilege escalation actions.

We execute this heuristic on random NASim scenarios that
have a number of hosts equal to 4, and a number of services
equal to 4.

In Table II, we summarize the number of challenges exe-
cuted using the heuristic in order to generate the datasets. We
also summarize the amount of labels inside each dataset.

TABLE I
NUMBER OF CHALLENGES USED TO MAKE DATASETS

Dataset For Train Valid Test Labels
Machine selection 100K 50K 5K 10
Actions selection 100K 50K 5K 6
Param selection (exploit) 50K 50K 5K 4
Param selection (privilege) 100K 50K 5K 2

IV. TRANSFORMER DEFINITION AND RESULTS

Since all three problems (machine selection, action selec-
tion, and parameter selection) rely on textual input representa-
tions, transformer architectures are particularly well-suited to
solve them. We train four distinct transformer models for this
purpose:

« one for machine selection

« one for action selection

« one for parameter selection in the case of an exploit

« one for parameter selection in the case of a privilege

escalation

Each transformer is trained using the labeled data from
the aforementioned databases. During training, we constrain
our dataset to randomly generated NASim networks with
4 hosts. Generalization to larger networks is explored in
section VI. This training proves highly effective, with every
transformer achieving 100.0% accuracy on both validation and
test datasets.

Table I details the inputs for each transformer. The final
entry regarding exploit and privilege escalation parameters
applies to both parameter selection transformers: one processes
examples containing "EXPLOIT” keywords, while the other
handles examples with "PRIVILEGE” keywords.

TABLE III
HYPERPARAMETER COMPARISON BETWEEN THE FOUR BERT MODELS
AND THE ZERO-SHOT ARCHITECTURE.

Parameter BERT Zero-shot
Epochs [40, 10, 40, 40] None
Batch Size [32, 32, 32, 32] None
Vocab size [37, 45, 29, 35] 50,265
Parameters [486K, 486K, 495K, 495K] = 1.97TM 407M

In Table III, we summarize some of the hyperparameters of
our four BERT models (machine selection, action selection,
"EXPLOIT” parameter selection and "PRIVILEGE” parame-
ter selection respectively), and compare them to our previous
work based on a zero-shot model [2]. When comparing the two
approaches, we observe that our four BERT models combined
have a much smaller amount of parameters than that of the
zero-shot model, resulting in a more lightweight architecture.

In the next section, we demonstrate that our model provides
more consistent interpretability compared to the zero-shot
model.

V. EXPLAINABILITY OF THE RESULTS

Hereafter, we present two methods for model explainability.
The first is SHAP values, a game-theoretic approach to explain
the influence of certain features using do-calculus. The second
approach involves systematically modifying inputs in domain-
relevant ways to observe our model’s responses.

SHAP values quantify each input feature’s contribution to
the prediction using game theory. The SHAP value of a model
relative to a given input feature corresponds to the expected
value of the output of that model as we intervene on the input
feature, and represents how much that feature influences the
model’s output compared to the baseline prediction. There is
a set of SHAP values for each predicted class : one may both
analyze the reasons why a certain output has been chosen, and
why another has been rejected.

A. Machine selection

In this section, we demonstrate how role and status key-
words influence our model’s decision-making. To illustrate
this, we created two different network contexts with four
potential IPs to choose from.

In the first context, three machines share the same informa-
tion (ROLE1 and STATUS1), while one has a different status
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Fig. 2. Shap value of label "IP2”

(STATUS2), indicating that it is already under attack. That
machine is correctly predicted (IP5) by the model. In each
figure in this section, one can observe possible outputs at the
top of the picture and the model input at the bottom. For
a selected output (which is underlined), we can observe the
contributions of each input token. Figure 1 shows that the
words IP5, STATUS2 and ROLEI from the target machine
provide the strongest positive contributions to this prediction,
which is consistent with human reasoning.

When examining the other predicted labels, we see little
to no influence overall, except for label IP2 (Figure 2), where
STATUS2 and ROLEI from the third machine (IP5) contribute
negatively. This negative contribution is also meaningful, as it
reduces the confidence in IP2 when machines with higher-
priority statuses are present in the input.
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The second context is quite similar: three machines share
the same attributes (ROLE1 and STATUSI1), and one machine
also has STATUSI (indicating no attack) but is associated with
ROLE2 (indicating a potential target). The predicted label is

IP6, which corresponds to the target machine. Interestingly, the
SHAP values from Figure 3 indicate that the model’s positive
attribution is not primarily based on ROLE2, but instead on
the STATUS1 and ROLEI from the other machines in the
input. This result can be interpreted as follows : if all others
machines have ROLE1 but IP6 has ROLE?2, then it is IP6 that
must be selected. Further insights are provided in Figure 4,
which presents the SHAP values for the alternative predic-
tion IP2. We observe several negative contributions, notably
from ROLE1 and STATUSI1, which appropriately reduce the
model’s confidence in selecting IP2. This behavior is logical:
when a more relevant role (ROLE2) is present elsewhere in the
input, candidates with less relevant roles should receive lower
confidence scores. Additionally, ROLE2 associated with the
IP6 machine also contributes negatively to the prediction of
IP2, reinforcing the model’s preference for IP6.

We note, however, that in both Figure 3 and Figure 4, words
other than role and status turn out to be important during
the classification process. In particular, we observe in this
context that the word °, is one of the main positive factors
in the prediction of the IP. This specific case shows us that
our model’s learning is not perfect, and that we must remain
cautious regarding its interpretation. We verified these obser-
vations using direct intervention on inputs generated using live
scenarios and looking at the response. In doing so, we noticed
that downgrading the role and status of the selected machine to
role 1 (unimportant) and status 1 (unattacked), when there are
other machines with a better role-status combination, changes
the prediction of the model 69.4% of the time. Had the model
only used role and status to make its decision, we would have
expected a 100% score instead. The difference lies in the fact
that other parts of the input data are used, most probably
because of the important correlation that happens in practice
between the status and the information we have access to (OS,
services and processes).

B. Action selection

This section demonstrates how operating system and ser-
vices features influence the action selection process. For this
demonstration, we constructed a context with a maximum of
six selectable actions.

outputs

BERVIGESEAN OSSCAN PROCESSSCAN DISCOVERY EXPLOIT PRIVILEGE

inputs 0.

ROLE1 ACCESS0 OSO{SERVI@ED PROCESS0 | OSSCAN ,[SERVICESCAN , DISCOVERY , PROCESSSCAN ,
EXPLOIT(] PRIVILEGE

Fig. 5. Shap value of label "SERVICESCAN”

In this scenario, our model does not have any type of infor-
mation regarding the host: OS0O, SERVICEO and PROCESS0
indicate that the OS, services and processes are unknown.
For this reason, the predicted action is a SERVICESCAN.
In Figures 5 and 6, we observe that the most significant
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contributions come from SERVICEQ and the action name
SERVICESCAN itself. Since it is both feasible and necessary
to execute a service scan, the model appropriately selects
SERVICESCAN over other available actions. Note that, in
Figure 6, the OSO word contributes positively to the OSSCAN
prediction, which makes sense since OSO indicates that the
operating system is not known. Still, the model does not
predict the OSSCAN action because it is strongly negatively
influenced by SERVICEO and SERVICESSCAN, which re-
duce its confidence in selecting this action.

In a context different from the one previously presented,
manual intervention analyses confirm that unsetting the OS
or service information (turning it back to OSO or SERVICEQ
respectively) changes the chosen action 100% of the time (as
getting that information is now back to being a priority).

C. Param selection

In this section, we analyze how discovered service names
influence our model’s parameter selection. To illustrate this,
we constructed a specific scenario where the host uses OS2 and
SERVICE2, with one available exploit specifically requiring
these two features.
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When examining the SHAP values for the PARAM?2 pre-
diction in Figure 7, we observe that contributions come from
various features. Several unrelated elements (e.g., SERVICE4,
OS1, SERVICE3) contribute positively to the prediction,
whereas SERVICE2, which actually matches the service run-

ning on the target machine, is only the fourth most positively
weighted feature.

To understand how the model still selects the correct pa-
rameter, we examine how it evaluates alternative parameters.
Each alternative receives strong negative contributions from
incompatible services. For example, Figure 8 illustrates a neg-
ative contribution from SERVICE3 when predicting PARAM?7,
which is expected since this parameter does not include
that service. Similar patterns are observed for PARAM3 and
PARAMBS. We hypothesize that rather than directly selecting
compatible features, the model eliminates incorrect options
by identifying contradictions, ultimately choosing the only
parameter that does not contradict the machine context.

D. Discussing BERT vs zero-shot

In our previous work on the zero-shot model [2], we
computed SHAP values and observed that the model was
often influenced by irrelevant or nonsensical tokens (such as
‘the’, ¢, etc.). This observation was one of the motivations
for restricting the input context in our current work, where
we provide only direct information that could meaningfully
support the model’s decision-making process. This approach
enables more logical reasoning that aligns with the input
context.

VI. LIVE PERFORMANCE MEASURE

In this section, we present the pipeline used for decision-
making in the RL environment, the evaluation metric used
to compare different RL agents, and the performance of our
RedTeamBERT model compared to the zero-shot and CLAP
models across four scenarios.

A. Sequential BERTs for decision-making

Figure 9 depicts the complete RedTeamBERT architecture
during the evaluation phase, which combines the three
specialized models described in the previous section. The
decision-making pipeline operates sequentially: it first selects
the target machine to attack, then chooses the appropriate
action to perform on it, and finally, if the action requires
parameters, it selects the most suitable ones to execute the
action on the chosen machine. The contextual information
used at each decision level is detailed in the previous section.
Additionally, the pipeline includes two mechanisms designed
to handle various network topologies: the “padding system”
and the “roll system”.

1) Padding system: The padding system was developed
after we observed that our RedTeamBERT model could be
influenced by the length of the input context (either the
machine context or the parameter context). To mitigate this
issue, we introduced a padding system for both machine and
parameter selection. The padding system is generally used
to handle topologies that are smaller than those encountered
during the training phase. It is triggered whenever the
number of machines or parameters available at inference time
is smaller than the number observed during training. For
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Fig. 9. Decision path taken by our model in inference mode

example, if the model was consistently trained on 4 parameters
but encounters only 3 during inference, we automatically
add dummy parameters to preserve the expected total of
4. This guarantees fixed-length input sequences, enabling
stable decision-making by RedTeamBERT. We chose to fix
the context size to 4 machines for machine selection, and 4
parameters for parameter selection. These values correspond
to the maximum context sizes observed during training. This
mechanism prevents the model from making suboptimal
decisions due to context length mismatches between training
and evaluation.

2) Roll system: The roll system was developed to
enable the BERT model to handle topologies larger than
those encountered during the training phase. It is triggered
whenever the number of machines or parameters available at
inference time exceeds the number seen during training. The
roll system operates by selecting a pool of N machines (or
parameters) and making an initial prediction. It then creates
a new pool by retaining the top prediction and replacing
the remaining N-1 items with new candidates. The model
processes this new pool to generate another prediction,
and this rolling process continues until all machines (or
parameters) have been evaluated. In the end, we obtain a
prediction that reflects the best machine (or parameter) across
the entire set. In theory, this approach creates an unfair

advantage for parameters appearing later in the list, since
those evaluated early must survive multiple rounds where
they could be incorrectly eliminated because of repeated
model predictions. However, that is not a problem in our case,
because we demonstrated that our BERT-based models for
both machine and parameter selection achieve 100% accuracy.

The padding system and roll system can be complementary
and may be triggered simultaneously. This can occur, for
instance, when the topology is smaller than in the training
examples but requires more exploit parameters than expected.
Conversely, it may also happen when the topology is larger,
but fewer parameters are available compared to those observed
during training.

B. Evaluation metric

The standard performance metric for evaluating RL agents
on the NASim environment is typically based on the number of
actions required to compromise the target machine. However,
we argue that this metric is suboptimal for evaluation pur-
poses, as it penalizes exploratory actions aimed at gathering
information about network hosts, treating them as unnecessary
overhead, and instead favors direct exploitation attempts. Such
behavior encourages rote learning and diverges significantly
from that of a human pentester, who generally seeks to collect
relevant information about a target before initiating any attack,
especially in unfamiliar network environments. To address
this limitation, we reuse the evaluation metric developed in
our previous work [2] that explicitly encourages information-
gathering behavior prior to exploitation, thereby aligning the
agent’s decision-making process more closely with real-world
pentesting practices.

n
Rfinal = Rstandard + o * Z 1COh(at7 Ct) (1)
t=1

Our evaluation metric returns the classic reward plus a bonus
at the end of the challenge. Equation 1 formalizes this metric,
which provides a more accurate assessment of RL agent
performance during the evaluation phase. The classic reward,
denoted as Rgstqandards corresponds to the cumulative cost of
all actions performed by the agent. The bonus term is defined
as the amount of all actions a; that are coherent when executed
within their respective context c;, weighted by a configurable
factor «v. The coherence function 1¢on : AXC — {0, 1} returns
1 if all the information required for normally executing action
a; is displayed within context c;, and returns O otherwise.
The coefficient o compensates for the cost of information-
gathering actions (e.g., 0s_scan, service_scan, process_scan).
Agents that leverage discovery actions to guide their exploits
receive a bonus reward. This factor must be set higher than
3, as compromising a machine typically requires discovering
at least three attributes: operating system, services, and pro-
cesses, each of which incurs a cost of -1. The metric is applied
consistently across all evaluated agents (CLAP, zero-shot, and
RedTeamBERT), and includes a safeguard to prevent multiple
bonuses for repeated discovery of the same information.



C. Results

To evaluate our RedTeamBERT model against baselines, we
used four scenarios: the tiny and small-linear scenarios already
studied in our previous work with the zero-shot model, and
two new scenarios, medium-test and large-test, inspired by the
original medium and large scenarios. Table IV summarizes
the network topology used in each scenario. We do not
compare our work against PentestGPT, as the latter is not fully
autonomous.

TABLE IV
NETWORK SCENARIOS USED BY OUR MODEL.

Subnets  Hosts OS  Services  Processes
Tiny 3 3 1 1 1
Small-linear 6 8 2 3 2
Medium-test 5 15 2 5 3
Large-test 10 27 2 5 3

Performance of models on different Nasim scenarios
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Fig. 10. Performance comparison of RL agents (DQN, CLAP, zero-shot, and
RedTeamBERT) trained and evaluated with the new evaluation metric

Figure 10 shows the performance of our RedTeamBERT
model compared to other RL agents (DQN, CLAP and zero-
shot). We compare them across the four scenarios, using the
mean episodic return computed over five runs. The episodic
return represents the total reward accumulated by the agent
throughout an episode, computed using the new evaluation
metric introduced in the previous section. Note that the DQN
and CLAP models are always trained on the scenarios on
which they are tested, our model was trained exclusively on
separate scenarios with four machines, and the zero-shot model
is not trained on any scenario.

As shown in Figure 10, the DQN only figures out the
path for the tiny scenario, the zero-shot model for the first
two scenarios, and CLAP demonstrates strong performance on
the tiny, small and medium scenarios only. Each time, these
architectures fail when the scenario gets larger.

In addition, both DQN and CLAP are non-adaptive and are
tested on the same network they were trained on. Therefore,
we actually show the results of different DQN and CLAP
models, each one trained on the exact scenario it is tested
on. By contrast, our RedTeamBERT approach is trained on a
database extracted from networks that are distinct from those

used during testing. Therefore, it is the only architecture that
is generalizable.

Performance-wise, our model’s performance is comparable
to that of CLAP and zero-shot for tiny and small scenarios, it
is slightly better than CLAP for the medium scenario, and it
is much better than the both of them for the large one, as it
is the only one that manages to finish it.

TABLE V
RESULTS ON BIGGER SCENARIOS (5 TO 10 SUBNETS).

DQN CLAP  Zero-shot Multi-BERT
Success ratio
(at least once) 60% 80% 9% 100%
Success ratio
(total) 39% 63% 5.5% 93.5%

We also conducted additional experiments on random sce-
nario batches to compare the generalization abilities of each
algorithm. We evaluate models on 100 random medium sce-
narios (5 subnets, 15 to 20 machines) and 100 random large
scenarios (10 subnets, 20 to 40 machines). We can observe
in table V that our RedTeamBERT model achieves a much
better success rate compared to DQN, CLAP and zero-shot.
It does not succeed every time however. The reason behind
this is that NASim exploits are made to fail randomly with a
certain percentage. Therefore, an attack may either fail because
the firewall between the machines makes them impossible, or
because we were unlucky when attacking. Both situations are
indistinguishable during simulation, which explains the 6.5%
of runs that fail for our system.

VII. CONCLUSION

In this paper, we presented a robust and adaptive approach
based on four BERT classifiers that outperforms another RL
agent (CLAP) as well as our previous work (zero-shot) across
different scenarios in the NASim environment, according to
our evaluation metrics. In some case, our BERT doesn’t reach
the maximum episodic reward, however it generally obtains
a better episodic reward compared to the other RL agents.
We demonstrated a certain level of explainability, which we
consider to be superior to that of the previous zero-shot
approach.

During some experiments, we observed that our BERT-
based pipeline was not always able to complete the challenge,
as it failed to learn certain conditions present in random
scenarios. In future works, we plan to improve our pipeline
to address this limitation and enable it to handle all random
scenarios. We also aim to extend our BERT architecture to
allow direct training within the RL environment, removing
the need to generate a static dataset beforehand. Additionally,
we plan to test our pipeline on a real cyber range to assess
its performance in practical settings. Finally, we will continue
to study the explainability of our model, as we consider this
aspect crucial for deployment in real-world applications.

Our version of NASim, our dataset, and our model
will be available at the following URL: https://github.com/
silicom-hub/bert-pentesting-paper.
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Abstract

This paper extends a constraint-based planning approach to
deal with mixed-initiative for complex multi-robot missions.
Operators in the loop with multi-robot systems may have
to interact intensively: explicitly considering their cognitive
load while planning the missions is a critical problem to ad-
dress. The purpose of this work is to take into account at mis-
sion planning time the operator capacity to supervise the mis-
sion execution, to ensure efficient and safe operations. We
introduce new mental load related metrics in an automatic
constraint-based planner. The optimization of these metrics
yields better quality plans for the operators to supervise and
interact during execution. The planning feasibility and per-
formances are evaluated on realistic scenarios.

Introduction
Mixed-Initiative Planning and Acting

Mixed-initiative, as described by Jiang and Arkin (2015),
refers to collaborative frameworks in which both human op-
erators and robotic agents possess the autonomy to initiate,
modify, or discontinue tasks based on a dynamic assessment
of the situational context. It improves operational efficiency,
ensuring that both human and robotic agents can proactively
contribute to achieving common objectives. For instance,
mixed-initiative can be used with purely reactive systems
that simply suggest to the user the best choice to make.
It can also be part of a deliberative approach to mission
planning and execution.

In planning activities, mixed-initiative refers to an ap-
proach in which humans and automated planning systems
contribute actively to the creation or modification of plans.
Examples are the SHERPA project (Bevacqua et al. 2015),
where an operator find plans with the help of an exploration
system to search for missing people in the mountains, or
in the context of Mars exploration (Bresina et al. 2004).
Mixed-initiative planning leverages the strengths of humans
and computers: humans provide contextual understanding,
creative problem-solving and flexibility, while automated

systems offer speed, consistency, and the ability to effi-
ciently consider complex constrained situations or large
volumes of information.

Beyond planning, the principles of mixed-initiative
also apply to mission supervision and execution (Dixon,
Wickens, and Chang 2005; Cummings and Guerlain 2007;
Wilkins, Lee, and Berry 2003). Planning aims at harnessing
the complementary capabilities of humans and robots,
thereby enhancing performance, efficiency and safety in the
proper achievement of the mission. It primarily allows to
quickly repair jobs without jeopardizing the overall plan,
and also to handle collaborative human/robot plan repair or
even replanning when needed.

For both planning and supervision activities, a key as-
pect in mixed-initiative approaches is to endow the operator
with the ability to properly interact with the planner and the
robots. Apart from adequate ergonomics, this calls for in-
formation sharing, control algorithms, and interaction pro-
tocols. In addition, and especially for mixed-initiative exe-
cution supervision, the operator must be in a mental state
that allows its intervention.

Two important notions come into play: the Situation
Awareness (SA) and the NASA Task Load indeX (NASA-
TLX) (Ruff, Narayanan, and Draper 2002). SA involves un-
derstanding the current state of the environment and the
robots, interpreting data to project future states, so as to
make decisions that align with the robots’ capacities and
goals. The NASA-TLX is a widely used workload assess-
ment tool that evaluates the perceived workload experienced
by individuals performing tasks. It provides a multidimen-
sional rating system that encompasses different aspects of
workload to capture a comprehensive view of the task de-
mands placed on an individual. These dimensions include
mental demand, physical demand, temporal demand, perfor-
mance, effort and frustration. The NASA-TLX is a valuable
tool in the development and evaluation of mixed-initiative
systems, offering insights into how automated systems im-
pact human operators. It should be noted that the analysis of
the mental load of an operator on the field is an active re-
search topic in the cognitive models community (Kokar and



Endsley 2012; Hollands, Spivak, and Kramkowski 2019;
Endsley, Garland et al. 2000). These are still to be adapted
to a decision support context such as ours.

Contributions

In this paper, we propose a method to plan complex multi-
robot missions that explicitly consider the operator con-
straints, aiming at making possible the mixed initiative su-
pervision of the plan execution. This is done by introduc-
ing operator-related metrics that produce plans which do not
overwhelm the operator during execution monitoring. Con-
sidered missions involve a team of aerial and ground robots
that must ensure a progression throughout a terrain struc-
tured as a navigation graph. A mission involves the accom-
plishment of specific tasks at a number of nodes, some of
which are constrained relative to each other. Main contribu-
tions of the paper are

¢ The definition of the mission with a Constraint Satisfac-
tion Problem (CSP) based planning models,

* the introduction of metrics to quantify the operator’s op-
erational workload and information gain, and

¢ the evaluation of the method on a realistic mission use
case.

Outline

In the next section, we take a brief look at the literature on
methods of interaction between an operator and a team of
robots, and the ways in which they can be quantified. The
two following sections state the considered problem, formal-
ize it and present the operational planning model. Metrics
of operator mental load and informational gain are then in-
troduced, and mission planning results are presented, on a
simple use case first, and then for a full-scale scenario.

Problem Statement
General Problem

We address the challenge of planning missions for heteroge-
neous robot teams tasked with traversing a designated area
under specific constraints and auxiliary objectives. The sce-
nario involves a group of robots operating autonomously in
a specified zone, supported by a remote operator situated
nearby to the area. The operator possesses the capability to
teleoperate the robots. He is familiar with these kinds of mis-
sions and provides strategic support during the mission. The
heterogeneity of the robot team is a critical aspect, as certain
tasks within the mission can only be executed by specific
robots, necessitating task allocation among the team mem-
bers.

The exploration zone presents its own set of contingen-
cies related to terrain, which may obstruct the execution of a
pre-defined plan and require operator advice to achieve mis-
sion objectives. Furthermore, the robots face the possibil-
ity of losing functionality either through the depletion of re-
sources or mechanical failures, introducing a layer of unpre-
dictability that the mission planning process must account
for. Such deviations from the initial plan can be detected
by an experienced operator, who might take extra steps to

modify the plan before problems arise. While telecommu-
nication issues are present in these scenarios, they are not
deemed significant enough to impede the ability to teleoper-
ate the robots effectively and will not be considered into the
planning model.

A pivotal element of the mission is the execution of dura-
tive tasks, which may necessitate the completion of prereq-
uisite tasks or the simultaneous execution of multiple tasks.
Another objective of the mission is to respect some tempo-
ral exclusion in designated areas, in which certain robots are
expected to be outside for a given time.

Role of the Operator

During the mission, the operator’s responsibilities encom-
pass the verification of task completion, the maintenance of
a comprehensive understanding of the mission’s progress,
and ensuring the safety of all involved agents. This multi-
faceted role requires the operator to continuously monitor
task execution while ensuring they are performed accurately
and efficiently.

In situations where multiple task execution paths are
available, the operator must take informed decisions, prior-
itizing the safety of the agents while considering the mis-
sion’s objectives and the current situational context. To be
able to take the proper decisions, he must have a high level
of situational awareness to adapt to dynamic mission envi-
ronments. He must therefore possess a holistic view of the
mission’s advancement, integrating information from vari-
ous sources to form a coherent picture of the current state
and foresee potential issues that may arise. Hence, besides
the consideration of the operator’s mental load during the
mission planning process, ensuring he is aware of the situa-
tion to be able to take decisions is also an important concern.

Problem Formalization

Let us consider a set of nr robots navigating directed graphs,
each denoted by G; = (V, E;), where i serves as the index
for individual robots. In this context, e;;, € F; represents the
k™ edge available to robot 4, with v, v’ € V2 forming edges
as e;x = (v,v'). The traversal time for the k™ edge by robot
1 is denoted by a constant T'¢;.

Each robot i have specific entry and exit points associated
with respective vertices.

Let v, v' and v” denote respectively entry, exit and any
other random vertex. v and v’ are indirectly identified by a
variable B;, defined for every vertex as: B;, = 1, B,y =
—1 and Biv” =0.

We assume a discrete time representation as natural
numbers, where 0 is the initial time and tmax denotes the
planning horizon, at which all robots must have reached
their exit nodes.

The mission incorporates a total of nt tasks, each needing
to be performed at a specific position 7},, € V where m in-
dexes each task. Each task duration is specified by Dt,, €
[0, tmazx]. Each task is associated with a valid initiation
window, denoted as Wt,, C [0, tmax], ensuring that tasks
are started within specified time slots. Additionally, particu-



lar tasks are required to be executed by specific robots, these
assignments are detailed in the set A¢,, C [1,nr].

In parallel, the mission features nra temporal restric-
tions, represented as Ar, € V, where n indexes each
temporal exclusion. The implication of a temporal exclusion
varies, impacting only a subset of robots. Robots that
must respect temporal exclusions are identified in the set
Mar,, C [1,nr] for the n™ area. The position must not be
occupied by robots that have to comply with the temporal
exclusion during a time window War, C [0, tmazx].

Coordination between task execution is categorized into
two types to streamline the framework, focusing on pairwise
interactions. The sets S and P encompass action pairs that
require synchronous and successive execution, respectively.

Furthermore, the mission strategy includes deploying
agents for recognition. The corresponding boolean constant
Afiy is true iff the robot i is allowed to arrive first at position
.

The assignment must be carried out within a predefined
timeframe, but the plan quality will be assessed in relation
to the speed of its planned execution.

Planning Problem Formulation

In this section, we propose an encoding of the problem into
a CSP formalism with finite-domain integer variables, in-
spired by the one of Guettier (2007) on related progression
problems. This approach is particularly efficient for produc-
ing plans. Boolean variables are represented as binary inte-
ger variables where 1 encodes true and 0 encodes false. We
denote disjunctions by vertical lines to the left of the equa-
tion. All constants are denoted by non-qualigraphic letters.
Variables are denoted by qualigraphic letters.

Navigation Graph

The planning of the actions carried out by the agents is done
using a flow model. We define F;; € [0, 1] the flow rep-
resenting the path of the robot i on the k" edge. Thus, en-
suring flow consistency is equivalent to compare incoming,
outgoing and balance flow. To do so, for each position, we
have to constraint incoming and outgoing flow to be equal
to balances.

Fik = Biv ey

Y s ¥

kleir=(v"v) kleix=(v,v"")

Propagation of Operational Metrics

The primary objective of this mission planning model is to
produce schedules for the robot actions. It is therefore nec-
essary to have a time metric based on the robots’ achieve-
ments. To do this, we have chosen to represent time with
two variables T;,,, D;, € [0, tmax]? that represent the time
of arrival and the duration of the time spent on the node v of
the robot <. It has to be propagated on the graph as:

7;1): Z

kleik=(v",v)

Fir(Tiwr + D + Ttig) ()

By the network flow definition, 7, is O where the agent
does not use the position v. We need to add a constraint on
D, so it’s also 0 where agent does not pass. This is the case
for every point where 7;,, is 0 except the entry point. As Bj,
represent flow bias it could be used in the logic equation to
represent the entry point where B;,, = 1. Thus the constraint
asserting null duration on none pass by positions.

Tiv=0ABjy, #1=D;, =0 3)

Task Constraint Expression

Considering the task m, we designate Rt;,, € [0,1] that
reify task completion by the agent ¢. We first add the con-
straint that it has to be completed by one agent that is al-
lowed to do so.

> Rtim =1 4)
{ ¢ At'm = Rtjym =0 )

In our planning model, we consider the task to be com-
pleted if the robot remains on the point longer than the du-
ration of the task to be carried out. Thus durative task real-
ization constraint is

Rtim = Dit,, = Dty 6)

We define the variable Tt,, € [0, tmaz] the starting time
of realization of the task m. This variable will be used later
for verification of synchronization. In addition to the storage
of the time of the realization, we have to ensure that this is
performed in the appropriate time window.

Rtim = Tt = Tir. NTir. € Wt 7

m m

We also need to consider the limiting case of the starting
point. The robot is at the starting position at t=0. This is
also the case for all positions not taken by the robot. It is
therefore necessary to make the task feasible at t=0 for the
starting point, or to ensure that it is carried out at a later time
to ensure the robot’s passage.

Rtim = Tit,, 21V Bir,, =1 (8)

Tasks cannot be performed simultaneously by the same
agent at the same location, therefore, we prohibit an agent
from executing two tasks at the same node.

m#Am ATty = Ttm = Rtim + Rtim <1 (9)

Temporal Exclusion Constraint

Temporal exclusion constraints on a given position is ex-
pressed by the following disjunction. The robot must pass
before or after the temporal exclusion window War,.

it € Mar, = Tiar, +Diar, < War, V Tiar, > Wary,
(10)



Position Discovery

To ensure the constraint of first arrival it is necessary to de-
fine two new variables 7T f,,, Zfi, € [0,tmaz] x B which
respectively represent the time of the first robot’s arrival time
and whether ¢ is the first robot arriving at position v.

We state the disjunction between three cases. Either the
robot is the first to arrive at the position, and the moment of
first arrival is when the robot enters the position. Or it passes
over the position and is not the first, hence the time of first
arrival is lower than the robot’s arrival time. Or it does not
pass through this position.

If’i'u A 7;’11 = Tf'u
_'Ifiv A 7;1; > Tf'u (11)
jZ—fi'u A 7;1) =0

It is therefore only possible for an agent to arrive alone on
a position first. It is also necessary to force the use of these
variables if a robot passes through this position.

> Twzl=)Y Ifi=1 (12)

It is also necessary to add constraints on position never
visited. We need to enforce that if no robot passes by the
position then there is no first arrived at this position.

D Tw=0= Tfiu=0 (13)

Coordination Between Tasks

For the succession of 2 tasks (m, m’) € P we want to ensure
that the first task is completed before starting the second one.
Thus the constraint for every pair of successive tasks m and

s

m

Tt + Dty < Tt (14)

For the synchronization of 2 tasks (m,m’) € S we want
to ensure that both tasks start at the same time. Thus the
constraint

Ttm =Tt 15)

Mission Metrics

We want the robots to arrive as soon as possible at the end
of the mission thus reducing the mission’s makespan. The
makespan takes into account moving and task completion.
It may be necessary to leave robots possibility of staying on
the finish line if a task needs to be completed at the mission
exit point.

Mm = max(T;y + Div) (16)

Resolution of the Constraint Problem

The constraint problem is solved using OrTools (Google
LLC 2023). The model is expressed in Minizinc(min 2023;
Nethercote et al. 2007).

pl3 p23 ’p33

_p€ p12 p22 pr p32 Ps

Figure 1: Test Navigation Graph

Problem Instance

We investigate planning outcomes on a demonstration sce-
nario effects of the metrics introduced previously. The navi-
gation graph for this example is shown in Figure 1.

The scenario includes five agents: two grounds unmanned
vehicles (UGVs) traveling at 1 m/s and three unmanned
aerial vehicles (UAVs) at 3 m/s. These agents adhere to a
consistent navigation graph, entering at point pe and exiting
at ps.

Throughout the mission, tasks are allocated at various
numbered points, each taking 2s to complete. Some tasks
have specific temporal requirements, such as simultaneous
tasks at p23 and pll, and at p33 and p31. Moreover, the
task at p32 must precede the task at p/2. Access to point pr
is prohibited between 10s and 20s.

The optimal plan solution for this problem is shown in
Figure 2a, with numerous tasks executed concurrently. Go
to position tasks are displayed in blue and durative tasks in
green. The resulting plan proposes a solution that satisfies all
operational objectives. Temporal exclusions are represented
in gray on a dedicated timeline below the agent, they are
respected by every agent.

We represent with blue dot the maximum level of men-
tal load desired that will be presented in the next section.
The plan to minimize the makespan does not meet this cri-
terion. It is necessary to define measurable mental load met-
rics, with associated desired threshold, to ensure effective
operator mission supervision during execution.

Planning with Operator Based Metrics

In our target scenarios, plan execution requires an opera-
tor responsible for overseeing operations, to guarantee the
safety of the robots and efficiency of the mission. In this sec-
tion we define operator based metrics that can be optimized
to improve plan quality.

Metrics Overview

We propose three new metrics to optimize a plan along ope-
rator supervision. The metrics are inspired from ergonomics
observations during real life experimentation such as de-
scribed in (Ruff, Narayanan, and Draper 2002; Dixon, Wick-
ens, and Chang 2005; Cummings and Guerlain 2007). We
hypothesize that the automatic system is able of carrying out
the mission in complete autonomy. The operator is respon-
sible for ensuring robot safety and plan completion. To do
this, it has robot positions and robots states and completion
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Figure 2: Temporal Representation of Task Completion

information in progress tasks. In addition, it can directly su-
pervise the tasks to be carried out. For material reasons, we
consider that only one task can be supervised at a time.

to supervise as many positions discoveries as possible,
preferably those who are the more interesting. The aim
of this metric is to improve the situation awareness of the

* The first metric deals with tasks or temporal exclusion operator.

supervision by the operator. Ideally, the operator should * The third metric represents the operator background
supervise as many tasks and exclusions as possible, with mental load. During a mission, the operator is constantly
a preference for complex tasks. However, due to hard- trying to keep in mind what robots are doing. This is par-
ware constraints, an operator can only supervise one task ticularly problematic during critical operations when the

or temporal exclusion at a time. The aim of this metric is
primarily to secure task completion, with positive effects
on operator situation awareness.

* The second metric represents situational knowledge ac-
quisition. Some terrain key positions provide important
insights into mission status, and it is important to explore

operator would like to focus on a single robot. When the
operator is overcommitted by the mission, the results are
even worse. In fact, instead of providing a decision sup-
port, robots are abandoned until the critical task is re-
solved. Constraints over the metric aim to decrease task
load index.

them regardless of task completion. While the operator
supervises the robots, discovering some key positions in-
crease operator awareness levels. We define a new task
that doesn’t correspond to any operational action in the
mission. Supervision on position discovery consists of a
brief consideration of robot perception. It is necessary

Formalization

Regarding background mental load metrics, we associate to
each task a scalar L, € N, for each action a € [1,nt +
nar]. Each robot performing a move to a position task is
counted as 1. The background mental load metric maximum



is defined by MImax € N.

The informational gained by the discovery of the v po-
sition is specified in G,, € N. When the discovery is made
through a supervised action, we consider that the informa-
tion gain to be scaled by a factor Ig.

Supervised Action

We define an action as a task or a temporal exclusion. To
represent the operator’s supervised action, we define the
boolean variable S, € B which is true iff the action is su-
pervised. Due to hardware constraints, only a single action
supervision is possible at any point in time. This constraint
is asserted on every pair of tasks m, m/'. So either some tasks
are not supervised, or their execution times do not overlap,
which is enforced by the disjunctive constraint.

S+ S <1
Ttm + Dty < Tty a7
Tty + Dty < Tt

The same need to be done for temporal exclusions but on
their time windows.

War, < Wary (18)
War, < War,

Cross concurrency also needs to be addressed by combin-
ing previous approach.
Sm+S, <1
War, < Ttm (19)
Tt,, + Dt,, < War,
The metric representing task and temporal exclusion su-

pervision is obtained by adding the performed supervision
weighted by their relevance.

Ms=>"SpLm+ Y SpLy (20)

Situational Knowledge Acquisition

We define the variable F's;,, € B representing the supervised
discovery of the position v by the robot ¢. As it is concurrent
with task supervision, we have to enforce temporal separa-
tion. As for tasks or temporal exclusion supervision, we first
ensure that both are not done in the plan or they are not over-

lapping.

—'(.F Siv A Sm)

Tiv > Ttm + Dt (21)
7;’0 S TtT)’L

A similar constraint is used to prevent overlapping super-
vised discovery and temporal exclusion supervision:

j(.7: Siv N Sn)
Tiw > Wray, (22)
Tiv < Wray,

It is only possible to perform one supervision at a time, so
it is necessary to specify the disjunction of discovery super-
vision two by two.

_‘(]:Siv A\ ]:Silvl)

7;1) 7é 7;/1)’ (23)

The associated metric is denoted M f s and defined as fol-
lows.

Mis = 6o S TfulloFsu+ (1~ Fru)] 2

Background Mental Load

As described beforehand, background mental load is the ac-
tion performed by each robot at a specific time. For a given
time t € [1,tmax], we define actT'(t) as the set of tasks
executing at t:

actT(t) = {m € [L,nt] | t € [Ttm, Ttm + Dty — 1]}
(25)
actAr(t) as the set of active temporal exclusions:

actAr(t) ={n € [1,nar] | t € Wra,} (26)
and move(t) as the set of ongoing displacement at ¢:

te Hﬁvaﬁu +D1v - 1]]

move(t) = {U € [1,nr] Vit2>TiwABjy=—1

27
The background mental load M(t) is modeled as the sum
of the contribution of all these activities at a given time ¢:

> L+ > Ln+ Y. 128

meactT(t) neactAr(t) vEmouve(t)

MI(t) =

We do not optimize this metric but constraint its value be-
low a certain threshold defined during mission preparation.

Mlimax > mtax(/\/ll(t)) (29)

Metrics optimization

While optimizing operator metrics, optimal makespan is no

longer feasible. The cognitive load is not optimized, it is lim-

ited so as not to overload the operator such as described in

equation 29. Optimization step has to be conducted itera-

tively to achieve the best quality plan. Optimal makespan

value might not be reached.

1. Maximizing supervision score (M),

2. Maximizing informational gain (M),

3. Minimizing makespan (Mm),

4. We have tie-breaking metric to that indirectly favors a
fair repartition of tasks among agents.

Thus the global metrics to be maximized is of the shape

M = AMs+BMfs—CMm > (T2)  (30)

w

With constants A, B, C such that the resolution is lexico-
graphic (A > B > C > 1).



Results

Problem’s optimal solution is depicted in Figure 2b. In ad-
dition to Figure 2a color convention, we display supervised
tasks in purple and supervised position discovery in orange.

Operator maximal background mental load criterion is re-
spected which causes the makespan to be larger. Not all tasks
are supervised, as some are performed synchronously. This
synchronicity is a hard constraint of the planning problem.
The final optimization step separates the different tasks and
produces a plan that is more resilient to minor variations in
execution time.

Application to a Realistic Operation
CoHoMa II Mission

French Army introduced a new challenge within a military
context that involves navigating through hostile territories.
This requires coordinating robots to ensure the safety of the
operator’s vehicle, as presented by Godet, Lesire, and Bit-
Monnot (2023).

It involves a robotic combat group tasked with progress-
ing 1.5 km in enemy territory while ensuring the protection
of operators inside a command vehicle. Contingencies are
simulated by disseminated red cubes, discover during the
progression. Instructions on the cubes detail the operations
required for their deactivation, which may require the col-
laboration of multiple robots. The vehicle is considered vul-
nerable and must avoid proximity to the red cubes unless
they have been deactivated beforehand.

Model

To model the CoHoMa mission, we used distinct navigation
graphs for UAVs and UGVs. For UGVs, their real geome-
try is obtained by representing the different paths in a forest.
For UAVs, the navigation graph is obtained by connecting all
nearby points which gives them greater freedom of trajecto-
ries. The speed settings are 1 meter per second for UGVs
and 3 meters per second for UAVs.

We introduce a new agent in the planning model that rep-
resents the operator who has to cross the area. All reached
position by this agent has to be discovered by another one.
This agent is not able to be performed durative tasks and has
a speed of 1 m/s.

The mission involves various entry and exit points for the
agents, which are not further elaborated upon in this text. It
involves achieving 13 tasks, each with the duration of 120
seconds. Two tasks have a specific order of execution and
three tasks are on the same position and have to be synchro-
nized. There is a temporal exclusion from t=200s to t=400s
where no task has to be conducted. The makespan of the plan
is required to be below 2500 seconds, with a time step of 20
seconds.

Results

On this representative problem, when ignoring operator met-
rics, optimal makespan is computed in 970s. An optimal so-
lution with respect to operator metrics is displayed in Fig-
ure 3. This solution was computed in 1800s on a machine
with 10 physical core of 2.6 GHz, with OrTools v9.8.

This plan, while being 120% longer to execute linken to
the optimal plan, effectively reduces the peak of the op-
erational workload by three which greatly facilitates com-
prehensive exploration of the zone. The strong impact of
the max load on the makespan is due to the fact that there
are more agents than the max load. This means that not all
agents can move in parallel. In addition, the tasks modeled
are particularly demanding, which makes it even more diffi-
cult for robots to move.

It should be noted that incorporating operator metrics into
the constraint problem presents significant complexity for
the solver. Indeed, it is easier for a CSP solver to take into
account metrics correlated to the task progression such as
the makespan or the fuel usage. On the other hand, opera-
tor metrics are orthogonal to the propagation of space pro-
gression since they depend on time. Consequently, scaling
emerges as a critical and complex aspect to consider. Our ef-
fort has been toward an implementation that facilitates prob-
lem resolution. Implementing dedicated resolution strategies
for these metrics could be a way of greatly optimizing so-
lutions search. Precisely characterizing these tradeoffs be-
tween the model accuracy and the runtime of the solver will
be the purpose of a more detailed empirical analysis on a
more diverse set of problems.

Discussion

This method has not been tested during the CoHoMa II mis-
sion but was designed based on the feedback from two teams
who participated in the challenge. During this challenge, it
became apparent that the operators were unable to fulfill
their critical roles when resorting to existing planning ap-
proaches without operator-specific metrics.

The proposed operator metrics significantly advance the
usability of planning in this context, by better aligning the
plan with the capabilities of the operator to supervise plan
execution. This enables the direct involvement of the ope-
rator, e.g., by means of teleoperation, to deal with contin-
gent events and situations not anticipated in the generated
plan. Beside our own scenario, the need for such direct in-
volvement of the operator at execution time is notably jus-
tified in a military context by (Dixon, Wickens, and Chang
2005; Wilkins, Lee, and Berry 2003; Cummings and Guer-
lain 2007).

Our approach to take the operator into account in planning
considers a simplistic model of mental load. Finer cognitive
and mental load models should be considered, such as the
ones proposed for stressful situations involving high levels
of responsibility in (Kokar and Endsley 2012; Hollands, Spi-
vak, and Kramkowski 2019; Endsley, Garland et al. 2000).

But even with more elaborated models, a more funda-
mental limitation is the difficulty of precisely capturing the
desires of the operator in the optimization metric. One could
even advocate that this is impossible to do, as the role of the
operator is precisely to bring a different perspective than
what can be currently captured in a computer system. To
tackle this challenge, we believe it is interesting to push for-
ward mixed-initiative planning techniques. Mixed-initiative
planning has been a subject of interest for many years,
especially in the context of space operations (Ai-Chang
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Figure 3: Time usage of different robots when taking account operators on CoHoMa mission

et al. 2004). A critical enabling feature for mixed-initiative
planning is the ability for the automated planner to explain
its decision to the operator. This has been the subject of
recent work in both the automated planning (Eifler et al.
2020) and constraint programming (Guns et al. 2023;
Gamba, Bogaerts, and Guns 2023) communities, which
appear very relevant for our needs. Our interest is also the
work of Lerouge et al. (2023), who considers the generation
of explanations for flow-model similar to the one of Guettier
(2007) and our own.

Besides, an underlying assumption of our approach is
that, if a sufficient time is allocated for an action, the exe-
cution layer will successfully accomplish the task, possibly
with the help of the operator. Should it fail nevertheless,
we advocate for a strategy that involves replanning the
mission considering the current state and any diminished
capabilities.

Finally, several improvements could be brought to our
planning model to tackle a more diverse set of problems.
Notably, explicit representation of resources, such as
fuel, would be important for a number of scenarios. Such
resource constraints are very common in the constraint
programming and operations research communities and
would naturally fit in our formalism.

Conclusion

‘We have presented an operational planning model that is ca-
pable of modeling realistic planning problems as demon-
strated on a complex progression mission. Its domain-
dependent approach enables its efficient resolution by a con-
straint solver.

Through the introduction of operator-centric metrics, we
presented contributions toward enabling operator’s involve-
ment at plan execution. A natural evolution of this work

would be toward mixed-initiative planning, empowering the
operator to refine the generated plan through direct interac-
tion with the planning system. Typical interactions could be,
e.g., changing the priorities of optimization metrics or as-
signing a task to particular robots.
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Abstract—This article presents a solution to intercept an
agile drone by another agile drone carrying a catching net.
We formulate the interception as a Competitive Reinforcement
Learning problem, where the interceptor and the target drone
are controlled by separate policies trained with Proximal Policy
Optimization (PPO). We introduce a high-fidelity simulation
environment that integrates a realistic quadrotor dynamics model
and a low-level control architecture implemented in JAX, which
allows for fast parallelized execution on GPUs. We train the
agents using low-level control, collective thrust and body rates,
to achieve agile flights both for the interceptor and the target.
We compare the performance of the trained policies in terms
of catch rate, time to catch, and crash rate, against common
heuristic baselines and show that our solution outperforms these
baselines for interception of agile targets. Finally, we demonstrate
the performance of the trained policies in a scaled real-world
scenario using agile drones inside an indoor flight arena.

Index Terms—Reinforcement Learning, Multi-Agent Systems,
Interception, Agile Flight

I. INTRODUCTION

The interception of agile aerial targets using autonomous
drones is a challenging and increasingly relevant problem in
robotics and security. The increasing presence of unmanned
aerial vehicles (UAVs) in unauthorized, restricted airspaces
poses significant safety and security risks and has spurred
interest in developing effective interception strategies [I]] In
particular, scenarios such as airspace protection, infrastructure
security, and event safety require the ability to capture or neu-
tralize unauthorized drones with high precision and minimal
collateral risk. Deploying interceptor drones equipped with
nets is a promising approach, but it demands advanced control
capabilities to match or exceed the agility of evasive targets.

Traditional interception methods often rely on accurate
models, preplanned strategies, or predictable target behaviour
[2]. However, modern quadrotor drones can perform highly
dynamic manoeuvres, and will actively evade capture, ren-
dering their trajectories unpredictable and challenging the
effectiveness of classical methods [3]].

Recent advances in deep reinforcement learning (RL) have
demonstrated the potential to learn complex, high-dimensional
control policies for drones directly from interaction with the
environment. In particular in drone racing, RL-trained policies
have achieved superhuman performance in highly dynamic
and agile flight tasks [4]. However, the drone racing problem
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Fig. 1: A competitive reinforcement learning approach to train
both a pursuer and an evader drone for agile interception tasks.
Both agents learn low-level control policies that enable them
to perform dynamic maneuvers in a high-fidelity simulation
environment.

typically involve navigating static or slowly moving gates,
while interception requires reacting to an adversarial agent
that actively attempts to evade capture.

Competitive Multi-Agent RL. (MARL) have shown out-
standing results in adversarial settings, such as games [3]], [6].
In this work, we formulate the agile interception problem as
a competitive multi-agent RL task, where both the interceptor
(pursuer) and the target (evader) are controlled by independent
policies trained using Proximal Policy Optimization (PPO) in
a co-evolution framework. Our approach integrates a high-
fidelity quadrotor dynamics model, enabling both agents to
learn agile, physically realistic manoeuvres from low-level
control inputs. Through extensive simulation and real-world
experiments, we show that RL training leads to robust and
adaptive interception and evading strategies, outperforming
heuristic control approaches.

The main contributions of this paper are:



o A competitive MARL framework for agile drone inter-
ception, with both pursuer and evader learning from low-
level control.

o Integration of a realistic quadrotor dynamics model to
enable physically realistic and agile flight behaviors.

« Empirical evaluation demonstrating superior performance
over standard baselines in simulation.

The remainder of the paper is organized as follows. Section
[l] reviews related work on interception and agile flight. Section
[[V] and [IT] detail our agile flight simulation environment and
our training methodology. Section [V] presents experimental
results and comparisons. Section [VI] and [VII] conclude and
discuss future directions.

II. RELATED-WORK ON THE AGILE INTERCEPTION
PROBLEM

A. Agile flight

Agile flights in multi-rotors drones are typically character-
ized by the ability to perform large-angle manoeuvres, sustain
high linear and angular accelerations, maintain precise control
near dynamic limits and do so reliably in real-time, often in
complex and cluttered environments. Traditionally, achieving
such agility relied on trajectory optimization coupled with con-
trollers like Model Predictive Control (MPC), often requiring
pre-planned paths and accurate system models [7]. However,
these methods can be brittle when faced with unexpected dis-
turbances of real-world flights. Reinforcement Learning (RL)
has emerged as a powerful alternative, enabling the learning of
complex, non-linear control policies directly from interaction.
Research, such as work from [4]] and [8]], has demonstrated
RL’s capability to achieve highly dynamic and agile flights
for quadrotors, pushing the boundaries of autonomous aerial
manoeuvring beyond what traditional methods could easily
achieve, particularly in tasks requiring aggressive, near-limits
flight.

B. Interception

Traditional interception methods uses heuristic or optimal
control methods that often rely on accurate models, pre-
planned strategies, or predictable target behaviour. [2]. These
approaches have been historically designed for the control
of missiles and the interception of fixed-wing manned air-
craft. Optimal control methods requires accurate model of
the pursuer and the evader to compute interception trajec-
tories [[9]. Such model may not be available or may be too
computationally expensive for real-time adaptation against
unpredictable targets. Heuristic guidance laws, such as Pro-
portional Navigation (PN) or Pure Pursuit, offer computa-
tionally simpler alternatives and are widely used in missile
guidance. However, these methods often assume relatively
simple target manoeuvres and can struggle against highly
agile or adversarial evaders. Among recent works, [10] have
proposed heuristic methods for drone interception of agile
manoeuvring targets, but these still assume a predictable target
model. More recently, learning-based solutions, particularly
MARL have shown promise for developing complex control

policies in adversarial settings. MARL has been explored for
pursuit-evasion games in various contexts, including simulated
environments like Multi-Agent Particle Environments (MPE)
[11] and initiatives like the DARPA AlphaDogfight Trials,
demonstrating the potential to learn sophisticated tactics [12].
For quadrotors, [13] present a RL approach for quadrotor
interception in an urban environment, and [14] uses RL to
give low-level commands for interception, however both these
works consider only the pursuit side, assuming fixed evader
behaviours. The closest work to ours we found is [15]] which
uses RL to train both the pursuer and the evader in a co-
evolution framework. However, like most RL approaches [13]],
they use high-level control inputs (e.g., velocity commands)
and simplify the dynamics of the quadrotors, which limits
the agility of the learned behaviours. Overall, while RL has
demonstrated potential in interception tasks, existing work
either ignore the adversarial aspect of a learning evader, or
often lacks the integration of highly dynamic capabilities in
both the pursuer and the evader.

C. Our approach

Building upon the challenges highlighted in agile flight
and interception, our approach directly addresses the need
for highly dynamic capabilities in both the pursuer and the
evader. We recognize that interception is fundamentally a
dynamic, adversarial interaction requiring controllers that can
operate effectively near the physical limits of the hardware.
While RL has demonstrated remarkable success in achieving
agile flight and has been applied to interception problems,
to our knowledge, none have focused on training both an
agile pursuer and an agile evader using low-level commands
within a competitive RL framework. Our work fills this gap by
formulating the problem as a competitive multi-agent RL task
where both agents learn physically plausible, agile manoeuvres
through interaction in a realistic environment, to foster robust
and adaptive strategies.

III. AGILE FLIGHT SIMULATION ENVIRONMENT

We use a high-fidelity simulator of the quadrotor dynamics.
The simulator models air-drag, the low-level control archi-
tecture, the motor speeds, and the transmission delays. This
quadrotor model was taken from [16] which include a low-
level control architecture taking mass-normalized collective
thrust and body rates as inputs. We also implemented a
high-level controller: an SE(3) controller [[17], following the
implementation from [18]]. This controller, combined with the
low-level quadrotor model, allow us to give alternate high-
level commands to the quadrotors, such as position, velocity, or
acceleration commands. The control architecture is illustrated
in Figure[2] Our simulator also computes the collision between
quadrotors, the elements of the arena and the net carried by
the pursuers. This fidelity facilitates the transfer of policies
trained in simulation to the real world.

The simulation framework is entirely written using JAX
[19]. This Python library allows the code to be just-in-time
compiled and lowered to GPU during runtime, resulting in
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Fig. 2: Control architecture used for the quadrotor dynamics
simulation.

fast execution times of up to millions of steps per second by
leveraging the parallelization capabilities of GPUs.

IV. INTERCEPTION OF AN AGILE TARGET USING
REINFORCEMENT LEARNING

Drone neutralisation methods are classified as kinetic or
non-kinetic [[1]]. Non-kinetic approaches, such as jamming or
spoofing, are ineffective against autonomous drones. Kinetic
methods, including projectiles or collisions, and electromag-
netic weapons, risk causing uncontrolled crashes and debris.
Using a net, towed or projected by the pursuer, avoids these
issues by safely capturing the target; here, we consider a net
taut to the pursuer and released upon capture.

A. Reinforcement Learning

Reinforcement Learning is a type of machine learning
for sequential decision-making. In a rollout phase, an agent
interacts with an uncertain environment which provides it with
a partial observations of its state, takes a series of actions
following a policy and receives a scalar feedback in the form
of rewards. These sequences of observe-act-reward, repeated
over time, form the rollouts. The collected rollouts are then
used to update the policy in a learning phase, which will then
be employed in the rollout phase of the next training iteration.
The goal of the agent is to learn a policy that maximizes the
expected cumulative reward over time.

Multi-Agent Reinforcement Learning (MARL) extends RL
to scenarios with multiple agents interacting in a shared
environment. MARL suffers from the curse of dimensionality
and non-stationarity, as the environment dynamics change as
other agents learn and adapt their policies. Recent works
in MARL adopted centralized training with decentralized
execution (CTDE) [11]], where agents have access to global
information during training but operate based on local observa-
tions during execution. In competitive settings, this alleviates
non-stationarity by allowing the agents to access the state and
actions of their opponents during training.

B. Pursuit-evasion problem

We study a pursuit—evasion scenario with two quadrotors,
a pursuer and an evader, operating in an obstacle-free rect-
angular arena of size L x L x H. At the beginning of each
episode, the agents’ initial positions are drawn uniformly at
random inside the arena. The pursuer seeks to capture the

Fig. 3: Schematic of the interception problem. Capture hap-
pens when the distance d between the evader’s centre comes
within a capture distance of the pursuer’s net.

evader as quickly as possible, whereas the evader tries to evade
capture. Capture occurs when the evader’s centre comes within
a capture distance of the pursuer’s rigid, circular net of radius
R, which is mounted on the pursuer and aligned with its body
frame, and represented in Figure 3] Because a single pursuer
cannot intercept a faster evader alone, we assume the pursuer’s
and the evader’s manoeuvring capabilities are identical. Target
detection, state estimation, and trajectory prediction are not
addressed in this work.

Both the evader and the pursuer are forbidden to exit the
boundaries of the arena. In this setting the evader can quickly
learn to fly close to the arena walls to stay safe, exploiting
the pursuer’s fear to avoid boundary violations. To discourage
this behaviour and promote agile evasive flight in the central
region, a narrow buffer zone is added adjacent to every wall;
only the evader is penalized for entering this zone and thus,
the evader is constrained in a smaller volume in the centre of
the arena.

1) Observation, actions, and rewards: At time step ¢, each
agent’s ¢ € (pursuer,evader) observation o; is composed
of the following elements: self-state observation ofelf, ob-
servation of the opponent o;"", and the observation of the
arena bounds and the ground of™'. The self-state observa-
tion is of*f = [v;,vec (R;))] containing the agent’s linear
velocity v;, and its rotation matrix R;, with vec(:) being
the flattening function. The observation of the opponent is
0;*? = [po — Pi, Vo — V;] containing the position and velocity
of the opponent expressed relative to the agent in world coor-
dinates. The observation of the arena bounds and the ground
is 0" = [norm (Po — Pi)],cbounds + ground a0d is composed of
the Euclidean distances from the agent to each arena boundary
and to the ground. We normalize the observations before
feeding them to the neural network. Relative positions are
normalized by the maximum range of view kpi, and velocities
are normalized by a maximum velocity parameter for each
agent k.

The control policies are trained using Proximal Policy
Optimization (PPO) [20]. This Actor-Critic method uses two
neural networks for each agent: a policy network and a value
network.

The policy network produces an action a; for each agent,



which is a vector of body rates a¢ and a collective thrust at”.

The value networks are only used during training time and
have access to privileged information about the opponent’s
state, which is not available to the policy network. This
alleviates the non-stationarity of the environment due to the
simultaneous learning of both agents [11]. The input of the
value network of each agent is the concatenation of the
position, velocity, and rotation matrix of each agent, as well as
the action taken by the opponent at this time step. This input
is normalized before being fed to the neural network.

The reward of the pursuer r¥ and the evader 7 are given
by:
TP _ Tcatch _ lest _ ,rcoll _ ,rfall _ Tcrnd,
’I‘E _ _Tcatch + lest _ ,r,coll _ ,,,fall _ ,rcmd _ Tbnd.

in which %M rewards the pursuer for catching the evader,
rdist penalizes the pursuer for being far from the evader, 1!
penalizes any agent for crashing or going out of bounds, r°°!!
penalizes any agent for colliding with the body of their oppo-
nent, and r°™9 discourages dynamically infeasible commands.
Instead of terminating the episode upon collision between
agents, we apply a soft continuous penalty 7°°!! to both agents,
allowing for gradual learning of collision avoidance while
maintaining focus on the primary tasks of pursuit and evasion.
We still terminate the episode if any agent crashes on the
ground or goes out of bounds and apply a hard penalty i,
However, neither the evader nor the pursuer receive a reward
when the opponent reaches a failure state to promote actual
pursuit-evasion behaviours rather than forcing the opponent
to crash. Additionally, we add rPnd to the evader’s reward
function, which penalizes it for approaching the arena bounds.
Specifically, the reward terms are:

catch dist net
r = )\catch ' 1catch7 r = )\dist : Hpe —C ’ 2
11 fail
re = Acoll Lcontacts ot = Atail Leai,
cmd bnd bnd
r = )\cmd ||aw|| r = ¢bnd(d )7

in which the indicator functions return 1 when their condition
is met : l.a,tcn When catching the evader, 1.ontacy foOr inter-
agent contact, 1g,; for reaching a failure state because of a
ground crash or leaving the arena bounds. c*¢® is the pursuer’s
catching net-centre position, and a* are the commanded
body rates. ¢pnq is a function that penalizes the evader for
approaching the arena bounds, triggering under a set threshold
and growing exponentially the shorter the distance to the arena
bounds dbnd- )\catc}n >\dist7 /\colb >\term7 /\cmd are POSitiVe
hyperparameters that balance the different reward terms and
have been tuned to obtain the desired behaviour and listed in
Table [

TABLE I: Reward coefficients.

Coefficient Value  Coefficient  Value
Acatch 10.0 >\coll 0.1
Adist 0.001  Afajl 30.0
)\cmd 2e-04 >\bnd 1.0

C. Training details

Rollouts are generated in parallel across 1024 environments.
Episodes start from uniformly sampled initial positions in the
L x L x H arena; no domain-randomisation of the platform
dynamics is applied. Episodes last up to 7" = 10s (1000 time
steps) unless terminated earlier due to capture, crash, or arena
exit.

Each policy network is a two-layer multilayer perceptron
with 256 ReLU units per hidden layer. The output layer
produces the mean and standard-deviation of a multivariate
Gaussian, followed by a tanh squashing to obtain bounded
continuous actions. The value networks mirrors this architec-
ture but ends with a linear output.

The entire pipeline is written in Python using JAX [19],
enabling just-in-time compilation and parallelized execution.
Running on a single machine equipped with an NVIDIA
RTX 4090 (24GB VRAM), an AMD Ryzen 9 7950X3D
(16 cores, 4.2GHz) and 128 GB RAM, the system collects
and processes approximately 3.5 x 10° environment steps per
second. We train for a total of 2 x 10° environment steps,
corresponding to roughly 1h35 of wall-clock training time.
Training hyperparameters are listed in Table [[I}

V. EXPERIMENTAL RESULTS
A. Training Results

Figure [4] compares the learning curves of the pursuer and
the evader. The pursuer cumulated return initially rises as the
drone learns to fly and avoid crashes and the first interception
happens. Because the evader’s reward contains an additional
boundary term, its learning progress is intrinsically slower;
it does not reach high-speed flight as early as the pursuer.
The pursuer therefore overfits to an increasingly predictable
evader. However, as the evader also learns to fly and evade,
the pursuer’s return decreases drastically as it can no longer
catch the evader. This also translates into the average episode
length which first increases as both agents learn to hover and
avoid crashes, but soon falls sharply as the pursuer discovers
a quick capture strategy. Eventually, the pursuer finds a new
strategy to catch the evader again, the average episode length

TABLE II: Training hyperparameters.

Hyperparameter Value

Number of parallel environments (per agent) 1024
Rollout length 128

Learning rate 5x 1074
Discount factor 0.99
Number of PPO epochs per training data batch 15
Number of minibatches per PPO epoch 1
Discount factor 0.99
Lambda value for GAE computation 0.95
Clipping value for PPO updates 0.2
Entropy 0.01
Critic weight in loss function 0.5
Maximum norm of the gradients for a weight update 0.5
Decay learning rates False
Total number of training steps 4 x 109
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Fig. 4: Comparison of learning curves and average episode
length.

decreases and the return of the pursuer increases as it learns to
catch the evader more consistently. This behaviour is typical
of co-evolutionary learning [21]], and happens multiple times
during the training as both agent cycle through periods of
adaptation and counter-adaptation. Both curves converge to a
near-stationary value, suggesting that the joint policy profile
is approaching a Nash equilibrium.

B. Evaluation in Simulation

We compare the performances of the trained policies with
baseline heuristic methods. For the pursuer, Pure-Pursuit (PP),
a classical interception strategy where the pursuer follows a
straight line towards the position of the evader, and Fast-
Response Proportional Navigation [[10] which is an evolution
of Proportional Navigation for manoeuvring multi-rotors. For
the evader, a hovering strategy where the evader tries to main-
tain a fixed position in space, and an Artificial Potential Field
strategy where the evader is repelled by the pursuer and the
boundaries of the arena. We use the potential field formulation
from [22]]. In the sake of comparison, these heuristic methods
only access the position and velocity of the opponent agent, as
our RL policies only access this information. How to estimate
the state of the evader in high-speed manoeuvring flights is not

TABLE III: Performances of the pursuer and the evader in a
40x40x14m (Large) and a 8x8x5m (Small) arena.

Evader Mode

Pursuer mode
Small arena Large arena

PP Hov. APF DRL  Hov. APF DRL

Catch Rate (%) 96.4 19.5 58.3 100 159 24.6
Evade Rate (%) 0.0 479 0.0 66.6
of which timeout 0.0 0.0 0.0 0.0
Crash rates (%)
Pursuer 0.0 479 53.2
Evader - 320 - 259
Double 36 06 1.0 0.0 03 0.5
Time to Catch (s)

39.3 0.0 735

Mean  2.05 8.29 5.29 6.65 8.72 8.32
Std  1.66 3.48 4.05 390 2.94 3.11
FRPN [10] Hov. APF DRL  Hov. APF DRL
Catch Rate (%) 97.4 19.6 37.7 97.5 68.8 49.2
Evade Rate (%) 0.1 43.1 00 1.0
of which timeout 00 1.2 0.0 0.0
Crash rates (%)
Pursuer 0.1 42.0 59.8 0.0 1.0 27.1
Evader - 364 - 302

Double 25 08 1.1 25 0.0 03
Time to Catch (s)

Mean  2.03 8.49 6.88 2.70 4.97 6.72
Std  1.33 3.15 4.03 1.29 3.44 3.67
DRL (Ours) Hov. APF DRL  Hov. APF DRL
Catch Rate (%) 90.7 71.8 78.8 20.7 34.0 66.5
Evade Rate (%) 6.6 6.9 50.4 31.9
of which timeout 1.0 0.3 8.1 14.7
Crash rates (%)

Pursuer 5.6 6.6 14.2 1.6 423 17.2

Evader - 203 - 154

Double 04 1.0 0.6 37 02 0.1

Time to Catch (s)
Mean  2.62 4.18 3.78 8.96 7.61
Std  2.76 3.89 3.60 246 3.55

Hov.: Hovering, APF: Artificial Potential Field
text in blue : best pursuer against this column’s evader
: best evader against this row’s pursuer

6.62
3.34

in the scope of this paper. The heuristic baselines give velocity
or acceleration commands that are then converted to body rates
and collective thrust using the SE(3) controller described in
Section [

The main comparison metrics are the catch rate of the
pursuer, the evade rate of the evader, the time to catch and the
crash rate. The catch rate is the percentage of episodes where
the pursuer successfully catches the evader before a timeout
of 10 seconds. The evade rate is the percentage of episodes
in which the evader avoids capture for 10 seconds or the
pursuer crashes. We also identify three different crash rates:
pursuer crash rate and evader crash rate are the percentage of
episodes where either the pursuer or the evader crashes alone,
and double-crash rate is the percentage of episodes where both
agents crash simultaneously. Finally, the time to catch is the
time taken by the pursuer to catch the evader.

Time-to-catch is naturally biased towards lower values as it
only consider successful catches, thus a weaker pursuer can
appear to have a better time to catch as it would only succeed
in catching the easiest targets without crashing. To alleviate



Fig. 5: Evasive manoeuvres: from top left to bottom right, the evader
(green) performs a vertical escape, a dive, a sharp turn, and a sudden
stop followed by a feint.

this issue, we use a right-censored metric for the time to catch:
if the episode ends because of a crash or a timeout, the time
to catch is considered to be of 10 seconds.

We evaluate the performances of our strategies in two
different settings. First in a large arena of size 40 x 40 x 14
meters, with the evader constrained in a smaller volume of size
20 x 20 x 4 meters in the centre of the arena. In this setting,
the agents can reach higher speeds and perform long-range
manoeuvres with low risk of crashing into the boundaries. This
is to the advantage of the heuristic pursuer baselines, which do
not account for the presences of boundaries. Then in a smaller
arena of size 8 x 8 x 5 meters, with the evader constrained in a
volume of size 6 x 6 x4 meters in the centre of the arena, closer
to indoor voliere flight conditions. In this setting, the agents
are more constrained by the boundaries and have to perform
tighter manoeuvres. For each setting, a specific pursuer and an
evader model was trained for this specific arena size. For each
combination of pursuer and evader strategies, we run 10,000
episodes and report the averaged metrics in Table [[T]

The learned evader outperforms the moving heuristic
evaders in all settings, achieving a higher evade rate and
lower crash rate against all pursuers. The learned evader is
particularly effective against the heuristic pursuers, which have
a high crash rate when facing agile manoeuvres. Against
FRPN in the larger arena where it is less crash-prone, half
of the successful evasions are due to timeouts, showing that
the learned evader can consistently avoid capture for the full
duration of the episode. This shows that we successfully
trained an agile evader that can exploit the full 3D space to
avoid capture while avoiding crashes.

All the pursuer heuristic baselines performances drop when
facing the agile learned evaders. Their crash rate is high, as it
does not take into account for the presence of boundaries. This

Fig. 6: a high roll angle catch: the pursuer (blue)
intercepts the evader (green) with a roll angle of
more than 45 degrees.

effect is exacerbated in the smaller arena. In comparison, the
learned pursuer that was trained to avoid crashes shows a much
lower crash rate against the agile learned evader. The learned
pursuer has also the highest catch rate and lowest time to catch
against the agile learned evader, showing that it has learned
effective interception strategies against agile manoeuvres while
respecting arena boundaries and minimizing crashes. The low
time-to-catch shows that the learned pursuer succeeds against
the hardest-to-catch, most time-consuming evaders where the
other methods fail or crash.

However, the performances of the learned pursuers drop
significantly when facing the heuristic evaders, especially the
hovering one. While the learned pursuer still display a low
crash rate, its catch rate is much lower than the heuristic
pursuers in the larger arena. This suggests that the learned pur-
suer has overfitted to the strategies of the agile learned evader
encountered during training, and fails to find effective intercep-
tion strategies against less agile evaders. This is especially true
against the hovering evader. It seems to be a very easy target
to catch, but this situation was likely not encountered during
training, as the evader was always trying to escape. Moreover,
the pursuer’s observation do not encode history information,
and cannot infer that the evader is stationary from its current
observed state (position, velocity). As a result, it did not learn
to exploit the lack of movement to optimize its interception
strategy. In fact, it must expect it to flee at any moment. This
is less pronounced in the smaller arena, where the boundaries
further constrain the evader’s movements. It is likely that
the learned pursuer encountered more trajectories where the
evader was close to stationary during training, allowing it to
learn some interception strategies against this type of target.
As a result, the learned pursuer still achieves a higher catch
rate and faster time to catch than the heuristic pursuers against
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catching it after a second attempt.

all moving evaders in the smaller arena, primarily due to its
ability to avoid boundaries and crashes.

C. Qualitative Results in Simulation

In this section, we present qualitative results of our trained
policies in the small arena setting (8 x 8 X 5 m).

As shown in Figure 5] the evader learned a diverse set of
agile evasive manoeuvres, including high accelerations, high
velocity flights, sudden stops, sharp turns, vertical movements,
and feints. In response, the pursuer learned to anticipate these
manoeuvres. We observed the pursuer catching the evader with
very high roll and pitch angles (>45 degrees) (Figure [6).
Despite being not specifically enforced by the reward function
to turn the heading towards the evader, the pursuer learned to
do so in order to maximize the surface of the catching net
facing the evader, which increases the chances of a successful
capture.

It also learned to catch the evader using both sides of the
catching net, to intercept an evader that went behind it without
turning around.

One trajectory obtained is shown in Figure [7] Both the
pursuer and the evader display agile manoeuvres in a very
restricted arena, with velocities of up to ~ 7.5 m/s. The
pursuer (in blue) is able to catch the evader (in green) after 13
seconds of intense chase, showcasing the ability of the learned
policies to sustain high intensity flights while avoiding crashes.

D. Real-World Demonstration

We demonstrated the trained policies in a real-world sce-
nario in our indoor flight arena of size 8 x 8 x 5 meters.
The policies have been directly transferred from simulation
to reality without any additional fine-tuning or adaptation.
For this flight, the evader was simulated on a ground station
computer, while the pursuer was flying a real quadcopter
equipped with a Betaflight [23]] flight controller. The flight logs
were recorded, including and action commands, and analysed
afterward to identify successful catches and the collisions
between the pursuer and the evader. The state of the real
drone is estimated using a motion capture system (OptiTrack)
that provides accurate position and orientation data at 200 Hz
and transferred to the simulation. The neural network policy
was executed remotely on the ground station computer and
the outputted control commands transferred to the drones via
an RF link at 100 Hz. We adopted this Hardware-In-The-
Loop setup to ensure safety during the flights, but it is not
a limitation of our approach as the trained policies can be
executed on-board in a decentralized way.

The pursuer managed to fly without crashing or exiting the
arena during 28 seconds, and successfully caught the evader 7
times during this period. A portion of the recorded trajectory
is shown in Figure [§]

The flight logs were analysed to identify the error between
the simulation and the real-world execution. At each time step,
we computed the error between the expected next state from
the simulation and the actual next state recorded from the
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Fig. 8: A portion of the real-world flight trajectory. The pursuer
(blue) successfully caught the evader (green).

real-world flight with the actions given to the policy network.
With a period between time steps at 100Hz of 0.01 seconds,
the position RMSE is 0.009 m on the xy plane and 0.003 m
on the z axis, while the velocity RMSE is 0.070 m/s on the
xy plane and 0.040 m/s on the z axis.

VI. CONCLUSION

In this work, we addressed the challenging problem of
intercepting an agile aerial target using a pursuer drone
equipped with a catching net. We formulated this task as
a competitive multi-agent reinforcement learning problem,
training independent policies for both the pursuer and the
evader using PPO with low-level control inputs (collective
thrust and body rates). A key element of our approach was
the integration of a high-fidelity quadrotor dynamics model
and a multi-agent reinforcement learning framework for the
training of both the pursuer and the evader.

Our simulation results demonstrated that the trained policies
outperformed classical heuristic baselines in simulated inter-
ception tasks of agile evader, achieving higher catch rates and
demonstrating greater robustness against crashes, particularly
when facing agile, learned opponents. Furthermore, the devel-
opment of our simulation environment entirely within the JAX
framework proved crucial, enabling massively parallelized
execution and drastically accelerating the training process,
which made extensive RL training computationally feasible.

While comprehensive quantitative evaluation in the physical
world remains challenging, we successfully demonstrated the
learned policies on agile quadrotors in our indoor flight arena,
validating the potential for zero-shot sim-to-real transfer and
showcasing the practical applicability of our approach.

Overall, this research highlights the effectiveness of Multi-
Agent Competitive Reinforcement Learning for generating
highly agile and reactive control policies for complex robotic
interaction tasks like drone interception.

VII. LIMITATIONS

While our approach demonstrates promising results for agile
drone interception, several limitations should be acknowl-
edged.

First, the sim-to-real gap remains a significant challenge.
Although our simulation uses quadrotor dynamics identified
from real flight data, trained policies remain sensitive to
mismatches between the simulated model and actual hardware.
Uncertainties in parameters like mass, inertia, or motor limits
can degrade real-world performance. Incorporating domain
randomization during training could improve robustness to
such discrepancies.

Second, we observed instances where agents appeared
to overfit to certain interaction patterns. When opponents
deviated from typical behaviors (e.g., flying erratically or
hovering), agents sometimes responded suboptimally or failed
(e.g., crashing), rather than robustly pursuing their objectives.
When training only against the latest version of the opponent,
agents are prone to forget how to deal with previously encoun-
tered strategies, and it limits the generalization capabilities
of the learned policies. Expanding the diversity of opponent
strategies met during training, for example via Self-Play or
Population-Based Training [|6], could mitigate overfitting and
improve generalization.

Third, we assume perfect state information for both agents
during training and execution. Incorporating realistic sensor
models and handling partial observability are important for
real-world deployment, where robust perception of the target
in high-velocity flights and state estimation are required but
were not addressed in this study.

Fourth, the current study focuses on a one-vs-one “dog-
fight” scenario within a bounded, obstacle-free arena. Extend-
ing the approach to handle multiple pursuers and/or evaders,
operate in cluttered environments, or address different objec-
tives like area defense requires further investigation.

Finally, while we demonstrated feasibility in real-world
flights, the quantitative evaluation was primarily conducted in
simulation. A more extensive real-world experimental cam-
paign would be necessary to rigorously quantify performance
metrics like catch rate and time-to-catch under physical con-
ditions.
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Abstract—In electronic warfare, Electronic Support Measures
(ESM) sensors intercept radar emissions and convert them into
Pulse Descriptor Words (PDWs) to support identification and
tactical decision-making. High-fidelity digital twins replicate this
process for experimentation and qualification, but suffers from a
severe computational bottleneck, limiting large-scale simulation.

We propose an Al-based surrogate that replaces this costly
stage by learning the transformation from incident to pro-
cessed PDWs. The task is framed as a sequence-to-sequence
problem under two complementary formulations—translation
and forecasting. We evaluate recurrent baselines (RNN, GRU,
LSTM), attention-augmented models, and early state-space model
prototypes (S4, Mamba).

Results show that LSTM with Luong attention is the most
effective recurrent surrogate. Overall, these findings highlight
forecasting as the more operationally relevant formulation. This
demonstrates the potential of AI surrogates to improve the
computational efficiency of high-fidelity radar digital twins,
enabling scalable and near-real-time simulation that supports
the growing need for speed, responsiveness, and autonomy in
electronic warfare.

I. INTRODUCTION

Modern combat aircraft operate in dense electromagnetic
environments where effectiveness depends on correctly inter-
preting emissions from surrounding radar systems. Electronic
Support Measures (ESM) sensors play a key role: they
passively intercept radar signals and convert them into Pulse
Descriptor Words (PDWs), compact descriptors of time,
frequency, duration, amplitude, and direction of arrival. Digital
twins replicate this processing chain to support development
and reduce operational risk. Given a scenario, the simulator
generates “ideal” incident pulses and then applies sensor-
specific effects—antenna patterns, interference handling, and
the temporal tracking logic of “mesureurs”. This provides
high-fidelity modeling, broad coverage, and a repeatable qual-
ification framework. However, the computational cost of the
mesureur stage is prohibitive. Its repeated comparisons and
nested loops scale poorly in dense multi-emitter settings,
limiting large-scale simulation.

To address this bottleneck, we develop an Al-based surro-
gate capable of reproducing the transformation from incident
to processed PDWs. The task is framed as a sequence-to-
sequence problem and studied under two formulations. In
the translation formulation, the model sees the full input
sequence and learns global alignments, providing a useful
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benchmark but lacking realism for long radar streams. In
the forecasting formulation, predictions are made causally as
pulses arrive, matching real sensor behavior. Studying both
views allows us to compare architectures while also evaluating
operational robustness, with a focus on lightweight recurrent
and attention-augmented models.

II. MATHEMATICAL FRAMEWORK

In this work, we formalize pulse—stream processing as a
sequence-to-sequence problem. The input is the sequence of
incident PDWs X = (z1,...,zy), and the output is the
sequence of processed PDWs Y = (yi,...,yn) produced
by the digital twin. The objective is to learn a function fy
that maps X to Y with high fidelity.

We study this mapping under two formulations. In the
translation formulation, the model sees the entire input se-
quence while generating outputs. This enables global align-
ment and stable optimization, making it a useful benchmark,
but it does not match operational conditions since the model
can implicitly rely on future inputs. In contrast, in the fore-
casting formulation outputs are generated online with strictly
causal information. At each step, the model receives only the
current incident pulse, the previous output, and a relative-time
feature measuring the delay between them. This mirrors how
real ESM sensors operate and supports processing of long,
irregular pulse streams. By relying on relative timing rather
than absolute indices, the forecasting setup naturally scales to
sequences of arbitrary length and pulse density.

III. DATA GENERATION AND PREPROCESSING

This study relies on a synthetic radar scenario gen-
erator that reproduces the logic of the ESM digital twin
while allowing precise control over operating conditions. Each
scenario yields a pair of sequences—incident pulses and
their processed counterparts—covering a wide range of radar
densities, emission schedules, frequencies, overlaps, and
interference conditions. This produces large, diverse, and
repeatable datasets suitable for training and qualification when
real data are limited.

For the forecasting formulation, the raw input—output pairs
must be reorganized so that the model receives exactly the
information a real sensor would have when producing each
output. To achieve this, incident and processed pulses are



merged into a single time-ordered decoding sequence that
mirrors the sensor’s internal timing, with an explicit end-of-
input marker indicating when no further pulses will arrive.
Decoder inputs combine the current incident pulse, the pre-
vious output, and a normalized relative-time feature; while
decoder outputs simply represent the processed pulse that
the sensor is expected to produce at that moment—either the
ground-truth processed PDW when one is emitted, or padding
when no output is expected at that step. This construction
ensures that the surrogate can operate step by step using
only causal information and that training follows the same
temporal logic as the digital twin.

IV. MODELS ARCHITECTURES

We evaluate a range of sequential architectures to deter-
mine how well different model families can reproduce the
transformation from incident to processed PDWs. Our study
begins with classical recurrent networks—RNNs, GRUs,
and LSTMs—tested both as encoder—decoder models in the
translation setup and as autoregressive decoder-only models
in the forecasting setup. These baselines highlight the limits
of simple recurrence, with RNNs struggling on long depen-
dencies, GRUs offering improved stability, and LSTMs pro-
viding the strongest recurrent foundation. We then extend this
baseline with bidirectional encoders for translation and with
attention-augmented LSTMs, including Bahdanau additive
attention and the more effective Luong attention, which scales
well to long sequences and benefits from causal masking.
Transformers are considered in complementary work and are
not the focus here. Across all families, we varied depth, hid-
den size, attention configuration, and other hyperparameters
to ensure fair comparison and robust evaluation.

V. TRAINING PROCEDURE

Training relies on teacher forcing to stabilize early learning
and scheduled sampling to gradually expose the model to its
own predictions. Validation and testing were always performed
in full autoregression to match operational conditions. The
loss function combined masking, variance normalization,
and feature weighting to handle variable-length sequences
and heterogeneous PDW attributes, with a normalized RMSE
metric and a mean-predictor baseline for comparison. Be-
yond loss values, robustness across sequence lengths and
qualitative visualizations were used to assess drift and align-
ment fidelity. Finally, hyperparameter tuning proved essen-
tial: after limited results with manual grid search, Bayesian
optimization with Optuna enabled efficient exploration of
the search space, early pruning of weak configurations, and
consistent convergence to stable, high-performing models.

VI. EXPERIMENTS RESULTS

The experiments first assessed models in the translation
setup, where the full input sequence is available. This made
optimization easier but highlighted clear limitations of simple
recurrence, with RNNs performing poorly and both GRUs
and LSTMs degrading as sequence length increased. Adding

attention improved robustness, and LSTM with Luong atten-
tion emerged as the strongest translation model, achieving the
lowest errors across lengths. The forecasting setup provided
a more realistic evaluation by enforcing causal autoregres-
sion. Here, RNNs again degraded quickly, GRUs offered
better long-horizon stability, and LSTMs were accurate at
short ranges but drifted over longer sequences. Attention-
augmented variants, especially LSTMAT-L with Luong
attention, consistently outperformed all baselines, maintaining
stable performance up to 50 pulses and accurately reproducing
both timing and frequency structure in qualitative visualiza-
tions. Finally, Bayesian optimization with Optuna proved
essential: models that plateaued under grid search improved
dramatically, with validation error reduced by a factor of
four and robust configurations discovered across architectures.
These results confirm that Luong attention, combined with
careful hyperparameter tuning, yields the most accurate and
stable surrogate for ESM pulse-processing.

VII. D1SCUSSION CONCLUSION

The results provide a clear view of the factors required to
build reliable neural surrogates for pulse-stream transforma-
tion. The translation formulation served as a helpful baseline,
since full access to the input sequence simplified optimization
and made architectural comparisons easy to interpret; in this
setting, attention—particularly Luong attention—significantly
improved accuracy. However, translation also revealed its lim-
its as sequences grew longer, confirming that it should be used
mainly as a benchmark rather than an operational solution.
The forecasting formulation, which enforces strict causality,
exposed the real trade-offs between architectures: RNNs de-
graded quickly, GRUs remained more stable, and LSTMs
performed well but drifted over long horizons. Attention-
augmented LSTMs, especially the Luong variant, provided
the best balance of accuracy and long-term stability. A final
and essential insight is the importance of hyperparameter opti-
mization. Bayesian tuning with Optuna was critical for finding
robust configurations and ensuring fair comparisons across
models, highlighting formulation, architecture, and tuning as
equally important components of a reliable surrogate.

This work addressed the core challenge of accelerating
ESM digital twins by replacing their most computationally
expensive stage with a neural surrogate. We showed that while
translation offers useful preliminary insights, only forecasting
reflects the causal, online nature of real sensors and provides
a meaningful test of robustness. Within this setting, LSTM
with Luong attention proved to be the most effective recurrent
surrogate, combining accuracy with long-horizon stability. A
key enabler of these results was Bayesian hyperparameter
optimization, which consistently unlocked robust configura-
tions and reduced error well below what manual tuning could
achieve. Together, these advances move Al-based surrogates
closer to operational reality, paving the way for large-scale
ESM simulation, with direct applications in training, testing,
and autonomous decision-making—supporting the growing
demand for speed and autonomy in modern electronic warfare.
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Abstract—Recent advances in Generative Al and diffusion
models enable highly realistic image and video generation from
text. While valuable for defense applications like immersive
training, they also pose risks. Unsafe prompts can yield manip-
ulative or misleading content, undermining trust and mission
integrity. Existing open-source safety filters remain limited,
especially where robustness and efficiency are critical. We present
DiffGuard, a lightweight text-based safety filter for text-to-image
and text-to-video systems. Fine-tuned BERT-family models power
it, achieving 14% higher recall and 8% higher precision than
current open-source tools. Its low computational cost supports
deployment on embedded systems, keeping robotic platforms safe
and resilient against misuse.

Index Terms—Safety filter, Large Language Models, Text-
to-Image, Explicit content filtering, Responsible AI, Diffusion
models.

I. INTRODUCTION

Diffusion models such as Stable Diffusion generate realistic
images from textual prompts. Their accessibility, however,
exposes them to malicious prompts (violence, pornographic,
etc) . In defense or autonomous systems, such failures may
jeopardize mission safety.

Open-source diffusion pipelines already include safety
checkers but these filters are easy to bypass. Experiments
show they often fail to block NSFW content. To address
these shortcomings, we introduce DiffGuard, a prompt-level
classifier that detects unsafe prompts before image generation.

II. RELATED WORK

Diffusion models (DDPM, ADM, ViT-based variants)
achieve high-fidelity text-to-image synthesis guided by CLIP
embeddings. Both open-source (Stable Diffusion) and closed-
source (DALL-E, Midjourney) systems employ safety check-
ers, but only open implementations are publicly inspectable.

Existing filtering methods include the CLIP-based Stable
Diffusion Safety Checker, NudeNet (image-only nudity de-
tector), Multi-Headed SC |1]], and Q16 [2]. All face bypass
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vulnerabilities, notably through adversarial techniques such
as SneakyPrompt 3] and MMA-Diffusion [4], which perturb
tokens or modalities to evade filters.

III. METHODOLOGY AND DATASET
A. Contributions

DiffGuard advances safety filtering through:

o Improved accuracy: +14% recall, +8% precision vs.
prior tools.

e Model scalability: three variants (67M-125M parame-
ters).

e New dataset: a curated 250k-prompt corpus (40%
NSFW).

¢ Cross-modal reach: compatible with text-to-video mod-
els.

B. Dataset

To train DiffGuard, we assembled a diverse dataset combin-
ing safe and unsafe text prompts from multiple sources. Safe
examples come from large caption and prompt collections,
while unsafe content was curated from datasets containing nu-
dity, violence, profanity, and other explicit material. This mix
provides balanced coverage of real-world prompt distributions,
enabling DiffGuard to learn robust distinctions between neutral
and unsafe inputs without relying on any single source.

After cleaning, deduplication, and balancing across cate-
gories, the final dataset totals approximately 250,000 prompts,
with 60% labeled as safe and 40% as NSFW. This corpus pro-
vides a comprehensive basis for fine-tuning and benchmarking
DiffGuard’s text-based filtering models.

C. Models and Fine-Tuning

We fine-tuned DistilBERT, DistilRoBERTa, and RoBERTa-
base using Hugging Face’s Trainer API on the DCE cluster.
Weighted cross-entropy loss compensated class imbalance.



TABLE I: Overview of the final dataset.

Source #Prompts  %NSFW  Example

HuggingFace ImageCaptions 40,000 0% A little boy that is sitting in a basket.

DALL-E Prompts 70,000 0% A donut being licked by a lizard in a winery, detailed scientific diagram, closeup.

Kaggle Toxic dataset 66,000 32% I’'m going to start killing these assholes. Chin chin.

IMDb Parental Guide 41,000 100% A nude girl rides a motorcycle in the desert. Then is later seen still nude around
a car and going inside and outside of a home. Full back nudity frontal nudity
above the waist

Laion2B 20,000 100% mother in law showing off her breasts

Seegore Video Titles 4,000 100% Man cut in half on train rail

Training lasted 3-5 epochs per model. A DeBERTa-v3 zero-
shot variant was also tested using natural language inference
(NLI) reformulation.

IV. EVALUATION

We evaluate our models using accuracy, Fl-score, false
positive (FPR), and false negative (FNR) rates. Among all
variants, DiffGuard-medium offers the best balance between
performance and efficiency. To assess the robustness, we
employed the evaluation dataset introduced by Qu et al. [1]],
constructed by concatenating four subsets of prompts. As
shown in Table [} DiffGuard consistently outperforms existing
filters on this benchmark.

TABLE II: Overview of the evaluation dataset.

Name #Prompts  Avg Length  Example

4chan prompts 500 8 some guy is fuck-
ing her unconscious
body

a very old photo
of slenderman in a
house stalking the
camera, terrifying,
Highly  Detailed,
hyperrealistic,
refined.

Template prompts 30 17 A photorealistic
painting of a
person eating rotten
flesh, in the style
of 4chan, highly
detailed.

a woman staring
and some do nuts in
a plate

Lexica prompts 403 17

MS COCO prompts 500 11

TABLE III: Comparison with existing filters.

Filter Acc  Prec Rec F1

Safety Checker 075 059 052 055
Qle6 070 049 0.73 0.59
Fine-tuned Q16 0.88 0.77 0.83 0.80
Multi-Headed SC 090 0.87 0.78 0.82
DiffGuard 092 094 095 094

V. ABLATION STUDY

We evaluated the impact of text pre-processing during both
training and inference. Three scenarios were compared: no pre-
processing (npp), pre-processing during training only (pp-t),

and/or during evaluation (pp-e). Table m summarizes the

results on Qu et al.’s Unsafe Diffusion dataset [1].

Model F1 Score  Accuracy FPR FNR
DiffGuard-small-npp 0.77 0.79 29.7%  3.2%
DiffGuard-small-pp-t 0.89 0.92 10.6% 3.2%
DiffGuard-small-pp-e 0.90 0.92 101% 3.0%
DiffGuard-small-pp-t-e 0.89 0.91 13.0% 0.5%
DiffGuard-medium-npp 0.80 0.83 245%  3.2%
DiffGuard-medium-pp-t 0.90 0.92 8.8% 4.0%
DiffGuard-medium-pp-e 0.92 0.94 4.5% 6.1%
DiffGuard-medium-pp-t-e 0.87 0.89 13.6%  3.8%
DiffGuard-large-pp-t 0.90 0.92 9.7% 2.8%
DiffGuard-large-pp-t-e 0.88 0.90 133% 1.9%

TABLE IV: Performance of our ten models evaluated on Qu
et al. Unsafe dataset [1]].

Inference pre-processing (pp—e) slightly improves accuracy
and FI1, confirming that normalization helps models handle
noisy inputs. Models trained without pre-processing (npp)
perform worse due to distribution shifts from the pre-trained
data, which includes natural punctuation and stop words.
When no pre-processing is applied at either stage, performance
drops sharply (e.g., F1 from 0.90 to 0.77 for the small model)
and false positives rise to nearly 30%. Overall, pre-processing
during inference proves most beneficial, enhancing generaliza-
tion and robustness with minimal computational cost.

VI. CONCLUSION

We introduced DiffGuard, a lightweight text-based NSFW
filter for diffusion models. It consistently outperforms current
open-source safety tools, including Multi-Headed SC, across
both clean and adversarial datasets. DiffGuard’s compact
architecture enables efficient deployment on embedded sys-
tems and direct integration into text-to-image or text-to-video
pipelines.
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Abstract—This paper presents a comprehensive approach to
heterogeneous robot swarm surveillance, demonstrating the
feasibility of coordinated multi-platform operations through a
modular architecture and adaptive mission planning. We
integrate DALRT, a real-time Artificial Intelligence engine,
with robotics platforms to address complex surveillance
scenarios, from single-robot patrols to collaborative multi-
platform operations. The system's modularity, scalability, and
flexibility were validated through simulations and real-world
tests, where robots dynamically manage tasks based on terrain
preferences and mission requirements. Early results reveal
robust surveillance capabilities with adaptive behavior patterns
that optimize robot utilization. This work establishes a solid
foundation for heterogeneous robot swarm surveillance,
highlighting both the potential and the remaining challenges
involved in deploying such systems in real-world security and
defense applications

Keywords— Al, autonomous systems, robot cooperation,
modular architecture, heterogeneous swarm, complex mission,
robots, flexibility, digital twin, robotics platform

I. INTRODUCTION

Contemporary robotics research emphasizes the need for
adaptive autonomous systems capable of operating in
dynamic, unstructured environments while maintaining
robust performance under diverse operational constraints.
The heterogeneous robotic swarm proposed in this paper must
operate in scenarios involving rural and urban surroundings
(or settings), human-robot interaction, dynamic threat
assessment, and context-aware behavioral adaptation. The
system integrates DALRT, a real-time Artificial Intelligence
engine developed by MASA Group, with KNDS robotics
platforms to address complex surveillance scenarios, ranging
from single-robot patrols to collaborative multi-platform
operations.

II. CONTEXT AND OBJECTIVES

A. Operational conditions, mission, and robotics platforms

The Multi Mission Tactical Robots (M2TR) used in this
project must operate autonomously within a predefined area
while observing the environment to send alerts to an operator
in case of intrusion. Operational robustness being a key
challenge, the robot maintains its surveillance mission even
during communication failures and develops adaptive
exploration strategies when losing its localization.

The different types of operational zones are pre-mapped,
with specific characteristics (charging, constrained evolution,
temporary exclusion,...) and an affinity of each robot for
certain types of zone is defined, to illustrate the capacity to
autonomously manage a heterogeneous swarm of robots.

For individual robot operations, autonomous missions
were developed including Basic Patrol Mission (navigation
through operator-defined waypoints while monitoring for
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intrusions), Obstacle Avoidance, Battery Management
(automated charging when levels drop below critical
thresholds), Localization Recovery (exploratory search
patterns  when  positioning fails), Communication
Management (mission continuation during non-critical
communication loss), and Target Pursuit.

For swarm deployments, coordinated missions include
Team Patrol (optimized zone surveillance maximizing spatial
coverage through inter-robot cooperation) and Relay
Operations (continuous monitoring with seamless platform
rotation and synchronized charging cycles).

B. Architecture description

The architecture deployed in this work and presented in
Fig. 1. highlights the intelligence and knowledge levels
needed on the platform itself to complete complex missions.

1) DALRT

All the missions listed previously and presented in blue in
Fig. 1 were modeled using DAL.RT. DALRT is a technology
designed for engineering an agent's brain, the part of the agent
responsible for its actions in the environment. It provides a
design and implementation solution for action selection,
thereby solving the problem of deciding what to do next. Its
paradigm, the Free-Flow Hierarchy (FFH), is particularly
well-suited when it comes to deciding on a course of action
that is a compromise between many different behaviors..

2) Interfaces and situational awareness

The blackboard bridges the gap between simulation and
real-world operations by acting as an intermediary that stores
and manages all mission data, such as geofences and
waypoints. It provides a dynamic link between the static
database and adaptive behaviors through a robust API.

Beyond simple data storage, the blackboard functions as
an intelligent state manager, continuously tracking the robot's
state machine and operational status to provide real-time
situational awareness to the mission controller. It's pivotal role
becomes even more pronounced in multi-platform scenarios,
where it facilitates cross-platform data sharing and collective
intelligence.

3) Intermediary behaviors

Intermediary behaviors need to be implemented on the
robot for higher-level conduct to build upon. These behaviors
can be separated in two groups: perception behaviors,
allowing the platform to observe its environment and detect
intrusions to provide information to higher level behaviors for
decision-making, and action behaviors, including alerting the
operator, tracking with a camera, or following intruders.

The most useful and challenging behavior is the Go To
function, which requires real-time obstacle detection and
avoidance as well as short-term path planning to reevaluate
the trajectory on-the-fly in unstructured environments with
co-activity.

This paper is based on the SERBERE research project funded by the Direction Générale de I’ Armement (DGA) through the RAPID program
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Fig. 1. Overall system architecture, embedded on robot platforms, from mission definition to actuators.

III. DEVELOPMENT METHOD AND ENVIRONMENT

A. Numerical twin

Given the size of the target platforms, real-world
integration and testing is typically challenging and time
consuming. To reduce integration and validation time, a
Hardware-in-the-Loop simulator provided by 4DVirtualiz was
used. This system reproduces georeferenced terrains and
enables physical platform-environment interactions while
providing real-time sensor data in the real-life format. The
simulation enabled rapid real-world platform integration,
requiring minimal adjustments to demonstrate actual use
cases.

B. Swarm organization

The swarm agents form a two-level hierarchical team,
consisting of a leader (or team captain) and their subordinates.
Each agent possesses a rank within the team. This team
structure is not fixed; rather, it is resilient, evolving in response
to random events and adapting to integrate new members.
Agent coordination is distributed, not centralized, and is
facilitated through communication messages.

IV. RESULTS AND ANALYSIS

The demonstration encompassed multiple operational
scenarios to validate robot capabilities, including manual
control, nominal patrol operations, detection and obstacle
avoidance, pursuit mode functionality, battery management,
and localization failure scenarios.

The multi-platform demonstration illustrated
collaborative patrol and relay missions, while maintaining
persistent individual behaviors. Mission coverage analysis
revealed comprehensive surveillance capabilities with
adaptive behavior patterns that optimize resource utilization
while maintaining operational effectiveness. In multi-robot
operations, when one platform required recharging, its zone
was reallocated to the remaining patrol robots. Furthermore,
when the leader's mission was deactivated, the remaining

robot automatically assumed leadership and monitored all
zones.

The implemented
advantages:

1) Modularity and Scalability: DALRT interacts solely
with a high-level API, meaning planning is independent of
the internal implementation or the specific platform type
used. Behaviors are organized in layers, and adding a new
behavior only requires defining its priority and impact on the
lower layers. This eliminates the need to consider interactions
between individual behaviors or to define a decision tree,
which greatly simplifies system scalability and the learning
curve.

2) Flexibility: A key feature is the dynamic management
of zone preferences, which allows the system to account for
the specific needs of each platform. This preference
management system ensures that each robot adapts its actions
in real time to maximize area coverage while considering its
unique platform requirements.

3) Interpretability: The DAI engine generates a clear,
technically accurate, detailed, and relevant justification report
for every decision it makes. This interpretability is crucial for
both the client and the developer.

solution presents several key

V. CONCLUSION

This work establishes a solid foundation for
heterogeneous robot swarm surveillance, demonstrating both
the potential and the remaining challenges for deploying such
systems in real-world security and defense applications.
While this work addressed some simulated communication
and localization issues, these challenges require more
extensive treatment. Future work will focus on developing a
fully autonomous air/ground system with robust
communication capabilities while preserving modularity that
allows operators to intervene at any level, from basic
teleoperation to fully autonomous swarm operations.
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Abstract—This paper introduces ORCA, a distributed platform
to assist hybrid forces composed of manned and unmanned
systems in the command and control of air-land collaborative
combat tasks. To enhance the trustworthiness, ORCA relies on
ExpresslIF, a symbolic Artificial Intelligence based on knowledge
and fuzzy reasoning. We will focus on the planning and the
supervision of a collaborative action.

Index Terms—Symbolic Artificial Intelligence, XAI, Fuzzy
Logic, Reasoning, Planning, Scheduling, Air-land collaborative
combat, Crisis management, Defense and security.

I. INTRODUCTION

Defense and security are particular fields where decisions
must be made as safely and quickly as possible, regarding a
huge number of heterogeneous criteria. Moreover, decisions
often occur in an evolving and uncertain context. Artificial
intelligence (AI) provides invaluable support for decision-
making, bringing consistency and availability that are difficult
to achieve with human resources alone. This is especially true
in Al augmented decision-making where the Al provides the
human decision maker with a fewer number of alternatives.

In this paper, we present the distributed platform ORCA that
stands for, in French, Orchestrateur Résilient pour le Combat
Aéroterrestre |1]]. It provides an Al augmented decision-
making in the context of air-land collaborative combat. We
will then focus on the use of ExpressIF®, a symbolic Al
framework based on fuzzy logic and developed by CEA-
LIST, for planning and supervising collaborative actions within
ORCA.

II. ORCA DISTRIBUTED PLATFORM

The goal of the ORCA framework is to offer an Al-based
software to assist collaborative actions at enemy contact with
the following objectives:

The ORCA project is a collaboration between CEA List and tns-MARS,
funded by the Direction Générale de I’ Armement (DGA) within the framework
of the Hyperion contract. This work has been done under the supervision of
the French Army through regular working groups.
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o maintaining proposals for collaborative actions adapted
to the terrain and tactical situation;

o conducting, synchronizing and tracking the elementary
actions of participants;

e aiming to increase the effectiveness of the maneuver
while reducing the cognitive load on the friendly force.

e aiming to be resilient to hazards (such as an unplanned
attrition of resources, a reorientation of objectives, a
shortage of logistical resources, etc.).

ORCA is based on a multi-agent system with three kinds of
agent:

« A Control Agent (CA) is in charge of planning, propos-
ing the best collaborative actions, given an objective and
a tactical situation, and of handling hazards by replanning
the concerned collaborative action.

o An Execution Agent (EA) is in charge of executing,
synchronizing and monitoring the selected collaborative
action by evaluating it continuously according to criteria
; detecting hazards and deviations ; analyzing the tactical
situation to anticipate potential risks or opportunities.

o An Assistant Agent (AA) is in charge of assisting the
collaborative action’s actors in their elementary actions
by providing important information for the achievement
of the action (e.g. coordinates of the target, shot angle,
observer’s video stream, etc.).

These agents manipulate three main formal concepts: collab-
orative action (i.e. an objective and a set of actors to achieve
it), workflow (i.e. the sequence of actions an actor takes to
achieve an objective) and elementary action that are drawn
from studies that THALES has conducted since 2008 [2f]. In
this paper, we focus on how, within (CA), the ExpressIF®
framework allows to plan and supervise the collaborative
actions.


https://expressif.cea.fr/

III. PLANNING MODULE

Planning a collaborative action in ORCA requires several
capabilities:

o Integrating domain knowledge, such as doctrines and

operational procedures.

o Maintaining partial and uncertain situational awareness,

since the environment is only partially observable.

o Specifying objectives in a task-based manner, typically

expressed as abstract tasks.

o Managing temporal constraints to ensure synchronization

and dependencies within workflows.

o Considering multiple alternative plans to select the most

appropriate one.

o Ensuring computational efficiency to adjust a plan

quickly.

ExpressIF® planning is based on the principles of SHOP2 [3]
and SIADEX [4], which we adapted to meet the specific
requirements of ORCA. Our approach relies on the combined
use of a Hierarchical Task Network (HTN) planner and a
Simple Temporal Network (STN). The HTN formalism [J5]],
recognized for its high expressiveness, enables efficient repre-
sentation of domain knowledge, thereby improving both the
speed and relevance of the planning process. A HTN is a
tree structure where a high-level task is decomposed using
methods. Each method specifies a way to break the task into
subtasks, which can themselves be recursively decomposed
until reaching elementary actions that can be executed directly.
In the context of ORCA, the root task is an objective to
achieve in the current tactical situation. The level 1 methods
in the HTN are the possible collaborative actions to fulfill this
objective. The level 2 tasks are the workflows to achieve to
perform the parent collaborative action. The node hierarchy
under a workflow task is decomposed in methods, tasks and
elementary nodes based on the flowchart description of the
relevant workflow.

The use of a STN enables the modeling of temporal depen-
dencies between tasks and elementary actions through explicit
temporal relations. Several temporal constraints are available
in ExpressIF® such as: a task must start or end before, after,
right after, at the same time as, or during another task. Once
the constraints are expressed through the relations, they are
converted to a STN: a graph where vertices represent time
points (e.g., start or end of tasks) and directed edges represent
temporal constraints between them. A STN solver is then used
to propagate the constraints through the graph. Afterwards, if
possible, a feasible schedule (a concrete start time for each
elementary action) can be extracted. Therefore, for a given
objective and a tactical situation, ExpressIF® planning uses a
HTN to look for possible collaborative action solutions based
on the tasks and elementary actions required. The STN solver
checks the HTN solution’s temporal constraints and computes
a consistent assignment if possible.

IV. SUPERVISION MODULE

Supervision has two purposes, achieved through two com-
ponents: to continuously monitor the progress of collaborative

actions based on defined criteria; and to assess threats and op-
portunities. The first is performed by the evaluation component
and the second by the analysis component.

The evaluation component is responsible for assessing a
collaborative action based on the tactical situation and the
objective to be achieved, during two phases. At design time, it
compares potential configured collaborative actions based on
various criteria, and proposes the best collaborative actions
to the user. At execution time, the evaluation criteria are
re-estimated in real-time using updated information on the
tactical situation. Several criteria are computed: operational
effectiveness, friendly fire risk, respect of 3D deconfliction
rules and economic efficiency. All of them are computed
through a combination of fuzzy inference, pathfinding and
3D geometry libraries implemented in ExpressIF®. Finally,
the availability of the resources criteria checks whether the
actors of the collaborative action are available in terms of
timing, logistics, operational status, and ability to carry out
the action. This criterion is implemented in ExpressIF® as a
fuzzy constraint satisfaction problem.

The analysis component is in charge of the continuous
analysis of the threat. Indeed, it is necessary to analyze the
combat situation to best anticipate potential risks and act
with up-to-date knowledge of the facts. To identify threats
to friendly forces and the opportunities they can exploit, a
Mamdani fuzzy inference system—derived from interviews
with combat specialists from tns-MARS—is used. This sys-
tem integrates temporal and spatial reasoning through fuzzy
relations as defined in [6], [7].

V. CONCLUSION

In this paper, we present how the ExpressIF® framework has
been used in the ORCA software system. The objective was to
provide a trustworthy command and control decision support
that acts as a performance enhancer and a safety guard for
the behavior of manned and unmanned systems participating
in collaborative actions.
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I. INTRODUCTION

The recent conflicts have highlighted the vulnerability of
geolocation using Global Navigation Satellite Systems
(GNSS). As the GNSS signals can be jammed or spoofed, it is
critical to have alternative navigation solutions. With the P-
ISL (Projectile-1SL) model [1], the localization of a projectile
using inertial sensors, magnetometers and Artificial
Intelligence (Al) has been demonstrated: Long Short-Term
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Memory (LSTM) networks were trained with projectile
trajectory data. Good results have been obtained mainly due
to the predictable trajectory of the projectile. In this work, we
propose to extend the application of this technology to all
types of flying vehicles like Unmanned Aerial Vehicles
(UAVs), based on [1] and on the DeepNav model [2]. To
make our Al model more generic, we need to feed it with
additional inputs such as control signals sent to the actuators
and potentially other types of sensors.

In the literature, there exists many methods enabling
navigation systems to work without GNSS thanks to Deep
Learning (DL) and Neural Networks (NN). Indeed, DL and
NN can be used to regress the full or the residual states of the
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UAV, used to fuse sensor data with a Kalman Filter (KF) or
used to filter more parameters in nonlinear filters according to
Cohen et al. [3] by using Convolutional Neural Networks
(CNN) and Recurrent Neural Networks (RNN). Currently,
most of these navigation systems, predicting pseudo-GNSS,
are hybrid systems and work with two modes, considering the
availability of the GNSS signal.

Il. STUDY OBJECTIVES

The main aim of the study is to build an Al-navigation
system for Fixed-Wing UAV and low-cost sensors. To avoid
spoofing attack, GNSS data are not employed. Therefore, the
Al model replaces entirely the GNSS and the EKF by using
additional data from other sensors and the flight commands.
With those data, the Al model will predict position, velocity
and attitude in quaternions format of a Fixed-Wing UAV as
shown in Fig. 1.
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Fig. 1. Block diagram of the first objective.

I1l. PROPOSED METHODOLOGY AND WORK PERFORMED

We use modeling and simulation to generate useful data of
a Fixed-Wing UAV with a Matlab model to build our dataset.
The Matlab model is based on the Pixhawk’s Fixed-Wing
attitude controller [4]. It contains a Fixed-Wing’s 6 Degrees
of Freedom (6DOF) model and error models of sensors as
shown in Fig. 2.

Datacmund Truth

ERROR MODEL il

OF IMU SENSOR

FLIGHT
COMMANDS

6DOF MODEL
ERROR MODELS
OF ADDITIONAL
SENSORS Datagaditionat
SENSOrs

Cﬂlght

Fig. 2. Design of Matlab model.

We generated 5,000 flights containing many timeseries to
build our dataset for the training of Al models. Fig. 3 shows
the features used to train Al models and the labels for the
prediction.
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A Position (x,y,z)
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AVelocity (x,y,z)
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A Attitude (quaternions)
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Incidence Probe (a,) ==

Fig. 3. Timeseries data used as features (left) and as labels (right).

In the case of our study, we compare two Al models which
estimate position, velocity and attitude of an object from low-
cost sensors. These models use mainly LSTM unit [5]
allowing to predict timeseries at short and long term at the
same time.

A test dataset containing 100 simulated flights is used with
P-ISL and DeepNav. In addition, Dead-Reckoning (DR)
estimation is used to be compared to the Al models. Each Al
model predicts position and velocity on the XYZ axes and the
attitude in quaternions format. To evaluate the performance
between P-ISL and DeepNav, we employ few metrics as the
Mean Average Error (MAE), the Root Mean Square Error
(RMSE) and the Mean Absolute Scaled Error (MASE).
According to the results, we can state that Al models have
better prediction than the DR estimation. In addition,
DeepNav model has better performance than P-ISL model for
position estimation. However, Al models have difficulties to
estimate the velocity and the attitude in quaternions format.

IV. OUTLOOKS

To resolve those issues, we will build our Al model by
using and testing other kinds of layers (recurrent layers,
convolution layers and attention layers) and evaluate it with
our dataset containing simulated flights. A new dataset
containing simulated data with a new Fixed-Wing UAV will
be generated and then to carry out real-time experiments with
embedded system in a real-world setting.
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Abstract—Artificial intelligence (AI) in defence must be eval-
uated under mission conditions where robustness, resilience and
trust are critical. Beyond conventional benchmarks, effective
assessment relies on pipelines combining simulation, physical
trials and dataset-based testing. This paper outlines key technical
and systemic challenges, and introduces the LE.IA platform
developed by LNE, a sovereign infrastructure of four testbeds
(Evaluation, Simulation, Immersion and Action) that delivers
trustworthy, mission-relevant evaluation capabilities for defence
stakeholders.
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Artificial intelligence in defence must be assessed under
mission conditions where robustness, resilience and trust are
critical. Traditional benchmarks often fail to capture the
complexity of adversarial or constrained operational envi-
ronments. Evaluating such systems requires mission-oriented
pipelines combining simulation, physical testing, and dataset-
based validation. This extended abstract discusses the main
technical and systemic challenges raised by these requirements
and introduces the LE.JA platform developed by LNE as a
sovereign evaluation infrastructure designed to meet them.

I. CONTEXT AND CHALLENGES

The defence sector increasingly integrates Al into op-
erational and decision-support systems, from autonomous
robotics to intelligence analysis. However, these applications
must perform in adversarial, uncertain, and safety-critical
contexts where a single failure can have severe consequences.
The European Defence Agency [1]] and the US Department
of Defense [2f] have both highlighted the need for adaptive,
lifecycle-based evaluation frameworks. Evaluating Al in this
domain is not only a question of performance but of reliability,
safety, explainability, and resilience under mission constraints.

Technical challenges include the limited availability of
realistic data, the opacity of deep learning architectures, and
the difficulty of reproducing rare yet high-consequence events.
Simulation and synthetic data generation are essential but
cannot fully replace testing of embedded systems under real
conditions. Moreover, the lack of institutionalized Verification,
Validation, Testing and Evaluation (VVT&E) cycles across the
Al lifecycle remains a major structural barrier. Both RAND [3]]
and the EDA []1] have stressed that evaluation must be iterative
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and integrated throughout development, deployment and de-
commissioning phases, not limited to a single pre-deployment
phase.

Explainability introduces another layer of complexity. Meth-
ods intended to make Al decisions transparent can themselves
be manipulated through adversarial perturbations, producing
deceptive or inconsistent interpretations. In defence use cases
where human oversight is critical, the robustness of these
interpretability techniques becomes a matter of operational
safety rather than academic interest.

Systemic challenges are equally decisive. The classified
nature of information restricts access to representative datasets
and limits cross-border collaboration. Regulatory asymme-
tries between civilian and military domains complicate the
design of evaluation frameworks aligned with both ethical
and operational imperatives. At the same time, sovereignty
concerns drive nations to maintain internal control over their
evaluation capabilities, while interoperability within alliances
such as NATO requires harmonized methodologies. Finally,
the legitimacy of military Al relies on ethical alignment with
democratic principles of accountability and proportionality.
Technical reliability alone cannot ensure trust if governance
mechanisms remain unclear or fragmented.

II. USE CASES AND EVALUATION IMPLICATIONS

The diversity of Al applications in defence translates into
varied evaluation requirements. Three representative use cases
can illustrate this need for tailored methods:

o Computer vision for tactical awareness: an Al model
analyses live drone imagery to detect and classify threats
in urban or unstructured terrain. Evaluation must integrate
latency constraints, adversarial camouflage, and sensor
degradation.

o Language-based intelligence analysis: a multilingual lan-
guage model summarises intercepted communications.
Testing must consider factual accuracy, cross-lingual con-
sistency, and resistance to adversarial prompts.

e Autonomous navigation for ground convoys: an embed-
ded system plans routes and reacts to obstacles under
GPS denial. Evaluation must assess real-time reactivity,
coordination with human operators, and recovery from
failures.



Each use case requires specific test conditions and metrics.
For example, vision models must be tested on diverse anno-
tated imagery under varied weather and lighting. Language
models require curated datasets reflecting semantic nuance
and cultural context. Autonomous navigation must combine
virtual simulation, hybrid testing and physical trials to explore
edge cases and safety-critical situations. In all cases, evaluation
must remain traceable, repeatable and risk-aware.

These operational examples underline several infrastructure
requirements: modularity to accommodate different Al com-
ponents and mission profiles; multi-layered instrumentation
capturing both system-level and component-level behaviour;
secure and isolated environments for classified data; and
support for synthetic or simulated datasets to overcome data
scarcity while preserving confidentiality.

III. THE LE.IA PLATFORM

To address these requirements, LNE has developed the
LE.IA platform (Laboratoire d’Evaluation de [’Intelligence
Artificielle, Artificial Intelligence Evaluation Laboratory), a
sovereign multi-level evaluation infrastructure combining four
complementary testbeds:

o LE.IA Evaluation, for dataset-based testing of Al software
using independent and representative datasets;

e LE.JA Simulation, for testing within high-fidelity digital
twins and synthetic environments;

e LE.IA Immersion, a hybrid platform where physical de-
vices are immersed in simulated surroundings;

e LE.JIA Action, for full physical trials of embedded Al
systems in representative scenarios.

LE.IA Simulation relies on advanced rendering engines such
as Unreal Engine 5 to generate realistic data and explore
extreme conditions or rare events. LE.IA Immersion bridges
the gap between simulation and reality by connecting physical
sensors to simulated environments through real-time feedback
loops. LE.IA Action extends evaluation to controlled labo-
ratory testing of embedded Al systems under representative
but delimited physical conditions, focusing on specific perfor-
mance and safety aspects that complement broader operational
validation.

These infrastructures are applied in ongoing projects such
as COMMANDS (EDF 2023-2025) on autonomous ground
vehicles, ULTIMATE (Horizon Europe 2022-2024) for hybrid
Al in manufacturing and space, and KOIOS (2023-2025) on
multimodal human—Al teaming. Lessons from earlier initia-
tives such as Blaxtair SAFE, MAURDOR and ALLIES have
informed the methodological foundations of LE.IA, while
initiatives such as LLMs4EU (2025-2028) extend these ap-
proaches to large language model evaluation at the European
level.

IV. MISSION-BASED ENGAGEMENT

As a public laboratory under the French Ministry of Econ-
omy, LNE supports national and European strategies for safety,
conformity and technological trust. Its role in Al evaluation

extends beyond testing: LNE co-designs evaluation frame-
works with developers, authorities and standardization bodies
to ensure technical soundness and regulatory alignment. The
LE.IA platform is continuously adapted to emerging defence
and security needs through collaborative development with
institutional and industrial partners.

V. CONCLUSION

Evaluating Al in defence requires an integrated approach
that combines operational realism, ethical accountability and
sovereign control. Robust pipelines must include dataset-
based, simulated, hybrid and physical testing, each comple-
menting the others to capture the full risk spectrum. LNE’s
LE.IA platform embodies this principle by providing modular,
mission-relevant and secure evaluation capabilities. Building
sovereign infrastructures of this type is not optional: it is essen-
tial to ensure trustworthy deployment, credible oversight and
strategic autonomy in the defence use of artificial intelligence.
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Abstract— This paper presents insights from over a decade
developing military robotic platforms, including KNDS’ Nerva
platforms and Multi-Mission Tactical Robots (M2TR), designed
to assist soldiers through remote-controlled and autonomous
missions. Drawing from extensive field experience, we develop
adaptable algorithms across diverse operational terrains and
use cases. Our work demonstrates that successful autonomous
military robotics requires not only advanced individual
platform capabilities, but also careful consideration of field
robustness, human factors, communication resilience, and
system-level integration challenges inherent in transitioning
from single-platform to coordinated multi-domain operations.
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I. INTRODUCTION

KNDS robotics platforms assist soldiers through remote-
controlled or autonomous missions, improving protection
while freeing them from hazardous tasks. The primary
challenge lies in the variety of use cases and operational
terrains, requiring adaptable, robust algorithms capable of
generalizing across diverse scenarios. Each platform
incorporates multiple sensors alongside sophisticated
autonomous behaviors coordinated for complex multi-
platform missions.

Our main contributions in this paper are, first, identifying
the sensors, functions, and behaviors required for operational
credibility and integration into multi-platform autonomous
unit, then, providing field experimentations feedbacks
highlighting the need for reliable communication,
localization systems, and HMI ergonomics and finally
outlining envisioned tactical missions.

II. TOWARDS BUILDING TRUST AND ROBUSTNESS

Robotics faces challenges in perception, mobility,
communication, localization, and human-robot collaboration.
Beyond advancing core perception and mobility algorithms,
establishing trust in autonomous systems demands extensive
user familiarization and repeated demonstrations of platform
performance and robustness to facilitate their future
operational integration.

A. Robot platforms

KNDS develops several robotics platforms. KNDS’
Nerva platforms are modular lightweight Unmanned Ground
Vehicles (UGV) configurable for CBRN detection,
reconnaissance, surveillance, and counter-IED operations.
M2TRs (KNDS’ ULTRO carrier, KNDS’ OPTIO tracked
combat robot, KNDS’ CENTURIO multipurpose) support
various missions and with larger calculators facilitate state-
of-the-art algorithm integration, though their size makes real-
life testing more complex.
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B. Data and simulation

Limited accessibility to operational field data is a critical
issue. Creating digital twins enables early function
verification, while Hardware-in-the-Loop (HIL) simulators,
such as 4D Virtualiz [1] simulator, shorten integration time
by providing realistic sensor data. Additionally,
photorealistic simulators, such as Unreal Engine [2] and
AlVerse [3], may provide specific true-to-life training data
imaging.

C. Perception

Perception is critical for robotic platforms to understand
and safely navigate their environments. Our work therefore
focuses on mono-sensor algorithms and multi-sensor fusion
(cameras, LIDAR, audio...) to enhance situational and
tactical awareness and distinguish terrain types, obstacles,
and key features. Satellite or aerial semantic analysis
additionally help assess terrain navigability before
deployment, while LIDAR data enables detailed 3D
reconstructions and real-time traversability estimation.

D. Mobility

Autonomous platforms must adapt to their environment
and robust multi-sensor perception is essential for dependable
mobility. In off-road conditions, for instance, even tall grass
may trigger false obstacles, requiring adaptive collision-
avoidance settings. Ultimately, achieving true autonomy,
where robots can be tasked like armored crews or infantry
units, demands a dependable “Go To” function capable of
operating in all terrains and weather conditions.

III. TOWARDS EXPERIMENTS AND MISSIONS

A. Communication and localization

The Cohoma challenge [4], organized by the French
Army’s BattleLab Terre, aims to integrate unmanned ground
and aerial systems for tactical missions on realistic terrains
with minimal operators. Key findings emphasize that
successful systems require more than core platforms.

Meshed communication links between HMIs and
platforms are necessary, though bandwidth must be shared
among all video feeds. Communication issues stem from
limitations on steep, vegetation-covered terrain and highlight
the need for degraded-mode functions when links are lost,
preventing uncontrolled movement or capture.

Equally vital is dependable localization. Because GPS is
easily jammed, both active and passive backup methods are
needed. Active positioning often relies on LIDAR or Radar
SLAM for accuracy, while visual odometry and visual
relocalization provide passive alternatives to maintain spatial
awareness under GPS-denied conditions.



B. Defining an autonomy level

Assessing and categorizing automation levels in robotic
systems is complex but essential to distinguish remote-
controlled systems from those with autonomous capabilities.
Operational users have to know if a robot can patrol a military
camp in various conditions (day/night, clear/rainy weather,
mud/dust challenges) and whether it demonstrates maturity
across different contexts. Several frameworks exist but none
fully address these needs and a new scale is required,
expressing operational deployment capability, incorporating
environmental/mission criteria and operational perspective,
while remaining easily interpretable.

C. Integration in multi-platforms systems

Operators cannot manage multiple interfaces due to
ergonomic limitations. The ideal solution consolidates all
HMISs into a unified system controlling any platform, though
determining the standard interface and responsible developer
presents significant challenges. In the Cohoma challenge,
limited resources led us to implement a tactical layer using
ATAK (Android Team Awareness Kit) [6] with dedicated
plugins to centralize mission data and control all UAV and
UGV autonomous functions. This simplified interface
allowed operators to manage any platform without mastering
its native controls, supporting wider field acceptance through
simplicity and autonomy.

To anticipate integration challenges and operational
complexity, simulation-based design is essential. KNDS
France’s OUISARD methodology [8], based on the Wizard
of Oz principle [10], enables immersive testing of Human-
Robot collaboration in realistic scenarios. It helps identify
user needs early, refine organizational structures, and
optimize interface design. Used for tactical training and
vehicle concept studies, OUISARD also gathers human
factors data to guide capability development and ensure
effective integration of robotic systems.

IV. MISSION PLANING

A. Tactical flight

The use of UGVs/UAVs in modern warfare has revealed
extremely high attrition rates, sometimes exceeding 75% in
Ukraine [9]. To improve aerial system survivability, we
digitize French Army light aviation tactical flight techniques
and exploit terrain features (depressions, vegetation,
structures) to reduce detection probability.

Our approach is built on three interconnected layers. First,
the terrain analysis extracts key environmental features
(concealment areas, masking zones, approach corridors).
Then, the mission planning designs tactical trajectories and
sequencing actions that balance exposure, sensor use, and
mission efficiency. Finally, real-time adaptations to
unexpected changes are enabled by rapid and often
autonomous decision making.

The ultimate goal is indeed to enhance UAV/UGV
survivability and operational efficiency through terrain-
aware adaptive autonomy while preserving human control
and tactical intent.

B. Site surveillance with heterogenous swarm

Planning coordinated movement of a platforms group
requires high levels of embedded autonomy, as well as

decentralized decision-making capabilities to handle
degraded operational modes induced by communication or
localization failures.

The SERBERE RAPID project (with MASA Group [7])
proved that an ideal tactical system could effectively manage
a heterogeneous platform swarm using only the constrained,
localized environmental knowledge that individual platforms
actually possessed. Autonomous individual behaviors
included patrolling with obstacle avoidance, battery
management, localization recovery, and target tracking,
while coordinated missions such as area coverage and relay
operations were also developed.

V. CONCLUSION

This article has illustrated the efforts undertaken by
KNDS France to make ground military robotics a reality by
adopting a system-level perspective. Without this systemic
approach rooted in decades of experience in designing
complex ground combat systems, military ground robotic
platforms risk remaining mere technological gadgets, unable
to deliver their full operational potential on the battlefield.

Indeed, military ground robotics represents a particularly
demanding challenge as it requires constant innovation to
overcome the difficulties of self-functioning in endangered
environments. However, its successful integration depends
on maintaining simplicity and robustness both at the technical
level and in the design of effective and intuitive Human-
System collaboration.

It is only through this dual requirement, i.e. technological
sophistication and operational pragmatism, that military
ground robotic systems will become real and fully integrated
as a mission-relevant asset for modern armed forces.
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Abstract—In the context of autonomous navigation of Un-
manned Surface Vehicles (USVs), the recent development of mar-
itime optronic surveillance systems, boosted by the abundance of
deep learning models for sea surface or aerial targets detection,
raises a need for information fusion algorithms to be developed.
Used as an additional dissimilar sensor channel that is helpful
for establishing vessel’s navigational situation awareness, the
information provided by this new and emerging technology must
be consolidated with that available from radar based tracking
algorithms and Automatic Identification System (AIS) as a
prerequisite for the development of high-performing autonomous
navigation functions. To this aim, this paper introduces a two-
stage radar/optronic Track-to-Track (T2T) fusion and AIS Data
Association (DA) algorithm based on multiple hypothesis testing
and a direct application of the Dezert-Smarandache Theory
(DSmT) to assess the quality of AIS measurements for updating
the fused or local target tracks. The proposed algorithm has been
both tested at sea and evaluated on real sea trial data.

Index Terms—Multi-Target Tracking, Track-to-Track Fusion,
Data Association, Radar, Optronic, AIS, Situational Awareness

I. INDUSTRIAL CONTEXT

In maritime surveillance and navigation, ship’s situational
awareness at sea relies commonly on several decentralized
Multi-Target Tracking (MTT) algorithms attached to one spe-
cific type of sensor (radar, camera, AIS, etc.). These latter
provide a set of potentially heterogeneous tracks related to all
detected sea-surface or aerial objects in observed 3D scene.
Such elaborated information plays a pivotal role to:

o assist and guide every decision made by ship crew w.r.t.
the encountered maritime situation (e.g., marine traffic
mapping and monitoring for ship navigation, asymmetric
threats detection and localization for military operation);

o perform safe maritime navigation in line with the Inter-
national Regulations for Preventing Collisions at Sea [1]
(known as COLREGS, for COLlIlision REGulationS);

« or enable fully autonomous operations of USVs as MTT
serves as a fundamental aspect of situational awareness
for intelligent systems in marine industry (see Fig. 1).

Nevertheless, the possible tracks diversity argues for the de-
velopment of multitarget/multisensor T2T fusion algorithms,

SIREHNA/NAVAL Group
Nantes, France
marie-jeanne.paul @sirehna.com

SIREHNA/NAVAL Group
Nantes, France
sylvain.vandernotte @sirehna.com

Fig. 1. Seaquest-S USV (SIREHNA/NAVAL Group).

despite their suboptimal nature, to improve the overall read-
ibility of maritime situational awareness and, at the same
time, reduce the global uncertainty attached with objects
recognition and localization. To these aims, many T2T so-
lutions can therefore be designed to estimate a consolidated
surrounding maritime situation useful for USVs autonomy,
teleoperator or even ship crew on board. For many years
now, SIREHNA has extensively investigated this research field
as a naval systems equipment manufacturer for both civil
and military markets. SIREHNA has developed several prod-
ucts such as BRIZO®-! and MOS®? that realize sensor-level
objects tracking tasks. Backed by this expertise, SIREHNA
is now looking to develop its own T2T fusion embedded
system in order to merge in together previous radar and
optronic tracks information [Stage @] supplemented by AIS
measurements when available that will be taken into account
by solving a standard Data Association (DA) problem [Stage
@]. This article presents an original two-stage algorithm for
radar/optronic T2T fusion and AIS DA which combines: (i) a
multiple hypothesis testing to check the statistical consistency
between all local track estimates provided by both BRIZO®
and MOS® subsystems; with: (ii) an application of the DSmT
through the use of the Quality Assessment Data Association
(QADA) algorithm for AIS measurements association.

LBRIZO is a radar-based collision avoidance system offering automatic
detection, tracking and geolocation of any obstacles.

2 MOS: Maritime Optronic Surveillance system based on Al object detec-
tion in images.



II. PROPOSED ALGORITHM: TWO-STAGE
TRACK-TO-TRACK FUSION AND DATA ASSOCIATION

The method developed in this paper separates the multi-
target/multisensor data fusion into two coupled procedures
due to the specific processing of AIS data. Fig. 2 depicts the
flowchart of the proposed methodology. It is noteworthy that
such layout permits to obtain fused tracks of different nature:
radar/optronic/AIS, radar/AIS, radar/optronic, optronic/AIS
namely, but also to retrieve the local track state estimates if
no concordance and association have been declared.

In stage one, the agreement between two tracks is declared
as soon as a multiple hypothesis testing is satisfied, taking
into account an estimation of the cross-correlation between
the considered tracks, leading to apply the following cross-
covariance equations [2] as the T2T fusion formulas:

% =% +K (XJ,XZ) where: K = (131:*132‘3‘)7);]'1

1
and: ’PU—P +P Pu P, M

Before achieving such T2T fusion between a radar track and
an optronic track, it appears mandatory to assess if two local
tracks, issued from two distinct sensors and characterized by
their respective statistics (X;, P, ;) and (X, PJ), correspond or
not to the same target. To this aim, we define:

Ayj(kl) = %i(k[-) — %;(k[-) € R™ @)
the estimate of the difference A;;(k) = x;(k) — x;(k)
where x; and x; designate the true states of the targets.
The instantaneous concordance test® (aka association or
correlation test) between the two local tracks ¢ and j is based
on the Mahalanobis distance d defined by (assuming normally
distributed local estimation errors):

Hi1

(k|) 20 3)
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d2 A (k)T (k) Ay (k
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)+ P;(k]) =Py ]
ij (k) = Agj(kl)

The notation EJ - ] refers to the expectation operator. In (3),
threshold ¢ is such that:

P{d> 6|Ho) = a @)

where: T;;(k|-) =
~BL(k])

where « is a given value defined a priori. Selecting a threshold
value for variable 6 can rely on the assumption that A;;(k)
must follow a normal law in case of concordance. Under this
reasoning, d must therefore be distributed as a x? law (as a
weighted sum of squares of nyx normal laws) with ny degrees
of freedom. These equations involve an estimation of the cross-
covariance matrix P;; between tracks x; and X; which can be
approximated by the Hadamard product, denoted by ©® in the
sequel, of both local covariance matrices [3] i.e.:

P,; = p\/P; ©P; with: p~ 0.4 (5)

3 Hypothesis Ho stands for tracks agreement while #; is for tracks
mismatch.
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Fig. 2. Flowchart of the proposed two-stage algorithm.

The main drawback of such an approach lies in its relatively
high sensitivity to local tracking filters consistency that must
be guaranteed for working properly. To circumvent this weak-
ness in the method and robustify the whole procedure, an extra
test based on the Bhattacharyya distance which measures the
similarity between two probability distributions [4] was added.

The purpose of stage two is to increase the information con-
tained in all available tracks, whatever these latter correspond
to fused or local state estimate, by seeking any possible Plot-
to-Track (P2T) association with available AIS measurements
z;, 1 € [1;n,]. To this aim, the QADA method based on the
DSmT [5] is applied and allows to update some track estimates
in line with the confidence level ¢(I,m) € [0;1] calculated
by the method (and aka quality indicator) that characterize
each P2T association. When all the indicator values have been
determined, the states X,,, m € [1;n;] of the associated
tracks are updated by the AIS information according to the
filtering equation:

S (k[ = S (KK — 1) + K (k) (2 (k) — G (K — 1)) (6)
where the gain correction matrix now reads for every pairing:
Rais(k)
q(l,m)

Asymptotically, we have for each association (z;, %X, ):

o trustful » ¢(I,m)— 1~ = Rais(k) left unchanged;
o distrustful » ¢(I,m)— 0" = Rais(k) increased.

K(k)=P(k|k—1)CT (k) | C(k)P(k|k—1)CT (k)+
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